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Abstract

We present a three-week user study in which we tracked the locations of 27 subjects and asked them

to rate when, where, and with whom they would have been comfortable sharing their locations. The

results of analysis conducted on over 7,500 hours of data suggest that the user population represented

by our subjects has rich location-privacy preferences, with a number of critical dimensions, including

time of day, day of week, and location. We describe a methodology for quantifying the effects, in

terms of accuracy and amount of information shared, of privacy-setting types with differing levels of

complexity (e.g., setting types that allow users to specifylocation- and/or time-based rules). Using the

detailed preferences we collected, we identify the best possible policy (or collection of rules granting

access to one’s location) for each subject and privacy-setting type. We measure the accuracy with which

the resulting policies are able to capture our subjects’ preferences under a variety of assumptions about

the sensitivity of the information and user-burden tolerance. One practical implication of our results

is that today’s location-sharing applications may have failed to gain much traction due to their limited

privacy settings, as they appear to be ineffective at capturing the preferences revealed by our study.

Keywords: Privacy and security, location sharing, usability, mobile and pervasive computing.
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1 Introduction

The past few years have seen an explosion in the range of websites allowing individuals to exchange

personal information and content that they have created. These sites include location-sharing services,

which are the focus of this paper, social-networking services, and photo- and video-sharing services.

While there is clearly a demand for users to share this information with each other, there is also sub-

stantial demand for greater control over the conditions under which this information is shared. This

has led to expanded privacy and security controls on some services, such as Facebook, but designers of

others appear reluctant to make this change. One reason for this reluctance may be that more complex

privacy settings typically lead to more complex and hard-to-use interfaces.

Around one hundred different location-sharing applications exist today [24]. These applications

allow users to share their location (frequently, their exact location on a map) and other types of infor-

mation, but have extremely limited privacy settings. Typically, they only allow users to specify awhite

list, or a list of individuals with whom they would be willing to share their locations at any time [24].

Despite the number of these types of applications available, there does not seem to be any service

that has seen widespread usage. One possible explanation for this slow adoption has been established

by a number of recent papers, which demonstrate that individuals are concerned about privacy in this

domain [5, 7, 8, 13, 15, 20, 25]. However, our work is the first,to our knowledge, to study location-

privacy preferences at a detailed enough level to address the question of whether or not more complex

privacy-setting types may help alleviate these concerns.

We present the results from a user study where we tracked the locations of 27 subjects over three

weeks in order to collect their stated location-privacy preferences in detail. Each day, for each of the

locations a subject visited, we asked whether or not he or shewould have been willing to share that

location with each of four different groups: close friends and family, Facebook friends, the university

community, and advertisers. Throughout the study, we collected more than 7,500 hours of location

information and corresponding privacy preferences. In contrast to some earlier research that identified

the requester’s identity [7] and user’s activity [6] as primarily defining privacy preferences for location

sharing, we find that there are a number of other critical dimensions in these preferences, including

time of day, day of week, and exact location.

We characterize the complexity of our subjects’ preferences by measuring the accuracy of different

privacy-setting types. We consider setting types that allow a user to share his or her location based

on the group of the requester, the time of day of the request, whether or not the request is made

on a weekend, and his or her location at the time of the request. Using the detailed preferences we
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collected during the location tracking phase, we identify each subject’s most accurate collection of

rules, orpolicy, under each privacy-setting type. To test the effectiveness of the different setting types,

we measure the accuracy with which each is able to capture oursubjects’ preferences, while varying

assumptions about the relative cost of revealing a private location, and about our subjects’ tolerance for

user burden.

As one might expect, we find that more complex privacy-setting types, such as those that allow

users to specify both location- and time-based rules, are more accurate at capturing the preferences

of our subjects under a wide variety of assumptions. More surprising is the magnitude of accuracy

improvement — in some cases more complex setting types can result in almost three times the average

accuracy of white lists. White lists appear to be particularly ineffective at capturing our subjects’

preferences. Even relatively simple extensions, such as those that allow rules based only on time of

day, can yield a 33% increase in average accuracy, assuming that our subjects are privacy sensitive.

This finding is also consistent with results from our pre-study survey, where subjects reported being

significantly more comfortable with the prospect of sharingtheir location using time- and location-

based rules, compared to white lists.

In addition to accuracy, we measure the amount of time each day that our subjects would have

shared their location under each of the different privacy-setting types. Interestingly, we find that more

accurate setting types also lead to more sharing. This result, which at first may seem counter intuitive,

actually makes sense: when users have complex privacy preferences and are given limited settings,

they generally tend to err on the safe side, which causes themto share less. This may explain why

some social networking sites, such as Facebook, have begun to move toward more complex privacy-

setting types — if users end up sharing more, the services aremore valuable. The lack of sharing we

observe with simple setting types may also help explain the slow adoption of today’s location sharing

applications.

While our results suggest that more complex privacy-setting types are necessary to capture the true

location-privacy preferences of the user population represented by our subjects, these settings do not

come without a cost. More complex setting types generally imply additional user burden, especially if

they require users to specify significantly more rules than their simple counterparts. To address this,

we examine a number of different privacy-setting types, which range from being fairly simple to more

complex, under varied assumptions regarding the amount of effort our subjects would be willing to

exert while creating their policies. For the purposes of this paper, we use the number of rules a policy

contains as a proxy for the user burden involved in specifying it. Our findings suggest that, while

limiting policies to a small number of rules dampens the accuracy benefits of complex privacy-setting
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types, they generally remain substantially more accurate than white lists.

The user study presented in this paper can be generalized as amethodology for characterizing

the tradeoffs between more complex setting types and accuracy in a number of privacy and security

domains. At a high level, the methodology involves i) collecting highly detailed preferences from a

particular user population, ii) identifying policies for each subject under a variety of different privacy-

or security-setting types, and iii) comparing the accuracyof the resulting policies under a variety of

assumptions about the sensitivity of the information and tolerance for user burden.

The rest of this paper proceeds as follows. In the next section, we present an overview of related

work on location sharing and privacy preferences. In Section 3, we provide the details of the methods

used in conducting our user study and analyzing the data. In Section 4, we present a detailed analysis

of our data. Finally, we present some conclusions and possibilities for future work in Section 5.

2 Related work

Location-sharing services are an area of significant growthas consumers gain access to ever cheaper

and “smarter” mobile phones. With expanding market share, these services are anticipated to capture

a significant portion of the billions of dollars in marketingrevenue from the broader class of location-

enabled applications [10]. Yet, despite analyst predictions and the growing number of location-sharing

applications that have been developed, no service has captured a significant market share.

While high-profile services that are built around location sharing, like Loopt1 and Google’s Lati-

tude,2 seem to dominate the press, neither has been crowned a “killer app.” Dozens of other offerings

exist, many built around technology platforms that have allowed easier creation of these applications,

including the iPhone SDK,3 and Google’s Android SDK,4 as well as Yahoo’s FireEagle Platform,

which as of March 2010, has 79 applications in its gallery.5 The FireEagle platform facilitates privacy-

enhanced sharing by allowing users to specify a policy for each service that he or she provides with

access. FireEagle allows, just as Google’s Latitude, exact-location or city-level granularity sharing

with white-listed entities. However, Tsaiet al. found that privacy protection through the abstrac-

tion of location is rare. Of 89 sharing services surveyed in that work, only 11 provided any control

over the granularity of the location disclosure, while overhalf of the services (50) used white-listing

1Loopt.http://loopt.com/
2Latitude.http://www.google.com/latitude
3iPhone Dev Center.http://developer.apple.com/iphone/
4Android.http://code.google.com/android/
5Fire Eagle.http://fireeagle.yahoo.net/
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(or, equivalently, black-listing) to protect a user’s location [24]. They also found that more complex

privacy-setting types were nearly nonexistent in the landscape at the time, with only 11 services pro-

viding group designations, and only two having approvals with expirations. One notable exception was

Locaccino,6 which was developed by our research group at CMU and allows users to specify time- and

location-based rules (these are richer privacy settings than those offered by any commercial service).

Many research groups have developed location-based services, including PARC’s Active Badges

[27], ActiveCampus [2], MyCampus [19], Intel’s PlaceLab [11], and MIT’s iFind [12]. However, the

research done with these systems rarely reached the point ofstudying privacy preferences. Instead

this work was typically hampered by adoption and technological issues. Work on a Semantic Web

framework to capture rich privacy preferences in differentcontext-aware applications, including loca-

tion sharing applications, was also conducted in the context of CMU’s MyCampus project [19]. This

work later led to the development of several other location sharing applications at CMU, including

PeopleFinder [20], and most recently Locaccino.

As far back as 2003, users of a diary study cited some concernsabout location privacy, stating

a preference to not have their phones tracked [2]. A study using the experience sampling method in

2005 found that location-privacy preferences were complex, and “participants want to disclose what

they think would be useful to the requester or deny the request” [7]. These findings provide evidence

that without more complex privacy-setting types, users will simply shutdown, and deny requests if

they cannot specify policies that would lead to useful sharing. One drawback of this research is that

much of it focused on laboratory experiments [8, 18] and small group testing [1, 13, 22], where there

are minimal privacy concerns given the small number of (often simulated) requests.

As far as we know, there have been only two other field studies that revealed complexity in people’s

location-privacy preferences. The first, by Tsaiet al., found that having feedback, or information on

who had viewed one’s location, had a significant impact on howcomfortable people were with sharing

their information [25]. Burghardtet al. went further by exposing individuals to five different privacy

technologies in a real world deployment. They reported findings related to both subjects’ preferences

among the different technologies, and the effectiveness ofthe technologies [5]. The findings of these

two studies are similar to ours, in that they suggest users have rich location-privacy preferences; how-

ever, they did not capture these preferences in as much detail as we have done. For example, Burghardt

et al. asked subjects, prior to being tracked, to report locationsthat they did not want to share with

different groups of individuals (they were given the opportunity to change their reported preferences

throughout the study, but were not required to do so). The paper reports some analysis of these privacy

6Locaccino.http://locaccino.org/
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preferences suggesting that they are complex. However, thepreference collection method used is less

detailed than ours and is also somewhat problematic given Connelly et al.’s findings [6] that subjects

tended to have significant differences between previously asserted and in situ privacy preferences.

The fact that more complex privacy and security settings areneeded to capture people’s preferences

has been observed in other domains as well. For example, Mazurek et al. observed that people needed

fine-grained access control for configuring their file-sharing preferences [16], and we have studied the

benefits of more complex forms of expression more generally in an economic framework [3, 4].

As location sharing continues to grow as a social phenomenon(e.g., the recent launch of Facebook’s

Places continues to move this trend towards the mainstream), we are already beginning to see location-

based coupons being offered to users. Foursquare, a popularmobile location-sharing application, is

currently leading this push by allowing small businesses and national chains (e.g., Starbucks) to offer

recurring, frequency-based, and loyalty-based coupons toover three million users [17]. Businesses that

register with Foursquare are also given access to personally identifiable information about users that

visit their locations, such as the names of the most recent and frequent visitors. For more details on

our subject’s attitudes towards location-sharing with mobile advertisers, we direct our readers to our

other publication that focuses specifically on the results related to advertisers [14], many of which are

outside the scope of this paper.

3 Methods

In this section we provide an overview of our study, details of the software we used to conduct it, de-

scriptions of the privacy-setting types we consider, and a description of the methods we use to analyze

them.

3.1 Study overview

The data for our study was collected over the course of three weeks in early November 2009. We

supplied 27 participants with Nokia N95 cell phones7 for the entire study. Each subject was required to

transfer his or her SIM card to the phone we provided and use itas a primary phone at all times. This

requirement ensured that subjects kept the phones on their person, and charged, as much as possible.

Each of the phones was equipped with our location-tracking program, which recorded the phone’s

location at all times using a combination of GPS and Wi-Fi-based positioning.

7These phones were generously provided by Nokia.
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Each day, subjects were required to visit our web site where the locations recorded by their phones

were filtered into distinct location observations. For eachlocation a subject visited, we asked whether

or not he or she would have been comfortable sharing the location at that time with different groups

of individuals and advertisers. While no location sharing to others actually occurred, we solicited the

names of people from the different groups (other than advertisers) so that the questions the subjects

answered were more meaningful.

We also administered surveys before and after the study to screen for participants, measure the level

of concern about privacy that people had about sharing theirlocation information, and collect relevant

demographics. The screening process ensured subjects had,or were willing to purchase, a cellular data

plan with a compatible provider.

Subjects were paid a total of $50-$60, corresponding to $30 for their successful participation in

the study, and $20-$30 to reimburse them for the data plan that was required by the location-tracking

software.

3.2 Software

The primary materials we used in our experiment included location-tracking software written for the

Nokia N95 phones and a web application that allowed subjectsto audit their location information each

day.

3.2.1 Location-tracking software

Our location-tracking software is written in C++ for Nokia’s Symbian operating system. It runs con-

tinuously in the background, and starts automatically whenthe phone is turned on. During normal

operation, the software is completely transparent – it doesnot require any input or interaction. When

designing our software, we faced two primary challenges: i)managing its energy consumption to

ensure acceptable battery life during normal usage, and ii)determining the phone’s location when in-

doors or out of view of a GPS signal. To address these challenges, our software is broken down into

two modules: apositioning modulethat tracks the phone’s location using a combination of GPS and

Wi-Fi-based positioning, and amanagement modulethat turns the positioning module on and off to

save energy.

Positioning module. To estimate the position of the phone, our positioning module makes use of the

Nokia N95’s built in GPS, and Wi-Fi units. When activated, the positioning module registers itself
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to receive updates from the GPS unit at a regular interval (15seconds). When the GPS unit is able

to determine the phone’s position, the positioning module records its latitude and longitude readings.

Whenever the positioning module is active it also records the MAC addresses and signal strengths of

all nearby Wi-Fi access points at a regular interval (3 minutes). We are able to use this information

to determine the physical address of the phone with a servicecalled Skyhook Wireless.8 While the

positioning module is active, it sends all location information to our server using the phone’s cellular

data connection in real time.

Management module.Our initial tests revealed that leaving the GPS unit on continuously resulted in

an unacceptable battery life of 5-7 hours on average. The management module uses the N95’s built

in accelerometer to address the issue of energy consumption. It constantly monitors this low energy

sensor, and only activates the positioning module when the accelerometer reports substantial motion.

In practice we found that this improved the phone’s battery life to 10-15 hours on average.9

3.2.2 Web application

Each day, subjects were required to visit our web site to audit the locations they visited that day. The

locations were first filtered, then presented to the subjectsto audit.

Location filtering. When a subject logs into our web application, it iterates through each of the GPS

and Wi-Fi readings that have been recorded since the last time the user audited his or her locations.

Each of these readings is either aggregated into a location observation, if the user stood still, or a path

observation, if the user moved.10 A new location observation is created when a subject has moved

more than 250 meters from his or her last known location and remained stationary again for at least 15

minutes.

Audit administration. After a subject’s locations have been filtered, our web application takes the

subject through a series of pages that trace his or her new locations in chronological order. Each

page displays a location on a map, inside a 250-meter ring, indicating the subject’s estimated location

8Details about the Skyhook API are available at http://skyhookwireless.com/.
9For more details about this process, see the description of asimilar technique used by Wanget al. for managing energy

consumption while tracking users with mobile devices [26].
10Path observations between locations were also depicted on some pages. However, we do not address those observations in

this paper since they accounted for less than 1% of the observed time.
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during a particular time period. The times when the subject arrived and departed from the location

are indicated next to the map. Each page also includes a link that allows subjects to report that an

observation was completely inaccurate (inaccurate observations accounted for about 2% of the time,

and are removed during our analysis). A screen shot of the user interface for this part of the web

application is shown in Figure 1 (left).

Underneath the map, our web application presents four questions, each corresponding to a different

group of individuals. The right side of Figure 1 shows an example screen shot of a question for the

friends and family group. Each question asks whether or not the subject would have been comfortable

sharing his or her location with the individuals in one of thegroups. The groups we asked about

in our study were: i) close friends and family, ii) Facebook friends, iii) anyone associated with our

university, and iv) advertisers. Subjects are given the option of indicating that they would have shared

their location during the entire time span indicated on the page, none of the time span, or part of the

time span (when part of the time is chosen, a drop down menu appears allowing the subjects to specify

which part of the time they would have allowed, as shown in Figure 1). Questions about the friends

and family and Facebook groups include a fourth option, allowing subjects to indicate that they would

have been comfortable sharing their location with some of the individuals in the group, but not all of

them.11

3.3 Privacy-setting types we compare

In our analysis (Section 4.3), we focus on evaluating the accuracy of the following different privacy-

setting types, which range from being fairly simple to more complex. We will illustrate the differences

between these setting types by considering a hypothetical user named “Alice,” who wishes to share her

location only with her friends when she is at home, on the weekends, between the hours of 9am and

5pm. In the absence of a rule that explicitly shares one’s location, we assume that the default behavior

of a sharing service would be to deny.

• White list. White lists are the least complex privacy-setting type we consider. They only allow

users to indicate whether or not they would be comfortable sharing their location with each

11The partial group option was chosen about 20% of the time for Facebook friends. However, 89% of the time this option

was chosen by a subject, the subject also reported that he or she would have been comfortable sharing with either friends and

family, or the university community. These subjects were most likely considering one or both of these two groups as subgroups

of Facebook friends. This hypothesis is further supported by the fact that 82% of the subjects reported in the post-studysurvey

that they did not feel there were any relevant groups missingfrom our list. For these reasons, we treat this response as denying

the entire group in our subsequent analysis.
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Your Close Friends and Family?
Page 1 of 14

You were observed to be at Location A
between Sunday September 21, 8:48pm

and Monday September 22, 9:02am.

Please indicate whether or not you would
have been comfortable sharing your
location during this time with each of the
groups below.

Click here if you believe that this observation is
completely inaccurate.

Would you have been comfortable sharing your location between Sunday September 21, 8:48pm and 

Monday September 22, 9:02am with:

Figure 1: A screen shot of our web application displaying an example location on a map between 8:48pm

and 9:02am (left), and an audit question asking whether or not a subject would have been comfortable

sharing the location displayed on the map with the friends and family group (right). An audit question,

like the one shown here, appeared below the map for each of thegroups, at each location a subject visited.

group at all times and locations. The accuracy of white listscan be viewed as a measure of the

importance of a requester’s identity in capturing users’ privacy preferences. White lists are user

friendly, since they only require a single rule indicating who can view one’s location.

Using a white list, our hypothetical user, Alice, would needto indicatewho (individually or

by group) is allowed to see her location. Similarly, she may also create a rule that everyone is

allowed to see her at all times with a list of exceptions (i.e., a black list). Alice’s policy under

this setting type would not match her preferences, since friends on her white list would be able

to see her anytime and anywhere.

• Location (Loc). Loc settings allow users to indicate specific locations thatthey would be com-

fortable sharing with each group. Loc settings are more complex than white lists, since they can

be used like a white list by sharing all locations with a group. The accuracy of Loc settings can

be seen as a measure of the importance of location in capturing users’ privacy preferences. A

single location rule is defined by a latitude-longitude (lat-lon) rectangle and a set of people or

groups who can view the user’s location within the rectangle.

Alice would need to create a rule allowing her friends to viewher location when she is at home,

by indicating it with a rectangle on a map, but this policy would not match her preferences
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precisely, since her friends could see whether or not she washome at night or on a weekday.

• Time. Time settings allow users to indicate time intervals (discretized into half-hour blocks)

during which they would be comfortable sharing their locations with each group (this setting type

does not consider the day of the week). Similar to Loc settings, Time settings are more complex

than white-lists, since white listing for an individual or group can be simulated by granting them

access at all times. The accuracy of Time settings can be seenas a measure of the importance of

the time of day in capturing users’ privacy preferences. A single time rule is defined by a start

time, an end time, and a set of people or groups who can view theuser’s location between the

two times.

With Time settings, Alice would need to create a rule sharingher location with her friends be-

tween 9am and 5pm, regardless of where she was and the day of week. Alternatively, she could

err on the safe side and choose to share a smaller time window during which she feels she is

more likely to be home. In either case, Alice’s policy would not match her preferences, since her

friends could potentially see her location when she was somewhere other than at home.

• Time with weekends (Time+). Time+ settings are the same as Time settings, but they allow

users to indicate time intervals that apply only to weekdays, only to weekends, or to both. The

improvement in accuracy of Time+ over Time can be viewed as the importance of weekends in

capturing our subjects’ privacy preferences. A single rulewith Time+ settings is defined by a

start time, an end time, a flag indicating whether it applies to weekdays, weekends, or both, and a

set of people or groups who can view the user’s location, between the two times, on the specified

type of day.

With Time+ settings, Alice would need to create a rule sharing her location with her friends,

between 9am and 5pm on weekends only, regardless of where shewas. As with Time settings,

Alice’s policy would not match her preferences, since her friends could see her location when she

was somewhere other than at home, but with Time+ settings this could not happen on a weekday.

• Location and time (Loc/Time). Loc/Time settings combine the Loc and Time setting types

described above. They allow users to indicate time intervals during which they would be com-

fortable sharing specific locations with each group. The accuracy improvement of Loc/Time over

Loc and Time individually can be viewed as the importance of offering both types of settings to-

gether. A single Loc/Time rule is defined by a start time, an end time, a lat-lon rectangle, and a

set of people or groups who can view the user’s location when he or she is within the rectangle

between the two times.
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With Loc/Time settings, Alice would need to create a rule allowing her friends to see her when

she is at home, from 9am to 5pm, regardless of the day of week. In this case, Alice’s policy would

not match her preferences, since her friends could potentially see her at home on a weekday.

• Location and time with weekends (Loc/Time+).Loc/Time+ settings are the same as Loc/Time

settings, but they allow users to indicate time intervals that apply only to weekdays, only to

weekends, or to both. This is the most complex privacy-setting type we consider.

Using Loc/Time+ settings, Alice would be able to express hertrue privacy preferences with a

single rule: allow her friends to see her when she is at home, from 9am to 5pm, on weekends

only.

3.4 Measuring accuracy with variable cost

In order to measure the accuracy of different privacy-setting types, we first identify a collection of rules,

or apolicy, for each subject, under each of the different setting typesdescribed in Section 3.3. For a

subject,i, a privacy policy,p, and group,g, we define the accuracy of the policy fori andg using two

functions,correct hrs andincorrect hrs. The functions take as inputi, p, andg, and return the

number of hours correctly shared and incorrectly shared, respectively, by subjecti, with groupg, under

p. These statistics are easily computed from our data for any possible policy, since we can simulate

what the policy would have done at each of the locations a subject visited, and compare that to their

stated preferences for that location. We normalize the accuracy to be a fraction of the time shared

by each subject’soptimal policy, or the policy that perfectly matches the subject’s preferences (i.e.,

shares whenever the subject indicated he or she would do so, and does not share at any other times or

locations).

In our analysis, we will consider the accuracy of different privacy-setting types while varying as-

sumptions about our subjects’ tolerance for mistakes. For this, we define a penalty term, or cost,c,

associated with mistakenly revealing a piece of private information. In our analysis, we varyc from

1 to 100 and investigate the impact it has on accuracy and sharing under the different privacy-setting

types. Varyingc amounts to varying the ratio between the reward for revealing a location when a

subject indicated that he or she would have shared it and the penalty for revealing it when he or she

indicated not being comfortable with having it shared. At the lowest level (whenc = 1) these two

occurrences are equally rewarded and penalized, respectively. Whenc= 100, mistakenly revealing a

location is considered to be one-hundred times as bad as correctly revealing it. This level of cost is

essentially equivalent to the assumption that our subjectswould be very cautious, and never make poli-
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cies that mistakenly revealed their locations. Varying this cost helps to account for differences between

subjects and across potential applications.12 Accuracy for a policy, group, and subject is given by the

following equation, wherep∗ is the subject’s optimal policy.

(1)
correct hrs(i, p,G)−c×incorrect hrs(i, p,G)

correct hrs(i, p∗,G)

The accuracy of the best policy for any subject, group, and privacy-setting type, will always be

between zero and one. It can never be below zero, because an empty policy achieves zero accuracy,

and it can never be above one, since we normalize the accuracyfor each subject using the accuracy of

the best possible policy for that subject.13

3.5 Identifying privacy policies with user-burden considerations

In Sections 4.3.1 and 4.3.2, we consider how accurate the different privacy-setting types are under the

most accurate policy for each subject with no rule limit. Then, in Section 4.3.3, we consider the effect

of limiting the number of rules to account for user-burden tolerance. In both cases, the accuracy values

that we report can be taken as upper bounds on the accuracy we would expect in practice, since subjects

may not always create the most accurate possible policy.

With no rule limit, a subject’s most accurate policy for a given group and setting type can be easily

computed by identifying all possibleatomic rulesfor the group and setting type (e.g., rules that apply

only to a single location, or a single half-hour block). We then greedily add an atomic rule whenever

it would result in positive accuracy for the subject (i.e., when it is correct more than 1/c of the time).

This is guaranteed to identify the most accurate policy, since the search decomposes in the following

straightforward way: each group, time, location and location/time pair can be allowed or disallowed

independently (when rules regarding weekends and weekdaysare considered, we treat times on the

two types of days independently). For example, the effect onoverall accuracy of adding a rule sharing

a particular location does not depend on which other locations the policy ends up sharing.

Like many other combinatorial problems (e.g., knapsack, job-shop scheduling, graph coloring), the

12We assume that there is no penalty for mistakenly withholding a location, since our post-study survey results suggest that

subjects had relatively little dis-utility at this prospect. However, this can easily be added as an additional cost to the accuracy

calculation in Equation 1.
13When a subject indicated that he or she would never have shared their location with a particular group, thereby making

the accuracy equation undefined, we report the accuracy for that subject and group as one, since we assume that the default

behavior of the system is to deny access, which is consistentwith the subject’s preferences.
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problem of identifying the most accurate policy for a given subject and privacy-setting type becomes

substantially harder with a limited resource, such as rules. For example, with a limit on the number

of rules the greedy solution is no longer guaranteed to identify the most accurate policy. To address

this problem, we developed a tree-search technique, based on the well-known A* search algorithm, for

computing a subject’s most accurate policy with no more thank rules.

Each level of the search tree corresponds to one of the rules in the policy, and each branch represents

a particular rule that can be included. For example, one branch could correspond to the rule “University

community and Friends can see me at any location, between 8:00am and 7:00pm, on weekdays.” Thus,

at any node,j, with depthd, a policy withd rules can be constructed by traversing the edges fromj to

the root. Figure 2 illustrates part of a search tree using Loc/Time+ settings.
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{All Locs},

8a-7p, Weekdays] [{Univ.},

{Loc1, Loc3},
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{Loc2, Loc3},

Anytime]

... ...

..
.

..
.

..
.

Figure 2: Part of a search tree for identifying a subject’s most accurate privacy policy using Loc/Time+

settings.

Our search begins at the root node, and constructs one child node for each of the possible rules a

user could add, given the type of settings available. The nodes are added to a priority queue, called the

open queue. Nodes are then popped off the open queue one at a time until a leaf node (i.e., node with

depthk) is reached. Whenever a node,j, is removed from the open queue, a child ofj is added to the

queue for each of the remainingfeasiblerules. A rule is considered feasible for inclusion in children

of j if it does notoverlap with any rule that is already in the policy represented byj. Two rules

overlap if they refer to the same place, time, or place and time, for Loc, Time (Time+), and Loc/Time

(Loc/Time+) settings respectively.

As usual, our search orders the nodes in its open queue according to an admissible (i.e., optimistic)

heuristic. The heuristic approximates the accuracy of any policy with k rules originating from a partic-

ular node as the total accuracy of the rules included so far, plus the accuracy of a greedy solution over

the remaining feasible rules with no rule limit. In our case,this technique of using a greedy solution
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with a relaxed constratint as a hueristic is guaranteed to produce a solution with greater than or equal

to the best total accuracy of any set ofk rules descending from nodej. However, it may overestimate

this value if the greedy solution uses more thank rules. By using the A* node selection strategy, our

search ensures that any node it visits has a lower (or equal) accuracy than any previously visited node,

thus making the first depth-k solution reached provably the most accurate one possible.

If we were to consider every possible atomic rule at each level of this search tree it would be

intractable for the more complex types of privacy settings.To address this, we also losslessly com-

press the search space by preprocessing each subject’s ground truth policy according to the following

technique. For Loc rules, individual locations are groupedtogether into complex locations if they are

audited the same way at all times (i.e., sharing them always results in positive accuracy for the same

groups), and it would be possible to draw a rectangle around them without including any of the sub-

ject’s other locations. For Time (and Time+) rules, individual half-hour spans are grouped together

if they are audited the same way every day (and type of day for Time+). For Loc/Time (Loc/Time+)

rules, locations are grouped together if they are always audited the same way based on time of day and

it would be possible to draw a rectangle around them without including any other locations. With these

preprocessing steps in place, we can identify policies for each subject, and setting type, typically in a

matter of seconds.

4 Results

Before we present our analysis on measuring the effects of different privacy-setting types, we will

describe our survey findings, the general mobility patternswe observed, and some high-level statistics

that demonstrate the complexity of our subjects’ location-privacy preferences.

For all statistical tests of significance we use two-sample independent t-tests with unequal vari-

ances, unless otherwise noted. In the body of the paper, we report p values of less than 0.05 as sig-

nificant and less than 0.1 as marginally significant. Due to the large number of quantities we compare

in our analysis, in most cases we also present 95% confidence intervals on estimates assuming the

underlying data is normally distributed.

4.1 Survey results

Our 27 subjects were all students or staff at our university.The sample was composed of 73% males

with an average age of about 22 years old. Undergraduates made up 58% of our sample, graduate
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students made up 35%, and two people (7%) were staff members.

In our pre-study survey, we asked participants about how comfortable they would be if close friends

and immediate family, Facebook friends, members of the university community, or advertisers could

view their locations at anytime, at times they had specified,or at locations they had specified. Based

on ratings on a 7-point Likert scale (ranging from “not comfortable at all” to “fully comfortable”), we

found that, in general, participants were more comfortablewith their close friends and family locating

them than their Facebook friends, people within their university community, or advertisers.

Within each group, we found that respondents had relativelyequal levels of comfort for time-based

or location-based rules (the differences were not statistically significant). However, it is interesting to

note that location had a substantially higher average scorethan time for the advertiser group, since we

later find that this is the only group for which the differencebetween the accuracies of Loc settings and

Time settings is marginally significant. The average scoresfor this question are shown in Table 1.

Group Anytime Location Time

Friends and family 5.00 6.08 6.36

Facebook friends 3.64 4.88 5.40

University community 3.28 4.56 5.00

Advertisers 2.60 4.32 3.60

Table 1: The average report on our pre-study survey of how comfortable subjects would have been on a

7-point Likert scale from “not comfortable at all” to “fullycomfortable” if their location could be checked

by each of the groups “Anytime,” “At locations you have specified,” or “At times you have specified.”

We also found that subjects reported that they would be significantly more comfortable, on average,

for the Facebook friends, university community, and advertiser groups, using location- and time-based

rules than with white lists. For example, for the advertisers group, our subjects indicated that they

would not be comfortable if their locations were shared all the time (M=2.6); but at times (M=3.60) or

locations (M=4.32) they had specified, their comfort levels would significantly increase.

After completing our study, we asked our participants how bad they thought it would have been,

on a 7-point Likert scale from “not bad at all” to “very, very bad,” if the system had shared their

information at times when they did not want it to be shared, orif the system had withheld their location

when they wanted it to be shared. Table 2 shows the average report for each type of mistake and each

group.
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Group Mistakenly withheld Mistakenly revealed

Friends and family 3.00 3.26

Facebook friends 2.30 3.70

University community 2.07 4.26

Advertisers 1.67 4.74

Table 2: The average report of how bad subjects thought it would have been, on a 7-point Likert scale

from “not bad at all” to “very, very bad,” if their location were mistakenly withheld from or revealed to

each of the groups.

Our subjects reported significant levels of dis-utility at the prospect of their locations being mistak-

enly shared with the university community, Facebook friends, and advertisers groups, with the worst

being advertisers, where 33% of the participants chose 7 on the scale and 50% choose 5 or more. In

contrast, our subjects reported relatively little dis-utility at the prospect of their locations being mis-

takenly withheld. We also see an inverse relationship between the average report within groups, such

that groups where mistakenly revealing is worse tend to havelower reports for mistakenly withhold-

ing. This lends support to the hypothesis that our subjects would tend to share less when given simpler

privacy-setting types, since they report being far more concerned with inadvertent disclosure of their

location than with it being withheld, on average.

We also asked our subjects how often they would have answeredthe questions differently if we had

actually been sharing their locations. The majority of subjects (about 70%) responded that they would

have rarely or never answered differently. Another 15% saidthey would have answered differently

some of the time, and the rest said most or all of the time.

4.2 Mobility patterns and preference statistics

On average, our subjects were observed for just over 60% of the time during our experiment, and our

observations were distributed relatively evenly throughout the day. We found that, on average, subjects

would have been comfortable sharing their locations about 93% of the time with friends and family,

60% of the time with Facebook friends, 57% of the time with university community, and 36% of the

time with advertisers.

Figure 3 shows how our subjects’ preferences varied with time of day and day of week. It shows

the average percentage of time subjects were willing to share during each half-hour interval separately
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for weekdays and weekends.

Preferences for the friends and family group are largely unaffected by time of day or day of week.

However, the results show substantial variation in preferences based on time of day and day of week,

for the other three groups. For these groups, we see almost twice as much sharing during the day

on weekdays as at night and on weekends. On weekends we also see slightly greater preferences for

sharing during the evening.

12 AM 6 AM 12 PM 6 PM 12 PM

Average time shared on weekends

0%

20%

40%

60%

80%

100%

12 AM 6 AM 12 PM 6 PM 12 PM

Average time shared on weekdays

Friends & family

Facebook friends
Univ. community

Advertisers

Figure 3: The average percentage of time shared with each group during each thirty-minute interval

throughout the day.

About half of our subjects visited 9 or fewer distinct locations throughout the study, and 89%

visited 14 or fewer (the max was 27, the min was 3). A subject was considered to have visited a

distinct location only if it was visited for at least 15 minutes, and was at least 250 meters from all other

locations that the subject visited.

We found that, on average, subjects spent significantly moretime at one location than any other

(most likely their homes). We also found that the time spent at a location appeared to drop off sig-

nificantly for the second, third, fourth and fifth most visited locations. Table 3 shows the average

percentage of time a subject spent at his or her three most visited locations, and the average percentage

of time that he or she would have shared that location with each of the groups. On average, our subjects

were more willing to share their second most visited location than their first. For university community

and advertisers they were willing to share it almost twice asoften. This suggests that this was most

likely a more public location, such as somewhere on or near the university campus [23].

These results suggest mobility patterns similar to those observed by Gonzalezet al., who found that

human trajectories tend to be very patterned, with people visiting a small number of highly frequented

places [9]. These results also help explain our later findingthat Loc settings only require a few rules to

realize most of their benefits.
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Location rank Time Time shared w/ group

(time spent) spent FF FB UC AD

1st 66% 93% 58% 48% 29%

2nd 20% 94% 65% 77% 55%

3rd 6% 90% 61% 62% 41%

Table 3: The average percentage of time a subject spent at hisor her three most visited locations, and

the average percentage of time he or she would have shared that location with friends and family (FF),

Facebook friends (FB), university community (UC), and advertisers (AD).

4.3 Measuring the effects of different privacy-setting types

We will now present analysis quantifying the relative effects of different privacy-setting types, in terms

of accuracy and amount of time shared. We consider the results statistically, and under a wide range of

assumptions, including varying levels of user burden.

4.3.1 Results regarding policy accuracy

Our first set of results, presented in Figure 4, investigatesthe accuracy of each of the different privacy-

setting types, for each of the groups we asked about. For these results, we hold the cost of mistakenly

revealing a location to be fixed atc= 20, which is equivalent to assuming that subjects view mistakenly

revealing their location as twenty times worse than correctly sharing. We highlight our results for this

value ofc based on the post-study survey results presented in Table 2,which showed that subjects

were significantly concerned with mistakenly revealing their location to each of the groups other than

their close friends and family. Our next set of results will consider varying this cost to account for

differences between subjects and groups.

Our first observation is that, withc = 20, none of the privacy-setting types we consider are able

to achieve 100% accuracy for any of the groups. Even the accuracy of the most accurate setting type

and group, Loc/Time+ for friends and family, is significantly less than 100% (as evidenced by the fact

that its 95% confidence interval ends below that point). Thisdemonstrates that a non-trivial subset of

our subjects had preferences that alternated between sharing and hiding the same location, at the same

time, on different days of the week (most likely due to other contextual factors).

With c = 20, the average accuracy of the different privacy-setting types has a wide range across

groups, from about 28% (white lists for advertisers) to 88% (Loc/Time+ for friends and family). There
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Figure 4: The average accuracy (bars indicate 95% confidenceintervals) for each group, under each of the

different privacy-setting types. For these results, we hold constant the cost for inappropriately revealing a

location atc= 20.

is also a moderately large range in accuracy, across groups,for the same simple setting types (e.g.,

white lists range from 28% to 68%). However, the range acrossgroups is substantially smaller for more

complex setting types (e.g., Loc/Time+ settings range from68% to 88%). This suggests that complex

setting types mitigate the importance of a requester’s identity in capturing our subjects’ preferences.

The range of average accuracies within groups is smaller, but still substantial. For example, within

the advertisers group, accuracies range from 68%, for Loc/Time+, to 28%, for white lists. For the

Facebook friends and university community groups, we also observe a more than two times increase

in accuracy of Loc/Time+ over white lists. The fact that suchranges in accuracy exist within groups

further demonstrates that our subjects had diverse privacypreferences that could not all be captured

simply by the requester’s identity.

For advertisers, the complex setting types (i.e., Loc/Timeand Loc/Time+) are significantly more

accurate than white lists, Time, and Time+ settings. Loc alone is also significantly better than white

lists, and marginally significantly better than Time. The relative importance of location-based rules for

this group is consistent with our pre-study survey findings presented in Table 1.

In other groups, we see statistical ties between Loc, Time+,and Time, although Loc tends to

be the best of the three on average. We also see that the setting types allowing users to distinguish

between weekdays and weekends can offer substantial benefits over their simpler counterparts (e.g.,

for university community Time+ is about 15% more accurate than Time), but these differences are

typically not statistically significant.

For university community and Facebook friends, we find that Loc/Time+ is significantly more accu-

rate than all of the setting types other than Loc/Time. For university community, we find that Loc/Time

is significantly more accurate than white lists, Time, and Time+, and marginally significantly more
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accurate than Loc. For Facebook friends the finding is nearlythe same, but Time+ is statistically tied

with Loc/Time. This demonstrates the importance of weekends in capturing our subjects’ preferences

about sharing their location with Facebook friends.

All of these results taken together suggest that, withc= 20, our subjects could expect significant

accuracy improvements from more complex privacy-setting types, and further confirms the hypothesis

that the privacy preferences revealed by our study are complex.

Our next set of results, shown in Figure 5, investigates the impact of varying the cost associated

with mistakenly revealing a location, for the Facebook friends group. We present these results for

Facebook friends only because we believe that this group is of general interest, and results for other

groups were qualitatively similar.
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Figure 5: The average accuracy for the Facebook friends group, under each of the different privacy-setting

types, while varying the cost associated with mistakenly revealing a location fromc= 1 to 100.

These results demonstrate that the accuracy benefits of morecomplex setting types are greatest

when information is more sensitive. For example, whenc= 1, we find that there are no statistically

significant differences between any of the setting types. Inthis case, the difference between the most

complex setting type, Loc/Time+, and the simplest, white lists, is only marginally significant. How-

ever, the accuracies of simpler setting types drop steeply as the cost of inappropriately revealing one’s

location increases. For example, the accuracy of white lists drops from 61% atc= 1, to almost half of

that, or 34%, atc= 25, and drops to 28% by the time we reachc= 100. Similar patterns are seen with

all of the simple setting types, such as Time, Time+, and Loc.This drop is due to the fact that, as this

cost goes up, the policies we identify are more restrictive (e.g., by concealing more often). Thus, they

provide lower accuracy because they have missed more opportunities to share.

Each of the setting types also reaches a plateau at differentvalues ofc. The plateau occurs when

the subjects have been forced to hide as much as they can, and only reveal times or locations that

are never private. The accuracies of more complex setting types, such as Loc/Time and Loc/Time+,
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deteriorate far less, far slower, and with plateaus beginning at far lower costs than simple types (e.g.,

the plateau for Loc/Time+ begins atc= 10, whereas white lists continue to lose accuracy throughout

the entire range). This demonstrates how more complex setting types can add substantial value for

privacy-sensitive users.

4.3.2 Results regarding amount of time shared

We now consider how the policies we identified for different privacy-setting types effect the amount of

time our subjects would have shared with each of the groups. Figure 6 shows the average percentage

of time that each subject would have shared, under each of thedifferent setting types, with a fixed cost

of c= 20 for mistakenly revealing a location.

0%

20%

40%

60%

80%

100%

Friends & family Facebook friends University community Advertisers

Loc/Time+

Loc/Time

Loc

Time+

Time

White list

Average time shared, c = 20

Figure 6: The average percentage of time shared (bars indicate 95% confidence intervals) with each group

under each of the different privacy-setting types. For these results, we hold constant the cost for inappro-

priately revealing a location atc= 20.

Here we see results similar to those in Figure 4, such that more accurate policies also tend lead

to more sharing with each group. For example, for the Facebook friends, university community, and

advertiser groups, we see about twice as much sharing with Loc/Time+ settings versus white lists,

and in each case this difference is statistically significant (the difference between Loc/Time and white

lists in each case is also marginally significant). It is alsointeresting to note that Loc and Time+

settings, which are relatively simple, still result in substantial increases in sharing over white lists for

the advertiser group (19% and 17% vs. 10%, respectively); however, neither of these differences is

statistically significant.

That sharing increases with more accurate setting types is explained by the fact that, whenc= 20,

mistakenly revealing one’s location is substantially worse than mistakenly withholding it. This, in turn,

leads to policies that tend to err on the safe side and share less.
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Our next set of results, presented in Figure 7, considers theeffect of varying the cost of mistakenly

revealing a location on the amount of time shared under each privacy-setting type. Again, we limit our

presentation to the Facebook friends group, since results for other groups were qualitatively the same.
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Figure 7: The average percentage of time shared with the Facebook friends group, under each of the

different privacy-setting types, while varying the cost associated with mistakenly revealing a location

from c= 1 to 100.

The findings here are similar to those presented for accuracyin Figure 5, with a few notable dif-

ferences. We see a general trend from more to less sharing asc increases, with plateaus beginning

at aroundc= 10, however the plateaus are far more dramatic and jagged than with accuracy. This is

because we only observe effects on sharing when individual rules are made more restrictive, rather than

the smooth descent in accuracy that leads to the restriction.

As with accuracy, the decline in sharing with more complex privacy-setting types, such as Loc/Time+

and Loc/Time, is less steep, and slower than that of the simpler types. A higher value forc represents

the assumption that users are more concerned about privacy.Thus, this demonstrates how it can actually

be in a service’s best interest to offer more complex privacysettings, in order to increase contributions

from privacy-sensitive users.

One final take away from this analysis is the magnitude of the increase in sharing with highly

privacy-sensitive users, under the most complex setting type, Loc/Time+, versus white lists. Forc=

100, which corresponds to the assumption that users will make policies that never give out private

information, we see a more than three and a half times increase in the average percentage of time

shared with the Facebook friends group.

All of these results taken together suggest, somewhat counter-intuitively, that offering richer privacy

settings may, in fact, make good business sense, since it will result in privacy-sensitive users sharing

more information.
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4.3.3 Results under user-burden considerations

In practice, we do not expect users to necessarily specify the most accurate policy matching their pref-

erences, especially under the more complex privacy-setting types, such as Loc/Time+, where user in-

terfaces can be cumbersome. To test the effects of such user-burden considerations on our conclusions,

we analyze the effect of limiting the number of rules in policies for each of the setting types.

Our first set of results under user-burden considerations ispresented in the four panels of Figure 8,

one for each group. It shows the accuracy of each setting type, while varying a limit on the number

of rules from one to five or more. This set of results is modeledafter a scenario where sharing one’s

location with all four groups is possible within a single application, and users specify rules that apply

to combinations of these groups. We operationalize this by identifying the most accurate policy with

a global rule limit, rather than a limit that applies to each group individually. For each of the different

setting types, we identify policies that equally weight accuracy among the groups. In other words,

results shown in the four panels for a global rule limit of twoamounts to finding the best policy with

only two rules when it comes to sharing with all of the four groups.

Unsurprisingly, we find that tighter rule limits generally dampen the accuracy benefits of more

complex privacy-setting types. Yet, we see that Loc/Time+ and Loc/Time have substantial benefits, in

terms of average global accuracy, with as few as one or two rules. For example, if we consider the

global average accuracy across all groups, with only a single rule we already see a marginally signifi-

cant benefit from Loc/Time+ (51%) over white lists (35%). With two rules, the difference between the

accuracy of Loc/Time+ (54%) and white lists is significant, and the difference between the accuracy

of Loc/Time (50%) and white lists is marginally significant.This demonstrates how more complex

privacy-setting types can be better than simple settings atcapturing the preferences of our subjects,

while requiring only a small number of rules.

When we examine the effects of a global rule limit on the accuracies within individual groups,

rather than the global average accuracy, with two rules we find a significant accuracy improvement

for the university community group from Loc/Time+ (52%) over white lists (31%), and a marginally

significant difference between those two setting types for advertisers (45% vs. 28%). With three rules,

the difference in accuracy between Loc settings (49%) and white lists is significant, and the difference

between Loc settings and Time settings (33%) is marginally significant. Interestingly, with three rules,

the Loc/Time and Loc/Time+ settings actually perform worsefor advertisers than the simpler Loc

settings. This is because under the more complex setting types, the three rules are primarily being used

to achieve greater accuracy in other groups, whereas the accuracy of Loc tends to plateau with two
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Figure 8: The average accuracy (vertical axis) achieved by each of the different privacy-setting types, for

each of the different groups, varying a global limit on the number of rules (horizontal axis, from one to

five or more) in a policy. We hold constant the cost for inappropriately revealing a location atc= 20, and

identify policies with the highest possible total accuracyacross all groups, while weighting each group

equally.

rules. This plateau can be explained, in part, by the generalmobility patterns presented in Table 3,

which show that subjects tended to spend about 80% of their time at two distinct locations.

Our final set of results, presented in Figure 9, is modeled after a service where users can share

locations with a single group only, such as all of a one’s Facebook friends. Here we limit the rules

that apply to a group individually, rather than imposing a global limit. We present the results for the

Facebook friends group only, but results for other groups were similar.

By comparing the results in Figure 9 to those in the top right panel of Figure 8, we find that with

an individual rule limit the accuracy benefits of more complex privacy-setting types are realized with

fewer rules. For example, we find that with a single rule the average accuracy benefit of Loc/Time+

(51%) over that of white lists (35%) is marginally significant, whereas with a global limit it took three

rules to reach that level. With a two-rule limit the accuracybenefits of Loc/Time+ (54%) and Loc/Time

(50%) over that of white lists are significant and marginallysignificant, respectively. This demonstrates
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Figure 9: The average accuracy (bars indicate 95% confidenceintervals) achieved by each of the different

privacy-setting types for the Facebook friends group, while varying a limit on the number of rules in a

policy that apply to Facebook friends only. We hold constantthe cost for inappropriately revealing a

location atc= 20

how complex setting types are likely to be more effective under user-burden considerations in more

specialized services.

5 Conclusions and future work

Over the past few years we have seen an explosion in the numberand different types of applications

that allow individuals to exchange personal information and content that they have created. While there

is clearly a demand for users to share this information with each other, they are also demanding greater

control over the conditions under which their information is shared.

This paper presented the results from a user study that tracked the locations of 27 subjects over

three weeks to collect their stated privacy preferences. Throughout the study, we collected more than

7,500 hours of data. In contrast to some earlier research that identified the requester’s identity [7] and

user’s activity [6] as primarily defining privacy preferences for location sharing, we found that there

are a number of other critical dimensions in these preferences, including time of day, day of week, and

exact location.

We characterize the complexity of our subjects’ preferences by measuring the accuracy of different

privacy-setting types. We considered a variety of setting types with differing levels of complexity.

As one might expect, we found that more complex privacy-setting types, such as those that allow

users to specify both locations and times at which they are willing to share, were significantly more

accurate under a wide variety of assumptions. More surprising was the magnitude of the improvement

— in some cases we found an almost three times increase in average accuracy over that of white
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lists. These findings were also consistent with our pre-study survey, where subjects reported being

significantly more comfortable with the prospect of sharingtheir location using time- and location-

based rules.

We also measured the amount of time that our subjects would have shared their location under

each of the different privacy-setting types. We found that more complex setting types also generally

lead to more sharing. This result, which may at first seem counter intuitive, is due to the fact that

users generally tend to err on the safe side, and restrict access with simpler settings. This suggests that

offering richer privacy settings may make services more, not less, valuable, by encouraging privacy-

sensitive users to share more.

One practical implication of our work is that white lists appear to be very limited in their ability

to capture the privacy preferences revealed by our study. This, in combination with the fact that white

lists are the only privacy settings offered by most location-sharing applications today (with the notable

exception of Locaccino developed by our research group at CMU, which offers all of the privacy-

setting types we discussed) [20], suggests that the slow adoption of these services may, in part, be

attributed to the simplicity of their privacy settings.

Clearly, as privacy settings become more complex, users mayhave to spend more time specifying

their preferences. To address this, we also examined the impact of the different privacy-setting types

under varied assumptions regarding the amount of effort users would be willing to exert while creating

their policies. Our findings suggest that, while limiting policies to a small number of rules dampens

the accuracy benefits of complex setting types, they generally remain substantially more accurate than

white lists.

The user study presented in this paper can be generalized as amethodology for characterizing

the tradeoffs between more complex setting types and accuracy in a number of privacy and security

domains. At a high level, the methodology involves i) collecting highly detailed preferences from a

particular user population, ii) identifying policies for each subject under a variety of different privacy-

or security-setting types, and iii) comparing the accuracyof the resulting policies under a variety of

assumptions about the sensitivity of the information and tolerance for user burden.

The findings in this paper open several avenues for future work. One avenue involves exploring

additional dimensions of privacy preferences. For example, we can study settings that allow users to

control the resolution at which location information is provided (e.g., neighborhood, city, or state), or

that grant access based on the user’s proximity to the requester. We can also investigate the impact of

accuracy models that are richer in terms of their tolerance for error. For example, we can use models

with costs for mistakenly revealing a location that depend on the subject, the requester, the time of day,
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or the location in question.

We examined the impact of a rule limit on the accuracy of more complex privacy-setting types, but

we still assumed that users would be able to identify the mostaccurate possible rules subject to this

limit. This opens up another avenue for future work: accounting for additional cognitive limitations,

such as bounded rationality [21], to address issues that challenge this assumption. One potential method

for accomplishing this would be to study the behavior of realusers of a location-sharing application

that offers all of the different privacy-setting types discussed in this paper, such as Locaccino. In such

a study we could provide actual users with different privacy-setting types and measure the amount of

sharing that occurs under each type. We could then compare actual user behavior to the predictions of

our models, and better characterize the difference betweenwhat is predicted by our analysis and what

users will actually do in practice.
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ness: Privacy mechanisms in location-based services. InProceedings of the OnTheMove Confer-

ences (OTM), 2009.

[6] K. Connelly, A. Khalil, and Y. Liu. Do I do what I say?: Observed versus stated privacy prefer-

ences. InProceedings of the International Conference on Human-Computer Interaction (INTER-

ACT), 2007.

[7] S. Consolovo, I. Smith, T. Matthews, A. LaMarca, J. Tabert, and P. Powledge. Location disclosure

to social relations: Why, when, & what people want to share. In Proceedings of the Conference

on Human Factors in Computing Systems (CHI), 2005.

[8] J. Cornwell, I. Fette, G. Hsieh, M. Prabaker, J. Rao, K. Tang, K. Vaniea, L. Bauer, L. Cranor,

J. Hong, B. McLaren, M. Reiter, and N. Sadeh. User-controllable security and privacy for perva-

sive computing. InProceedings of the Workshop on Mobile Computing Systems andApplications,

2007.

[9] M. C. Gonzalez, C. A. Hidalgo, and A.-L. Barabasi. Understanding individual human mobility

patterns.Nature, 453(7196):779–782, 2008.

[10] K. Group. BIA’s The Kelsey Group Forecasts U.S. Mobile Local Search Advertising Revenues

to reach $1.3B in 2013, February 2009. http://www.kelseygroup.com/press/.

[11] J. Hightower, A. LaMarca, and I. E. Smith. Practical lessons from Place Lab.IEEE Pervasive

Computing, 5(3):32–39, 2006.

[12] S. Huang, F. Proulx, and C. Ratti. iFIND: a Peer-to-Peerapplication for real-time location mon-

itoring on the MIT campus. InInternational Conference on Computers in Urban Planning and

Urban Management (CUPUM), 2007.

[13] G. Iachello, I. Smith, S. Consolovo, G. Abowd, J. Hughes, J. Howard, F. Potter, J. Scott, T. Sohn,

J. Hightower, and A. LaMarca. Control, deception, and communication: Evaluating the deploy-

ment of a location-enhanced messaging service. InProceedings of the International Conference

on Ubiquitous Computing (UbiComp), 2005.

29



[14] P. G. Kelley, M. Benisch, N. Sadeh, and L. F. Cranor. Whenare users comfortable sharing

locations with advertisers? Technical Report CMU-ISR-10-126, Carnegie Mellon University,

2010.

[15] S. Lederer, J. Mankoff, and A. K. Dey. Who wants to know what when? privacy preference

determinants in ubiquitous computing. InProceedings of the Conference on Human Factors in

Computing Systems (CHI), 2003.

[16] M. Mazurek, J. Arsenault, J. Bresee, N. Gupta, I. Ion, C.Johns, D. Lee, Y. Liang, J. Olsen,

B. Salmon, R. Shay, K. Vaniea, L. Bauer, L. Cranor, G. Ganger,and M. Reiter. Access control for

home data sharing: Attitudes, needs and practices. InProceedings of the Conference on Human

Factors in Computing Systems (CHI), 2010.

[17] C. C. Miller and J. Wortham. Technology aside, most people still decline to be located.

http://www.nytimes.com/2010/08/30/technology/30location.html.

[18] S. Patil and J. Lai. Who gets to know what when: Configuring privacy permissions in an aware-

ness application. InProceedings of the Conference on Human Factors in ComputingSystems

(CHI), 2005.

[19] N. Sadeh, F. Gandon, and O. B. Kwon. Ambient intelligence: The MyCampus experience. In

T. Vasilakos and W. Pedrycz, editors,Ambient Intelligence and Pervasive Computing. ArTech

House, 2006.

[20] N. Sadeh, J. Hong, L. Cranor, I. Fette, P. Kelley, M. Prabaker, and J. Rao. Understanding and

capturing people’s privacy policies in a mobile social networking application. The Journal of

Personal and Ubiquitous Computing, 13(6):401–412, 2009.

[21] H. A. Simon.Models of Man. John Wiley & Sons, 1957.

[22] I. Smith, S. Consolovo, A. LaMarca, J. Hightower, J. Scott, T. Sohn, J. Hughes, G. Iachello, and

G. Abowd. Social disclosure of place: From location technology to communication practices. In

Lecture Notes in Computer Science : Pervasive Computing, pages 134–151, 2005.

[23] E. Toch, J. Cranshaw, P. H. Drielsma, J. Y. Tsai, P. G. Kelley, J. Springfield, L. Cranor, J. Hong,

and N. Sadeh. Empirical models of privacy in location sharing. In International Conference on

Ubiquitous Computing (UbiComp), 2010.

[24] J. Tsai, P. Kelley, L. Cranor, and N. Sadeh. Location-sharing technologies: Privacy risks and

controls.A Journal of Law and Policy for the Information Society (I/S), 2010. Forthcoming.

30



[25] J. Tsai, P. Kelley, P. H. Drielsma, L. F. Cranor, J. Hong,and N. Sadeh. Who’s viewed you? the

impact of feedback in a mobile-location system. InProceedings of the Conference on Human

Factors in Computing Systems (CHI), 2009.

[26] Y. Wang, J. Lin, M. Annavaram, Q. A. Jacobson, J. Hong, B.Krishnamachari, and N. Sadeh. A

framework of energy efficient mobile sensing for automatic user state recognition. InInterna-

tional Conference on Mobile Systems, Applications, and Services (MobiSys), 2009.

[27] R. Want, V. Falcão, and J. Gibbons. The active badge location system.ACM Transactions on

Information Systems, 10:91–102, 1992.

31


