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Mutual Contact Discovery
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The Dilemma

Can we interact with others and
control our data?



Secure Two-Party Computation
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Bob
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Garbled Circuit
Protocol

Outputs x =
without revealmg a
to Bob or b to Alice.

Andrew Yao, 1982/1986




Yao’s Garbled Circuits
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Computing with Meaningless Values?

Inputs Output

a, or a, b, or b;
a, b, x,are random l,
values, chosen by
the circuit

generator but
meaningless to the
circuit evaluator.
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Computing with Garbled Tables
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Chaining Garbled Circuits
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We can do any computation privately this way!






Yao’s Garbled Circuits
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Computing with Meaningless Values?

Inputs Output

a, b, x,are random
values, chosen by
the circuit
generator but
meaningless to the
circuit evaluator.



We use 80-Bit Random Numbers
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1,208,925,819,614,527,173,703,176

1 septillion, 208 sextillion, 925 quintillion, 819 quadrillion, 614
trillion, 527 billion, 173 million, 703 thousand, and 176



Computing with Meaningless Values?

Inputs Output




Computing with Meaningless Values?

Inputs Output

Really 80-Bit
Numbers




Computing with Meaningless Values?

Inputs Output
Really 80-Bit
Numbers 193 bO X
193 b, Xg
465 b, X

465 b, X1




Computing with Meaningless Values?

Inputs Output
Really 80-Bit
Numbers 193 657 Xo
193 b, Xg
465 657 X

465 b, X1




Computing with Meaningless Values?

Inputs Output
Really 80-Bit
Numbers 193 657 Xo
193 255 X,
465 657 X

465 255 X4




Computing with Meaningless Values?

Inputs Output
Really 80-Bit x
Numbers 193 657 844
193 255 844
465 657 844

465 255 X4




Computing with Meaningless Values?

Inputs Output
Really 80-Bit x
Numbers 193 657 844
193 255 844
465 657 844

465 255 123




Computing with Garbled Tables
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Alice Bob
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Oblivious Transfer
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Potential Applications

Common Contacts Q

Favorite Movies

Voting, Auctions & more!

Collaborative Scheduling
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Generating keys (may take up>!
to 150 seconds)...

University of Virgini

http://MightBeEvil.com/mobile/



Research Advice

Don’t be afraid.






Attributions

“iPhone” symbol from thenounproject.com collection.
"Lock" symbol from thenounproject.com collection.



