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Abstract

A t-private private information retrieval (PIR) scheme
allows a user to retrieve the ith bit of an n-bit string x repli-
cated among k servers, while any coalition of up to t servers
learns no information about i. We present a new geometric
approach to PIR, and obtain

e A t-private k-server protocol with communication

0 (sz log k nl/L(%*l)/”), removing the (f) term of
previous schemes. This answers an open question of
[14].

e A 2-server protocol with O(n'/3) communica-
tion, polynomial preprocessing, and online work
O(n/log" n) for any constant r. This improves the
O(n/ log? n) work of [8].

e Smaller communication for instance hiding [3, 14],
PIR with a polylogarithmic number of servers, robust
PIR [9], and PIR with fixed answer sizes [4].

To illustrate the power of our approach, we also give alter-
native, geometric proofs of some of the best 1-private upper
bounds from [7].

1 Introduction

Private information retrieval (PIR) was introduced in a
seminal paper by Chor ef al [11]. In such a scheme a server
holds an n-bit string = € {0,1}", representing a database,

and a user holds an index i € [n] o {1,...,n}. Atthe end
of the protocol the user should learn z; and the server should
learn nothing about 7. A trivial solution is for the server to
send the user x. While private, the communication com-
plexity is linear in n. In contrast, in a non-private setting,
there is a protocol with only logn + 1 bits of communica-
tion. This raises the question of how much communication
is really necessary to achieve privacy.
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Unfortunately, if information-theoretic privacy is re-
quired, then there is no better solution than the trivial one
[11]. To get around this, Chor et al [11] suggested replicat-
ing the database among k > 1 non-communicating servers.
In this setting, one can do substantially better. Indeed, Chor
et al [11] give a protocol with complexity O(n'/?) for as
few at two servers, and an O(k? log k n'/*) solution for the
general case. Ambainis [1] then extended the O(n'/?) pro-
tocol to achieve O(2% n!/(2k=1)) complexity for every k.
Finally, in [7], building upon [14, 5], Beimel et al reduce
the communication to 20 ¥Tes . For constant k, the
latter is the best upper bound to date. The best lower bound
is a humble clogn for some small constant ¢ > 1 [18]. For
a survey, see [12].

A drawback of all of these solutions is that if any two
servers communicate, they can completely recover . This
motivates the notion of a privacy threshold t, 1 < t < k,
which limits the number of servers that might collude in or-
der to get information about ¢. That is, the joint view of any
t servers should be independent of ¢. The case ¢ > 1 was
addressed in [11, 14, 5]. Beimel and Ishai [5] give the best

upper bound prior to this work: O ((’f) ’“Tin/L(%_l)/tJ).
Since this bound grows rapidly with ¢, in [14] it is asked:

Can one avoid the (]Z) overhead induced by our use of

replication-based secret sharing?

We give a scheme with communication

O (szlogk nt/LCk=D/t]) for any ¢, and thus answer

this question in the affirmative.

Our upper bound is of considerable interest in the or-
acle instance-hiding scenario [2, 3]. In this setting there
is a function Fr, : {0,1}™ — {0,1} held by 77—
oracles. The user has P € {0,1}™, and wants to pri-
vately retrieve F,(P), even if up to ¢ oracles collude.
The user’s computation, let alone the total communication,
should be polynomial in m. For constant £, running our
PIR scheme on the truth table of F,,, gives a scheme with
total communication O(m®/?+2), This improves the pre-
vious bound' of O(m®/2+2+t) (see [14]) by a factor of

IThe best upper bound for 1-private PIR [7] does not apply since it is



m'. When m = logn, this is exactly the problem of PIR
with k£ = Q(logn/ loglogn), for which we obtain the best
known bound.

Another application of our techniques is k-out-of-I ro-
bust PIR [9]. In this scenario a user should be able to
recover x; even if after sending his queries, up to | — k
servers do not respond. Previous bounds for this problem
include O(kn'/*1log 1) and 205 “*5st" 1o [9]. The
first bound is weak for small k, while the second is weak
for large k. We improve upon these with a k-out-of-/ robust
protocol with communication O(kn'/(2k=D[log1).

Another concern with the abovementioned solutions is
the time complexity of the servers per query. Beimel et
al [8] show, among other things, that if two servers are
given polynomial-time preprocessing, then during the on-
line stage they can respond to queries with O(n/log®n)
work, while preserving O(n'/3) total communication. By
combining a balancing technique similar to that in [10] with
a specially-designed 2-server protocol in our language, we
can reduce the work to O(n/ log” n) for any constant > 0.
It is immediate from our construction that if a server has an-
swers of size a for any a = O(n'/3), then there is a 2-server
protocol with query size O(n/a?). This, in particular, re-
solves an open question of [4].

We note that using techniques similar to those in [6],
our 1-private protocols can be modified to achieve the best
known probe complexity, which measures the number of
bits the user needs to read in the server’s answers. More-
over, since we improve upon Theorem 6.1 and Corollary
6.3 of [6], our construction also yields minor improvements
for PIR schemes with logarithmic query length, yielding ef-
ficient locally decodable codes over large alphabets.

Finally, our techniques are of independent interest, and
may serve as a tool for obtaining better upper bounds. As
an example of the model’s power, we give a new geometric
proof of the best known upper bound for 1-private k-server
PIR protocols of [7] for k < 26.

The general idea behind our protocols is the idea of poly-
nomial interpolation. As in previous work, we model the
database as a degree-d polynomial F' € Fy[z1,. .., zy,] with
m = O(dn'/?). The polynomial F is such that there is an
encoding E : [n] — Fy* for which F(E(i)) = x; for ev-
ery ¢ € [n]. The user wants to retrieve the value F'(P)
for P = E(i) while keeping the identity of P private. To
this end the user randomly selects a low-dimensional affine
variety (i.e. line, curve, plane, etc.) x C IF;”’ containing
the point P and discloses certain subvarieties of x to the
servers. Each server computes and returns the values of F’
and the values of partial derivatives of F at every point
on its subvariety. Finally, the user reconstructs the restric-

not known how to make it ¢-private, and in any case, the dependence on k
there is 22(k)

tion of F' to x. In particular the user obtains the desired
value of F'(P). The idea of polynomial interpolation has
been used previously in the private information retrieval lit-
erature [2, 11, 3]; however, we significantly extend and im-
prove upon earlier techniques through the use of derivatives
and more general varieties.

Outline: In section 2 we introduce our notation and pro-
vide some necessary definitions. In section 3 we describe a
non-recursive 1-private PIR protocol on a line. We also dis-
cuss the robustness of our protocol. Section 4 deals with ¢-
private PIR protocols for arbitrary ¢, and discusses applica-
tions to instance-hiding. The underlying variety is a curve.
In section 5 we present our construction of PIR protocols
with preprocessing. Finally, in section 6 we wrap up with
a geometric proof of some of the upper bounds of [7]. The
underlying variety is a low dimensional affine space.

2 Preliminaries

By default, variables \j, take values in a finite field F,
and variables P, V, V7, Q and Q7 take values in F}". Let W
be an element of Fy". We use the subscript W, to denote the
l-th component of W.

A k-server PIR protocol involves k servers Sy, ..., Sk,
each holding the same n-bit string = (the database), and a
user U who knows n and wants to retrieve some bit z;, 7 €
[n], without revealing i. We restrict our attention to one-
round, information-theoretic PIR protocols.

Definition : [7] A t-private PIR protocol is a triplet of
algorithms P = (Q,.A,C). At the beginning of the pro-
tocol, the user U invokes Q(k,n,%) to pick a randomized
k-tuple of queries (g1, ..., qx), along with an auxiliary in-
formation string aux. It sends each server S; the query g;
and keeps auz for later use. Each server S; responds with
an answer a; = A(k, j, z, ¢;). (We can assume without loss
of generality that the servers are deterministic; hence, each
answer is a function of a query and a database.) Finally,
U computes its output by applying the reconstruction algo-
rithm C(k, n,aq, ..., ar,auz). A protocol as above should
satisfy the following requirements:

e Correctness : For any k,n, € {0,1}" and i € [n],
the user outputs the correct value of x; with probability
1 (where the probability is over the randomness of Q).

e t-Privacy : Each collusion of up to ¢ servers learns no
information about . Formally, for any k,n, i1,io2 €
[n], and every T C [k] of size |T'| < t the distributions
Or(k,n,i1) and Qr(k,n, iz) are identical, where Qp
denotes concatenation of j-th outputs of Q for j € T.

The communication complexity of a PIR protocol P, de-
noted Cp(n, k) is a function of k£ and n measuring the to-
tal number of bits communicated between the user and k



servers, maximized over all choices of z € {0,1}", 4 € [n]
and random inputs.

In our protocols we represent the database = by a mul-
tivariate polynomial F(z1, ..., z,,) over a finite field. The
important parameters of the polynomial F' are its degree d
and the number of variables m. A very similar representa-
tion has been used previously in [7]. An important differ-
ence of our representation is that we use polynomials over
fields larger than Fs. The polynomial F' represents x in the
following sense: with every ¢ € [n] we associate a point
E(i) € F}'; the polynomial F satisfies:

Vien), F(E®)=a.

We use the assignment function £ : [n] — Fg* from [7].
Let E(1),..., E(n) denote n distinct points of Hamming
weight® d with coordinate values from the set {0,1} C F,.
Such points exist if ("}) > n. Therefore m = O(dn'/?)
variables are sufficient. Define

F(Zl,...,Zm,):Zl‘i H 2l

i=1  E(i)=1

(E(i); is the [-th coordinate of E().) Since each E(i) is
of weight d, the degree of F is d. Each assignment E(¢) to
the variables z; satisfies exactly one monomial in F' (whose
coefficient is z;); thus, F(E(i)) = z;.

Our constructions rely heavily on the notion of a deriva-
tive of a polynomial over a finite field. Recall that for

d )
FA) = ao+ > a;\* € Fy[\ the derivative is defined
i=1
d .
by f/(A) = Y da; AL,
i=1
We conclude the section with two technical lemmas.

Lemma 1l Let f € Fy [\ and s < charF, — 1. Suppose

FOo) =f' (M) =... =P (Xo) =0,
then (X — Xo)*T1| f.
Proof: See lemma 6.51in [15] and note that s! 2 0. W

Lemma 2 Suppose {\,},{v0},{vi} are elements of F,,
where h € [s] and {\} are distinct; then there exists at
most one polynomial f(\) € Fy[\] of degree < 2s — 1 such
that f(\;) =v) and f'(\n) = v}

Proof: Assume there exist two such polynomials f;(A)
and f2(\). Consider their difference f = f; — fa. Clearly,
f(An) = f'(A\n) = 0forall h € [s]. Therefore, by lemma 1

S

[T =22 £.

h=1

>The Hamming weight of a vector is defined to be the number of
nonzero coordinates.

This divisibility condition implies that f(A) = 0 since the
degree of f is at most 2s — 1. |

3 PIR on the line

We start this section with a PIR protocol of [11]. This
protocol has a simple geometric interpretation and has
served as the starting point for our work.

Theorem 3 ([11]) There exists a l-private k-

server PIR protocol with communication complexity
O(k?log k n'/(F=1)),

Protocol description : Consider a finite field [F,, where
k < q <2k Let\,...,\; €F, be distinct and nonzero.
Setd = k — 1. Let P = E(i). The user wants to retrieve
F(P).

U : Picks V' € Fi" uniformly at random.
u—3_Sy, P+ \V
U— 3§y F(P+M\V)

Privacy : It is immediate to verify that the input (P +
ARV) of each server S; is distributed uniformly over IF(TI”
Thus the protocol is private.

Correctness : We need to show that values F'(P+ A, V)
for h € [k] suffice to reconstruct F'(P). Consider the line
L = {P+ AV | X € F,} in the space F". Let f(\) =
F(P + \V) be the restriction of F' to L. Clearly, f € Fy[)]
is a univariate polynomial of degree at most d = k — 1.
Note that f(Ay) = F(P + Ay V). Thus U knows the values
of f(\) at k points and therefore can reconstruct f(\). It
remains to note that F'(P) = f(0).

Complexity : The user sends each of k servers a length-
m vector of values in F,. Recall that m = O(dn'/¢) and
k < q < 2k. Thus the total communication from the
user to all the servers is O(k? log k n!/(*=1))_ Each S}, re-
sponds with a single value from [, which does not affect
the asymptotic communication of the protocol.

In the protocol above there is an obvious imbalance be-
tween the communication from the user to the servers and
vice versa. The next theorem extends the technique of The-
orem 3 to fix this imbalance and obtain a better communi-
cation complexity.

Theorem 4 There exists a 1-private k-server PIR protocol
with communication complexity O(k? log k n'/(2k=1)),

Protocol description : We use the standard mathematical

OF

notation 52| 1o denote the value of the partial derivative

of F' with respect to z; at point Q). Let Aq,..., A\; € F, be



distinct and nonzero. Set d = 2k — 1. Let P = E(i). The
user wants to retrieve F'(P).

U : Picks V' € F" uniformly at random.
U— Sy P+\V
Uu—3S8y F(P + )\},,V),

OF oF

% pyyv ' Zmlpia v

Privacy : The proof of privacy is identical to the proof
from Theorem 3.

Correctness : Again, consider the line L = {P +
AV | A € Fy}. Let f(A) = F(P + AV) be the restric-
tion of F' to L. Clearly, f(An) = F(P + A,V). Thus
the user knows the values {f(A)} for all b € [k]. How-
ever, this time the values {f(Ax)} do not suffice to re-
construct the polynomial f, since the degree of f may
be up to 2k — 1. The main observation underlying our
protocol is that knowing the values of partial derivatives

or . , the user can reconstruct the
Upianv m | PyALV

value of f’(Ap). The proof is a straightforward application

of the chain rule:

OF (P + \V)
oA

8_F
821

V.
P4+, V

OAl, An =1
Thus the user can reconstruct { f(A\,) } and {f'(A)} forall
h € [k]. Combining this observation with Lemma 2, we
conclude that user can reconstruct f and obtain F(P) =
1(0).

Complexity : The user sends each of k servers a
length-m vector of values in [F,. Servers respond with
length-(m + 1) vectors of values in ;. Recall that m =
O(dn'/?) and q < 2k. Thus the total communication is
O(k?log k nt/(2k=1)),

3.1 Application to Robust PIR

We review the definition of robust PIR [9].

Definition 5 A k-out-of-l PIR protocol is a PIR protocol
with the additional property that the user always computes
the correct value of x; from any k out of | of the answers.

As noted in [9], robust PIR has applications to servers
which may hold different versions of a database, as long
as some k have the latest version and there is a way to
distinguish these k. Another application is to servers with

varying Tesponse times. Here we improve the two bounds
2loglogk

20(k) Tt [1og I and O(kn'/*1log1) given in [9].

Indeed, in the protocol above, if for [ servers we set
the field size ¢ > [ and the degree deg F' = 2k — 1, then
from any k servers’ answers, we can reconstruct f as
before. We conclude

Theorem 6 There exists a k-out-of-l robust PIR with com-
munication O(kn'/ ¥~V [logl).

4 PIR on the curve

Theorem 7 There exists a t-private k-server PIR protocol

. . . . K2 1/] 2k=1
with communication complexity O (7 log k n'/L7% ) .

Protocol description : Again, consider Fy, where £ < ¢ <
2k and let A\q,..., A\ € F, be distinct and nonzero. Set
d = [21] Let P = E(i). The user wants to retrieve
F(P).

U : Randomly picks V1,... VT € IE‘;”’.

U-S, : Q"¥p + AV + /\2 V2 ALV
h OF

u‘_Sh (Q )a 321 th"'vazm Q"

Privacy : We need to show that for every T' C [k], where
|T'| < t; the collusion of servers {Sp}her learns no in-
formation about the point P = E(i). The joint input of
servers {Sp fher is {P + A\ V1 + X Vi per. Since
the coordinates are shared independently, it suffices to show
that for each | € [m] and V;/ € F, chosen independently
and uniformly at random; the values { P, + )\;,,Vll + ...+
Al V' }her disclose no information about F;. The last state-
ment is implied by the properties of Shamir’s secret sharing
scheme [17].

Correctness : Consider the curve x = {P+AV1+.. .+
MVEIXN € Fyb Let f(N) = F(P+ AV + ...+ AV
be the restriction of F' to x. Obviously, f is a univariate
polynomial of degree at most 2k — 1. By definition, we
have f(A\n) = F(Q"); thus U knows the values {f(A\x)}
for all h € [k]. Now we shall see how knowing the values

OF oF

of partial derivatives Doy ,

L D U reconstructs

Qh,
the value of f’(Ap). Again, the reconstruction is a straight-

forward application of the chain rule:

of _ OF(P+ XV 4.+ NV
BN B\ N
= 8 1 ty/t
=D 5 (P + AV + .+ M)
Z[ Qh a)\ )\h

=1

Thus U can reconstruct { f(Ay)} and {f'(Ap)} for all h €
[k]. Combining this observation with Lemma 2, we con-
clude that the user can reconstruct f and obtain F'(P) =
£(0).

Complexity : As in the protocol of Theorem 4, I/ sends
each of k servers a length-m vector of values in F, and
servers respond with length-(m + 1) vectors of values in
F,. Here m = O(dn'/?) and ¢ < 2k. Thus the total com-

munication is O (sz log k nt/L* ) .




4.1 Application to Instance Hiding

As noted in the introduction, in the instance-hiding sce-
nario [2, 3] there is a function F},, : {0,1}™ — {0,1} held
by ﬁ oracles for some constant c. The user has a point
P € {0,1}™ and should learn F,, (P). Further, the view of
up to ¢ oracles should be independent of P. We have the fol-
lowing improvement upon the best known O(m¢t/2+2+1)

bound of [14].

Theorem 8 There exists a t-private non-adaptive oracle
instance-hiding scheme with communication and computa-

tion O(m/2+2), where O(f) = O(f1og®" f).

Proof: Using the above protocol on the truth table of F,,,
the communication is

k2
0 (_ log knl/L(%—l)/tJ) _
t

O (m2 . (gm)m%fl)m)*l) = O(met/+2),

It is also easy to see that I/ runs in time which is quasilinear
in the communication. |

S PIR with preprocessing

To measure the efficiency of an algorithm with prepro-
cessing, we use the definition of work in [8] which counts
the number of precomputed and database bits that need to
be read in order to respond to a query. The goal of this
section is to prove the following theorem.

Theorem 9 There exists a 2-server PIR protocol with
O(n'/3) communication, poly(n) preprocessing, and
O(n/ log") server work for any constant r.

We need a lemma about preprocessing polynomials ' €
Fpl#1,. .-, 2m]. We assume the number of variables m is
tending to infinity, while the degree of F’ is always constant.
The lemma is similar to Theorem 3.1 of [8]. The main idea
is to write the input polynomial F' as a sum of poly(m) dif-
ferent polynomials over disjoint monomials. We do this so
that each summand polynomial G involves only a logarith-
mic number of variables, and thus we can precompute G on
all possible assignments to its variables. As the different G
are over disjoint monomials, to evaluate F'(V') we simply
read one precomputed answer for each G, and sum them

up.

Lemma 10 Let F' be a homogeneous degree-d polynomial
in Fplz1,. .., zm]. Using poly(m) preprocessing time, for
all V€ FJ', F(V) can be computed with O(m“/ log® m)
work.

Proof:  Partition [m] into & = m/logm disjoint sets
Dy,...,D, of size logm. For every sequence 1 <
t1,...,tg < a, let FD,,1 oD, denote the sum of all mono-

mials of I’ of the form cz;, - - - z;, for some ¢ € F, and
11 € Dy,,...,1q € Dy,. The following is the preprocess-
ing algorithm.

Preprocess(F):
1. For each polynomial FD,51 v Dy
(a) Evaluate FD,,1 ;oD ON all W e ]Fgl
for which Supp(W) € U; Dy,.

Time Complexity: There are o = (m/logm)¢ polyno-

mials Fp, ... p,, . Foreach polynomial, there are at most
p?1o8™ —= poly(m) different W whose support is in U; Dy, .
Thus the algorithm needs only poly(m) preprocessing time.

Foraset S C [m], let V|s denote the point V' € F}* with
V/ = Vjforj € Sand V] = 0 otherwise. The following
describes how to compute F'(V).

Evaluate(F, V):

1.0 0.

2. For each polynomial FDt1 vosDiy s
(@o«—o+Fp,,..p, \%

3. Output 0.

Ui Dy, )

Correctness: Immediate from

F(V)= Y Fp, . ..p,V
t1,...,t4

Ui Dy, )

Work: The sum is over a? = (m/logm)? polynomials
FDt1 v Dy each with a precomputed answer, and thus the
total work is O(m?/ log® m). |

5.1 Two server protocol

We start with the intuition underlying our two server pre-
processing protocol. Suppose the servers were to represent
the database as a degree-d polynomial F in m = ©(n'/%)
variables, where d = 2r + 1 is an arbitrary odd constant.
Proceeding as in the protocol of section 3, the user sends
each server a point on a random line L through his point of
interest. To reconstruct F'|y,, the user needs the evaluation
of F' on his query points, together with all partial deriva-
tives of F' up to order r. The observation is that each partial
derivative computed by the servers is a polynomial of de-
gree at least d — r = r 4 1 in at most m variables, and
therefore we can apply Lemma 10 to achieve low server
work.

However, while the user is only sending O(m) bits to the
servers, the servers’ answers are of size O(m"). To fix this,
we use a balancing technique similar to that in [10]. Each
server partitions the database into ¢ databases F; of size n /t,



for some parameter t. Each database will be represented as
a degree d polynomial in m = O((n/t)'/®) variables. The
user sends ¢ points to each server, one for each database.
Suppose the user wants F,(P). For the ¢ — 1 databases Fj,
j # u, that the user doesn’t care about, he sends random Vi
and — V7 to servers 1 and 2 respectively. On the other hand,
for the database F, that he cares about, he proceeds as in
the protocol of section 3. The servers compute the lists of
partial derivatives for each database, as before, but instead
of sending them back, they send the sum of each partial
derivative over all ¢ databases. We show this information
is sufficient for the user to reconstruct F,(P). The total
work will be O(n/log" "' n), and by carefully choosing t,
we can keep the communication at O(n'/3).

Consider a prime® field F, for some max(2,7) < p <
2max(2,r). Such a prime p exists by the Bertrand’s Postu-
late [16]. S; and S; preprocess as follows.

Preprocessing phase(z):

l.s— L tens

2. Partition x into ¢ databases DB4,...,
containing n' ~* elements.

3. Represent DB; as a homogeneous polynomial F;
of degree d = 2r + 1 withm = O (n(l’S)/d) vars.

DB;, each

4. Fora=0,...,r,forj € [t],and for ly,...,l, € [m],
compute Preprocess(%
1 La

Let DB, be the database containing z;. Assume the user
wants F,(P). Let do,3 be 1 if @ = (3, and 0 otherwise.

U : Randomly picks V',..., V' e Fj".
U—38, ije[]QMd“( DMV 45, P
U—Sy Va € {0,...,r}and ly,...,l, € [m],
Zt o _
Jj=1 0z, ...02, Qh J -
Z; L Evaluate( 82; ,Qh’])
Correctness: Since d is odd, for all V'
0" F; _ (—1)et 0 F;
8211 o ﬁzla v 8zll o '8zla \%

It follows that for all ¢ and all j # u,

0°F
Z 82:1 82:1 Z 8211 821

li,..la
Put f(A\) = (F,)|ptaveu, and define g(\) = f(\) +
3In sections 5 and 6 we base our protocols on prime fields F, and do
not consider general finite fields F;. We do this to avoid issues related to
subtle properties of derivatives of orders greater than one in finite fields
of small characteristic. Another possible solution to this problem is to use
Hasse derivatives (referred to as hyperderivatives in [15]) instead of usual
derivatives. This allows for protocols over arbitrary finite fields.

=0.

—Vi

f(=X). We have

22 azll

J ol

U "Wu

1 a

(=1)*0"F;
8211 s -82:10

- Z 82:1 821

(=10 Fy
8211 e '8zlu P—Vu

FO) + (~1)2 7O (-1) = g (1)

Thus ¢ can compute g(1), g™ (1), ..., ¢ (1) from the an-
swers. Since every monomial of g has even degree, for
v = A? we can define h(y) = g(A) for a degree-r poly-
nomial h. Using that

u u
h...‘/}

a

Q2

u
L,
PV

1

dg _dh dy _ dh

A\ dy dx Ty’

a simple induction shows that from ¢(®)(1),..., ¢ (1), U
can compute 2(9(1),...,A(")(1). The claim is that these
values determine h. Indeed, if h; # hs agree on these val-
ues, then by lemma 1

(v =1 | (h1 — ha),

which contradicts that h; — ho has degree at most . Hence
the user obtains h(0) = g(0) = 2f(0) = 2F(P), and thus
F(P) since the characteristic p > 2.

Privacy: Since the V7 are independent and uniformly
random, so are the Q"7 and the Q7. Thus the view of
each of Sp, So is independent of P.

Communication: U sends  O(tm)
O(ns+(175)/(2r+1)) _ O(n(rfl)/(?)r)Jrl/(Sr)) _ O(nl/
bits. S, S respond with O(m + m? + -+ + m")
O(m") = O(n(t=5)7/2r+1)) = O(n'/3) bits.

Server Work: Notice that the work is dominated by the
calls to Evaluate. Forany a € {0,...,7r}, any ly,...,l, €

[m], and any j € [¢], the polynomlal ﬁ

w
~—

is elther 0

or has degree 2r + 1 — a, and at most m variables. Thus

for any V, Evaluate(azl‘?.'%ga, V) can be computed in

O(m? +1=4 /10g?" ™= m) time. As the number of such
9°F; .

7%1__5% is O(m*®

Evaluate per DB is

>0 (i

Thus the total work over all n* DBs is O(n/log" "' n).

), it follows that the time for all calls to

om' )

1
r+n

logQT“*am B og"'m N log

2r+1—a> O(md)
1



5.2 Application to PIR with fixed answer sizes

In [4] it is asked:

For two-server PIR protocols and for constant b, if the
answers have size at most b, can the queries have size less
thann/b?

We answer this with the following theorem.

Theorem 11 For any b = O(n'/?), there exists a 2 server
PIR protocol with answer length O(b) and query length
O(n/b?), where the constant in the big-Oh is independent
of n and b.

Proof: Before the protocol begins, &7 and Ss partition
xinto t = O(n/b3) databases DBy, ..., DB, each of size
O(b%). Each such DB is a degree-3 polynomial in m =
O(b) variables. Let DB, be the database containing x;. The
protocol follows.

U : Randomly picks V',..., V' e Fj".
U—S, : Forjell], Qi L (—1)h1Viys;,P

; OF;
Z/{ — Sh Z] F](Qh])7 andVl S [m], Z] 8_21 Qh,j

The correctness follows from the correctness of our prepro-
cessing protocol for » = 1. For the communication, I/ sends
tm = O(n/b?) bits, and S; and Sy each respond with O(b)
bits. |

6 Recursive PIR in the space

Assume k is constant. The best known upper bound of
nC(F5E%) for the communication complexity of 1-private
k server PIR protocols is due to Beimel et al. [7]. Although
their proof is elementary, it is rather complicated and hard

to follow. The key theorem of [7] is:

Theorem 12 ([7] Theorem 3.5) Suppose there is a 1-
private PIR protocol P with communication complexity
Cp(n, k). Let d, \, k' be positive integers (which may de-
pend on k) such that k' < kandd < (A + 1)k — (A —
K" + (A — 2). Then there is a 1-private PIR protocol P’
with communication complexity

k
Cp: (TL, k) =0 <n1/d + Z (?) Cp(n)\l/dv l)) :

=K'

Recursive applications of Theorem 12 starting from a 2-
server protocol with communication complexity O(n'/3)
yield the best known upper bounds for 1-private PIR. In
this section we present an alternative geometric proof of the
special case of Theorem 12 that corresponds to setting the

value of parameter A = 2. This case is sufficient to ob-
tain 1-private PIR protocols with communication complex-
ity matching the results of [7] for all values of k < 26,
where the bound on k£ was determined experimentally.

Theorem 13 Suppose there is a 1-private PIR protocol P
with communication complexity Cp(n, k). Let d, k" be posi-
tive integers such that k' < k and d < 3k—k'. Then there is
a 1-private PIR protocol P’ with communication complexity

Cpi(n,k) =0 (nl/d + (:) Cp(n?'/4, k;’)) .

It may seem that the bound of Theorem 13 improves
upon the bound of Theorem 12 since there are no terms cor-
responding to values of I € [k’ + 1, k]. However this is not
a real improvement, since the original proof of Theorem 12
can also be modified to eliminate these terms.

We start with a high-level view of our protocol. &/ wants
to retrieve the value F'(P). To this end &/ randomly selects
a k' dimensional affine subspace* 7(L) containing the point
P and sends each server Sy, a (k' — 1) dimensional affine
subspace® 7(Lp) C w(L). Each S}, replies with values and
derivatives of the polynomial F at every pointof 7(Ly,). We
assume the subspaces 7(Ly,) are in general position. In par-
ticular this implies that for every set T of k' servers there

is a unique point PT = () w(Ly) that is known to all of
heT
them. For each subset T" of k" servers U runs a separate k'-

server 1-private PIR protocol to obtain the value of a 2k’-th
partial derivative of the function F at point P” in the direc-
tion towards the point P. Finally we demonstrate that the
information about F' obtained by U suffices to reconstruct
the restriction of F' to w(L).

6.1 Preliminaries

In what follows we work in a prime field IF, with
max(2k’,k,d) < p. We start with some notation. Let
{an}nepr be distinct and nonzero elements of F,. For
h € [k] let

gh()\l,...,)\k/)défoéhAl +ai27,>‘2 +...+O¢I}CL/>\]€/ —1.

Let L = F’;' be a k' dimensional affine space over ). Con-
sider the hyperplanes L, C L :

def

L},, = {()\1;---;/\k’) | gh()\la---7)\k’) = 0}

4We use the complicated notation (L) for consistency with the actual
proof.

3Tn certain degenerate cases the dimensions of both (L) and 7(Ly,)
may in fact be smaller than k’ and k' — 1.



The properties of the Vandermonde matrix imply that for
any T' C [k], where |T'| < k’, the hyperplanes { L}, } e are
in general position, i.e.:

dim ﬂ L, =K —|T|. (1)

heT

For T' C [k], such that |T| = k’, let QT denote the unique
intersection point of {Lj, }per. Le:

QT déf ﬂ Lh,-

heT

Consider a certain hyperplane L, and a vector v € F’;'.
We say that vector v = (v1,..., vy ) is off the hyperplane
Ly if apvr + 04,21/1)2 + ...+ a’fllvk/ # 0. Clearly, for every
hyperplane Lj, there exists a vector v € IF’;/ that is off Ly,
Consider the map 7 : L — F" induced by a uniformly
random choice of {V7}cpp) C Fy for a fixed P € Fj*:

ﬂ(Al,...,)\k/)défP—i—)\lvl—|—...—|—)\k,/Vkl.

Let PT denote the image of Q7 under 7, i.e.:
PTE(Q").

In the remaining part of this subsection we establish
two geometric lemmas. The first lemma concerns the non-
recursive part of our protocol.

Lemma 14 Ler f € Fp[\q,..
[k]. Suppose f|r, = 0 and %‘L
Then g3 | f.

A ], deg f < |Fp|andh €
= 0, where v is off Ly,.
h

Proof: The fact that g, | f is a direct consequence of
Bézout’s theorem ([13] p. 53)°. To see that g, divides f
twice, let f = g - gj. By the chain rule,

of _ 9y i,
T

and since v is off of Ly, Zj aivj # 0. Restricting both
sides to Ly, the premise of the lemma implies 0 = g|r,,,
and another application of Bézout’s theorem gives g5, | ¢,
which proves the lemma.

The next lemma concerns the recursive part of our protocol.

®More formally, we have a polynomial f that vanishes on every F,,-
point of a hyperplane Lj,. This implies that f vanishes on every F,-point
of Ly, since |F| > deg f. Now, once we have passed to the algebraically
closed field Fp, we can apply Bézout’s theorem to conclude that g;, and f
have a common factor, and therefore gy, | f.

Lemma 15 Let f € Fy[\i,..., A\w]. Assume T C [k],
|T| = K'. Suppose f = g [] (gn)? and v € IF’;/ is off
heT

every { Ly} her; then

where C # 0 is some constant that depends only on

{gh,}h,ET-

Proof: LetC), = % =53 ; aflvj, and observe that C}, #
0 since v is off of L. By repeated application of the chain
rule,

9 (HheT(gh/)Q)

— / 2
o = oo 2K ] C7,

QT heT

where 6., is 1 if &« = 3 and 0 otherwise. Again by the
chain rule,

P —g@n- e [
8U2kl - g ° h*
QT heT
The lemma follows by setting C' = (2k)! [],, C3. [ |

6.2 The protocol

Protocol description : As usual the database is represented
by a degree d polynomial in m = O(dn'/?) variables. Re-
call that d < 3k — k’. Therefore we can treat d as a con-
stant. Let P = E(i). The user wants to retrieve F'(P). Our
protocol is one-round. However (as in the work of [7]) it
is convenient to think about the protocol as several execu-
tions of PIR protocols that take place in parallel. ¢/ sends
servers the affine spaces m(Ly ). Each server returns the val-
ues of F' on 7(Ly,) and the values of all first order partial
derivatives of F' on m(Lp). Moreover, U runs a separate
PIR protocol with every group T of k' servers to obtain the

*' F
Ba(P—PT)2V |
the protocol. Here Sy denotes the set of servers {S }rher.

value . Below is the formal description of

u : Picksarandom 7 : L — F}",
Tr()\l""’)\kl) :P+>\1V1+...+>\klvk/
U— Sy :m(Ly)

U—8y: Fluz,) 2£ ey B
«— Op, |7T(Lh) dz1 (L) 0zZm 7(Ln)
U + St : A k'-server PIR subprotocol for
retrieving the value of % pr

To complete the description of the protocol, we need the
following lemma.



Lemma 16 Let F'(z1,. .., zy) be an m-variate polynomial
of degree d, where d is a constant. Assume P = E(i) € F}!
is a point of Hamming weight d. Let T C [k], |T| = k'
Suppose each of the servers { Sy }ner knows the point P
then U can learn the value of the directional derivative

0°F
(P~ P |

privately (with respect to i) with communication complexity

O(Cp(m?®, k).
Proof: We have

O°F _
a(P—PT) | pr @

> %‘PT(P—PT)IM'(P—PT%S,

l1yels

and since PT and F are known to all S;, with h € T,
these servers can interpret the RHS of equation (2) as an m-
variate degree-s polynomial G in the ring F,, [P, ..., Py].
Since deg G = s and the Hamming weight of P is d, at
most 2¢ = O(1) monomials M of G are nonzero on P.
Thus, to learn G(P) it is enough for U to learn the co-
efficients of these M. To this end, I/ and these servers
run a PIR protocol on the list of coefficients of monomials
M=PF, - -PF,forl <iy,...,5¢ < m. The complexity
is therefore 29Cp (O(m*), k') = O(Cp(m*, K')). |

We now show the desired properties of our protocol.

Privacy : Since the subprotocols are independent,
and P is private by assumption (recall the condition of
theorem 13), in order to show that P’ is private it suffices
to show privacy at the top level of recursion. In this level
Sh’s view is

T(Ln) = AP+MV . 0V
A] (S Fp, Oéh,Al 4+ ...+ 04;1 Ak’ = 1}

Observe that any point in 7(Ly,) is some linear combination
(over IF,) of the points

P+ (ap)” 'V P+ ()WY e m(Ly).

Thus S;,’s view can be generated from these points. But as
distributions,

(P+ (ap)" 'V, .. P+ (af)"VF) =
(R17 . '7Rk/)7

where the R? € ;" are independent and uniformly
random. Thus Sy,’s view does not depend P.

def

Correctness: Let f = F(m(A1,...,A\r)) denote the

restriction of F' to w(L). We show the information that I/
obtains from {Sy, } e[k suffices to reconstruct f.

Information about F translates into information about f:

1. For h € [k], f|r, = Flx,), so U can compute the
values of f along every Ly,.

2. Now let b € [k]. Let vy, € F’;' be a vector that is off
the hyperplane L. We show how to compute of

a’U},, Lh
from g—F sy ;F . From the chain rule
(L) Fmlx (L)
ﬂ — 8F(7\'()\1,...,)\k/))
m Ovn Ly Ovn Ly
oF 3 1 K
Za_z, m(B+A1% +.. Y )
=1 W(Lh) h

Thus for every h € [k], U can compute values of %
at every point of Ly,. '

3. Finally, let T C [k] be such that |T| = k’. Let
7'('l(/\17 ceey /\k’) denote P, + /\1‘/21 + ...+ /\k/‘/}k for
[ € [m]. We have

9% 5 M P (A, )
9=Q" | gr o@D |
9%+ 2K (p T
e (P, -F) =
l17,§2k/ 8211...8212k/ PT H]*l( J lJ)
*' F
B(P—PT)F | pr
Om (AL Agr)

_ T
where we use that (=0T = P, — P, and

that P, — P is constant. Thus for every T C [k],

2k’

where |T| = K/, U can reconstruct

o~ f
8(_QT)2k’ Qr .
Reconstructing f: It suffices to show the above information
is sufficient to reconstruct f. Assume there are two func-
tions f1 # fo € Fp[A1,..., Ax] that agree on all of the
constraints above. Consider their difference f = f1 — fa.
We shall prove that f is identically zero. By Lemma 14, f

can be written as
k
2
f =g H ghv
h=1

for some g € Fp[A1,. .., \p] with degg < d — 2k.

We induct downwards on r, starting with » = k’, to show
9lanerr, = 0 for every set T' of size r. It will follow for
r = 0 that g|;, = 0, and thus g = 0. For r = £/, since —Q7
is off Ly for every h € T, by Lemma 15 and the above,
g(QT) = 0 forevery T C [k] with |T| = r.

Let r < k' and assume inductively that g|n,_,z, = 0
for every set T of size greater than r. Let M = Ny e Ly, for
an arbitrary set T of size r. Then dim(M) = k' — r (recall



equation (1)). Consider the (k' —r — 1)-dimensional spaces
of the form M" = Nyeryy;y Ln for some j € [k]\T. There
are k — r of them. Then in the space M, the M are distinct
hyperplanes and can therefore be described as solutions to
py = 0 for degree-1 polynomials pjs. Applying Bézout’s

theorem,
H pmr | Gl
M’

The degree of g|p is at most d — 2k since M is an
affine space, while deg ([[,,, parr) = k — 7. But since
d < 3k — k' by assumption and r < k' by induction, we
have d — 2k < k — r, which means that g|p; = 0. By
induction, f = ¢g = 0, which completes the proof.

Complexity : In the non-recursive steps, U sends
each S, the space (L) described by k" vectors in [F}".
oF
(L O ()’
which is just a list of (m + 1)p¥" = O(1) values’ in F,,. In
the recursive steps, by Lemma 16 the total communication
is (£)O (CP(ka'7k’)), Since m = O(n'/?), the total
communication of our protocol is

Cpi(n, k) =0 <n1/d + (:,)cp(n%’/d,k’)) .

Sy, responds with F(y, ) and g—i
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