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1 Classic Streaming Algorithms

First, let’s review what we have in the classic streaming algorithm.

Definition. Classic streams are modeled by updates to a large dimension vector x ∈ Rn, which is
initiated to be all zero. At time t, x receive update (it, ∆t), i.e xit ← xit + ∆t. If all update ∆t ≥ 0
for all time t, the stream is called insertion-only stream. At any point, the algorithm computes
function f(x) using limited space much smaller than n since the dimension is large.

We have seen before how to estimate f(x) = F2 = |x|2 or f(x) = F0 = |{i such that xi ̸= 0}|. A
common approach of this is to maintain a linear sketch S with small row space. Linear sketch is easy
to maintain: at time t, S(x)← S(x) + ∆tS(eit), where 1it is the the vector whose only non-zero
entry is a "1" on position it.

1.1 F2 - Estimation

Recall F2 = ∑
i x2

i , the goal is to output an estimator F̃2 such that (1− ε)F2 ≤ F̃2 ≤ (1 + ε)F2.

One algorithm is

• choose a random matrix S ∈ {−ε, ε}
1

ε2 ×n. Note that the entries are 4-wise independent, which
means S can be stored by a hash function using O(log n) bits.

• S is a linear, oblivious sketch, which can be maintained each step by adding ∆jS∗,j to existing
Sx, where S∗,j is the jth column of S.

• Use |S ·x|22 to estimate |x|22. We can show that ES [|S ·x|22] = |x|22 and VarS [|S ·x|22] = O(ε2|x|42).

The total memory needed for this algorithm is O( log n
ε2 ): for each coordinate of Sx we need log n

bits and also the sketch matrix S can be stored using O(log n) bits using hash function.

1.2 F0-Estimation in Insertion Streams

F0 = |{i such that xi ̸= 0}|, the goal is to output F̃0 such that (1− ε)F0 ≤ F̃0 ≤ (1 + ε)F0.

The algorithm is known to be the K-minimum value algorithm [3].

• Choose a hash function h : {1, 2, . . . , n} → {0, 1, 2, . . . , M}, where M = O(n2). With good
probability, there is no collision.
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• Maintain the smallest t = 100
ε2 hash values in the stream.

• Output Z = tM
v , where v is the t-th smallest hash value.

Since the collision probability is small, if you have F0 distinct values, the smallest hash value is
around M

F0
, so v should be around tM

F0
. The concentration can be viewed as follows: if F̃0 > (1+ε) for

example. It means the hash value contains at least t = 100
ε2 elements smaller than tM/(F0(1 + ε)) ≤

(1 − ε/2)tM/F0. Each hash value has a probability at most (1 − ε/2)t/F0 of begin smaller than
(1− ε/2)tM/F0. Use Cheybeshev’s inequality to get a constant failure rate.

The memory used is O(ε−2 · log n) bits. ( O(ε−2) hash values and each take O(log n) bits). The
bits used can be improved to O(ε−2 + log n) bits.

2 Tracking Algorithms

The above streaming algorithm outputs the value of the function at the end of the stream, tracking
algorithm requires an output at each time t.

Definition. Let x(t) to be the stream vector after time t, and the algorithm should output R(t)

such that R(t) = (1± ε)f(x(t)).

One natural way of doing this is to independently repeat the classic algorithm O(log n) times and
take the median of the estimator of each time. The classic algorithm has a constant failure rate at
each time t. After repetition, the failure rate is 1/poly(n) at each time and you can union-bound
over all time t.

A standard (non-adversarial) model is you get update (it, ∆t) from data-center and your real-time
output value R(t) is not seen by the datacenter.

3 Adversarial Streams

Definition. Adversarial Streams are streams whose input (it+1, ∆t+1) can depend on the output
R(t). In other words, the adversary is given R(t) and can choose a (it+1, ∆t+1) as the next input.

This differs from classical streams since in classic streams, the entire stream is fixed although the
algorithm only sees a piece of the stream at a time.

Another way to view adversarial streams is as a 2-player game that our tracker algorithm and
the adversary play; the algorithm’s moves are the outputs R(t) and the adversary’s moves are the
possible inputs (it+1, ∆t+1) it could give.

The goal of the adversary to make our tracker algorithm fail at some point in time, that is, at some
time t, the adversary’s goal is for the tracker algorithm to output a R(t) ̸∈ (1±ε)f(x(t)). Here, we let
our adversary have an unbounded amount of computational power; however, the only information it
knows about the algorithm is it’s history of outputs R(1), R(2), . . . , R(t) (i.e. the adversary doesn’t
know about the state of our algorithm or anything about the randomness from our algorithm).

Theorem 1. The AMS Sketch (Alon, Matias, Szegedy ’96)[1] for estimating F2 is not adversarially-
robust.
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Remark 1. It is not adversarially-robust for insertion only streams.

Proof Sketch. In the model where we allow deletions, our adversary can query ∥Sei∥22, ∥Sej∥22 and
∥S(ei + ej)∥22. Using this, we can find ⟨S∗,i, S∗,j⟩ for each pair i, j and use this information to find
an input x that s.t. ∥Sx∥22 ̸∈ (1± ε)∥x∥22.

4 Adversarially Robust Streams

Here, we’ll present two techniques to transform any tracking streaming algorithm A into an
adversarially robust streaming algorithm.

Definition. For a function f : Rn −→ R, let the ε-flip number λε(f) be the maximum number of
times f(x(t)) can change by a factor of (1 + ε) after poly(n) updates.

For a simple function like F0, notice that in the simple insertion only case, λε(F0) = log(1+ε)(poly(n)) ∈
O( log n

log ε ) ∈ O(1
ε log n). However, in the case where the stream also supports deletions, we have

λε(F0) ∈ poly(n) (an straightforward way to see this is that we can have a stream where we
constantly add and delete a single element).

4.1 Sketch Switching

One method to do make A adversarially robust is to employ the Sketch Switching [4] technique.
The Sketch Switching scheme is roughly as follows:

1. Keep λε(f) independent copies A1, A2, . . . of our tracking algorithm A and run these copies
concurrently on the stream. Let R

(t)
i be the output of Ai at time t.

2. We start by setting our output to be R
(0)
1 continue to output this until R

(t)
2 deviates from R

(0)
1

at least (1± ε) factor at which time (say t1) we’ll start using R
(t1)
2 as our output until R

(t)
3

deviates from R
(t1)
2 by a (1± ε) factor from R

(t1)
2 .

Intuitively, this works since the adversary knows nothing about the algorithm whose outputs we
didn’t reveal and our output is always within (1± ε) factor from f(x(t)).

Theorem 2 (Ben-Eliezer, Jayaram, Woodruff, Yogev [4]). If the space for a tracker algorithm A is
Space(A) where , then there is an adversarially robust algorithm that uses at most λε(f) · Space(A)
space.

4.2 Applications of Sketch Switching

We’ll use sketch switching to produce an adversarially robust algorithm for finding the number of
distinct items in the stream.

Theorem 3 (Blasiok SODA ’18 [2]). There is a streaming algorithm that ε-tracks the number of
distinct elements in an insertion-only stream using at most space O( log log n

ε2 + log n).
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Corollary 1. There exists an adversarially robust algorithm that ε-tracks the number of distinct
elements in an insertion-only stream using at most space O( log n

ε ( log log n
ε2 + log n)).

More formally, here is the sketch switching algorithm:

1. Create O(λ ε
12

(f)) copies of our sketch S1, . . . , Sk each providing a (1± ε
10)-approx. Initialize

i = 1 and R(0) = 0.

2. At time t if R
(t)
i ̸∈ (1± ε

3)R(t−1), then

• R(t) ← R
(t)
i

• i← i + 1

Otherwise, R(t) ← R(t−1)

Proof. We can always assume that the adversary is deterministic since if it is randomized, there
exists a fixing of its randomization that is at least as good as its expected.

Then, suppose our algorithm outputs R taken from the ith sketch Si, then we know that the output
of the adversary does not depend on the output of Si+1; thus for all j > i, Sj is correct on the
stream so far.

We first show that we use at most λ ε
12

(f) sketches. First, since Si+1 provides a (1± ε
10)-approximation

and if Rt
i+1 ̸∈ (1± ε

3)R, then we know that f has changed by a (1± ε
12) factor. Therefore, we use at

most λ ε
12

(f) sketches.

Now, we want to show that R is still a correct approximation of f(x(t)) for the duration of the time
that our Sketch Switching algorithm outputs R. This is indeed the case since when we first started
outputting R, Si was correct on the stream (i.e. provides a (1± ε

10)-approximation. Furthermore, if
f changes by a (1 + ε) factor, Rt

i+1 ̸∈ (1± ε
3)R.

4.3 Computation Paths

This method is relatively simpler. Instead, if our tracker algorithm A has failure probability δ, we
can set it to δ · n−O(λ ε

12
(f)) instead to get an adversarially-robust algorithm.

Theorem 4 (Ben-Eliezer, Jayaram, Woodruff, Yogev [4]). By setting the failure probability of a
tracking algorithm A to δ′ = δ · n−O(λ ε

12
(f)), A is transformed into an adversarially-robust tracking

algorithm that uses space at most Space(A, δ′) where Space(A, δ) is the space that A uses with
failure probability δ.

Proof Sketch. Again, for the same reasons as for sketch switching, we can assume the adversary is
deterministic. Notice that we only need to change the output of our algorithm at most λ ε

12
times in

total. Assuming that our output is O(log n) bits, for each of the λ ε
12

outputs, there are at most
poly(n) values that the output could take on. Given this, there are at most poly(n)λ ε

12 ·
(O(poly(n))

λ ε
12

)
∈

O(poly(n)λ ε
12 ) possible output sequences that our algorithm can produce. For each of these sequences,
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since the adversary is deterministic, the adversary’s outputs (our stream) is determined. Therefore,
there’s only a O(poly(n)λ ε

12 ) = n
O(λ ε

12
) number of streams that the adversary can generate.

Now since our failure probability δ′ is δ · n−O(λ ε
12

(f)), we can simply union bound over all n
O(λ ε

12
)

possible different streams to get a δ probability that we fail on any of the possible streams that the
adversary can generate.
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