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1.Unboundedcomputationalmodel

Allpartiescomputeasfollows:

•Startwithtwonumbers{0,1}

•Workwiththefieldoperations{+,−,∗,/}

•Haveunboundedcomputationaltime

PartiescangeneratetherationalnumbersQ.

EnumerationAttack:

Foreachrationalq,

•Runpublicverificationalgorithmonqto
determineifqisthesharedsecret.

QcountableANDunboundedtime

→nosecrets!
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1.Unboundedcomputationalmodel

Preventenumerationattackswithextensions

tomodel:

•Cansampleanyfinitenumberofrealnum-
bersfromtheinterval[0,1].

•Canstoreanyirrationalnumberinasingle,
infinite-precisionregister.

Partiescangeneratefieldsoftheform

Q(r1,...,rn)

•{ri}arbitraryrealnumbers

•nanarbitrarynonnegativeinteger.
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1.UnboundedComputationalModelNow

doenumerationattackssucceed?No.

Fieldsgeneratedarestillcountable,
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2.Anidentificationprotocol

Alicefirstsamplesarandomrealnumberr,

andpublishesitssquarer2=p.rishersecret

key,pisherpublickey.

1.Alicesamplesarealnumbers.Shegives

Bobt=s2.

2.BobflipsacoinandtellsAlicetheresult.

3.•IfBobsaid“heads”,thenAlicegives
Bobs,andBobchecksthats2=t.

•IfBobsaid“tails”,thenAlicegivesBob
u=rs,andBobchecksthatu2=pt.

Theaboveprotocolisbasedontheimpossibil-

ityofcomputingtheexactsquarerootofan

arbitrarynumberwithonlyfieldoperations.It

iscomplete,sound,andzero-knowledge.
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3.a.Theimpossibilityofsecurepublic-key

encryptionschemes

PublicEncrypterDecrypter
Q(PK,c)⊆Q(PK,m)⊆Q(SK,c)

(PK,SK):(publickey,secretkey)-pair

(m,c):(message,ciphertext)-pairusingSK

Proof:

1.Q(SK,c)=Q(SK,m)

2.[Q(SK,c):Q(PK,c)]=[Q(SK,m):Q(PK,m)]

3.Q(PK,m)=Q(PK,c)

Hencetheschemeisinsecure.
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3.b.Theimpossibilityofsecuresignature

schemes

Pub.BeforeSigPub.AfterSigSigner
Q(PK,m)⊆Q(PK,m,s)⊆Q(SK,m)

(s,m):(signature,message)-pairusingSK

Proof:

1.Bijectionf:L→L(m)ofintermediate

fieldsQ(PK)⊆L⊆Q(SK)tointermedi-

atefieldsQ(PK,m)⊆L(m)⊆Q(SK,m)

2.Aftermissigned,publiclearnsL′where
Q(PK)⊂L′⊂Q(SK),wheretheinclusions

areproperinclusions.

3.Hence,nonzeroprobabilitythereexistsa

pair(s′,m′)suchthats′∈L(m′),whichcan
betestedwithverificationalgorithm.
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3.c.i.Theimpossibilityofestablishinga

sharedsecret

Theimpossibilityofestablishingasharedse-

cretwillimmediatelyruleoutpublic-keyen-

cryption,interactiveencryption,Diffie-Hellman

keyexchange,andoblivioustransferinthis

model.

AprotocolbetweenAliceandBobconsistsof

asequenceofsteps.LetFAbethefieldgener-

atedbyAliceandletFBbethefieldgenerated

byBob.Duringeachstepinformationmaybe

revealedtothepublic.LetFPbethefield

generatedbythepublicinformation.

Therearetwotypesofsteps,eitherAlice(Bob)

selectsarandomelementtherebyextending

herassociatedfieldorAlice(Bob)transmits

anelementfromherfieldtoBob(Alice).Due

tothetransmission,atransmittedelementis

revealedtothepublic.
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3.c.ii.Theimpossibilityofestablishinga

sharedsecret

WehavethetwobasicstepsforAlice(and

similarlyforBob):

Step1AtranscendentalelementxoverQ(FA,FB)

isselectedbyAlice:

(FA,FB,FP)→(FA(x),FB,FP),

Step2AliceselectsanelementxinFAand

transmitsittoBob:

(FA,FB,FP)→(FA,FB(x),FP(x)),

Toshowtheimpossibilityofsecretsharingover

rationalnumbersweneedtoprove

FA∩FB=FP

aftereachstepoftheprotocol.Inotherwords

allsharedinformationcanbecomputedbythe

publicbymeansoffieldoperations.
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3.c.iii.Theimpossibilityofestablishinga

sharedsecret

F_A(b1, ..., bm) = F_B(a1, ..., an)

F_P(a1, ..., an)

F_P

F_P(b1, ..., bm)

F_BF_A

a1
a2

a(n-1)

a1
a2

a(n-1)

b1
b2

b(m-1)

b1
b2

b(m-1)

Invariant:∀i,0≤i≤n−1,
[FB(a1,...,ai+1):FB(a1,...,ai)]

‖
[FP(a1,...,ai+1):FP(a1,...,ai)]
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3.c.iv.Theimpossibilityofestablishinga

sharedsecret

Lemma1:LetG⊆Fbefieldssuchthat

[G(v):G]=[F(v):F].Theneithervis

transcendentaloverForthereexistsabasis

X={1,v,v2,...,vn−1}ofF(v)overFwhich

isalsoabasisofG(v)overG.

Proof:ThebasisXofF(v)overFislinearly

independentoverG⊆F.Since[G(v):G]=

[F(v):F]andXdoesnotdependonF,Xis
abasisofG(v)overG.

Lemma2:LetG⊆Fandletvbetranceden-

taloverF.ThenF∩G(v)=G.

Proof:Letx∈G(v).Thenthereexistpolyno-

mialsf(.)andg(.)withcoefficientsinG⊆F

andg(v)6=0suchthatx=f(v)/g(v).Ifxis

alsoinFtheneithervisalgebraicoverFor

f(v)/g(v)doesnotdependonv,thatisx∈G.

Eurocrypt2002/April29th,2002/10



3.c.v.Theimpossibilityofestablishinga

sharedsecret

Onecangeneralizethepreviouslemmato:

Lemma3:LetG⊆FandletXbeafinite
linearindependentsetoverFwith1∈X.Then
F∩G[X]=G.(Weomittheproof)

Finally,theresultweshallneed:

Lemma4:Theinvariantimplies∀i,

FA(a1,...,ai)∩FP(a1,...,ai)⊆

FA(a1,...,ai)∩FP(a1,...,ai−1)

Proof:

LetFi=FA(a1,...,ai)andGi=FP(a1,...,ai).

Bylemma1,theinvariantimplieseitherai+1

istranscendentaloverFiorthereexistsaba-

sisXofFi(ai+1)overFiwhichisalsoabasis

ofGi(ai+1)overGi.Accordingtolemmas1

and2respectively,Fi∩Gi(ai+1)=Gi.Since

FA⊆Fi,FA∩Gi(ai+1)⊆Gi,thatis,

FA∩Gi+1=FA∩Gi(ai+1)⊆FA∩Gi.
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3.c.vi.Theimpossibilityofestablishinga

sharedsecret

Itcanbeshownthatbothsteps(andhence

theentireprotocol)preservetheinvariant.It

remainstoshowthattheinvariantimplies

FA∩FB=FP

Proof:

1.FP⊆FA∩FBsinceFPispublic.

2.∀i,

FA(a1,...,ai)∩FP(a1,...,ai)⊆

FA(a1,...,ai)∩FP(a1,...,ai−1)

3.FA∩FB⊆FPbyinduction.
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Conclusion

Insummary,wehaveshownthatalthoughiden-

tificationprotocolsandone-wayfunctionsexist

inthismodel,securesignatureschemes,secure

encryptionschemes,andschemesforsharinga

secretdonot.

Futurework:

•WorkwasmotivatedbyBurmester,Rivest,
andShamir’s“GeometricCryptography.”

Thecomputationalmodelintheirpaperal-

lowstheoperations

{+,−,∗,/,√yfory>0}.
Whatcryptographicprimitivesarepossible

now?

•Whatarenecessaryandsufficientcondi-
tionsonthesetofoperationsallowedto

makecertainprimitivespossibleinthismodel?
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