Algorithms in the Real World (15-853) Solutions for Assignment # 3

Problem 1

A. Let n = Hgll pfi, where p1,...,p; are the prime factors of n. Then, by definition, we have
i=l k;i—1
p(n) = szl i (pi—1).
Now, if n has an odd prime factor, then corresponding to that factor p;, the term p; — 1 in

the above product is even, and consequently, ¢(n) is even. Similarly, if n is a power of 2, with
the corresponding k; > 1, then the term 2%~ is even, so ¢(n) is even.

Thus the only number n for which ¢(n) is odd is 2. The value of ¢(n) in this case is 1. (n =1
is also a valid answer, because ¢(n) can be defined to be 1.)

B. Let d = [[=4pf. Then, m = [['='p with &/ > k;,¥i < I. Now we have ¢(d) =

i=l ki—1 i=l k\—k;

[, o (i — 1), and o(m) = 1% (3 — 1). Then, o(m)/o(d) = T2t
szlﬂ Pl (pi — 1), which is an integer. Thus ¢(d)|p(m).

Problem 2

The protocol proceeds in three stages. Alice, Bob and Carol first pick random elements a, b and
c. Then, Alice sends ¢* mod n to Bob, Bob sends ¢® mod n to Carol, and Carol sends g¢ mod n
to Alice. In the next round, Alice sends ¢°® mod n to Bob, Bob sends ¢ mod n to Carol, and
Carol sends ¢* mod n to Alice. Finally, the three players compute ¢?*¢ mod n and use that as
the common secret. This scheme is as secure as the Diffie Hellman scheme for two parties.

Problem 3

A. Knowing e; and es, Eve first computes r and s such that re; + seo = 1. She can do this by
using Euclid’s algorithm. Then she computes m] x mj = m™ x m*? mod n = m.

B. We can assume that N4, Ng and N¢ are coprime, otherwise Eve can factor them and obtain
the message m. Now we have ms = m3 mod N4, mp = m? mod Ng, and m¢g = m3
mod N¢o. Applying the chinese remainder theorem, Eve can compute m® mod NyNgN¢,
because Na, Np and N are pairwise coprime. Now, m < min(N4, Ng, N¢). So, m3 <
NaNpN¢, and m? mod NoANgN¢ is simply m3. Eve simply takes the cube root of this
number and obtains the message m.



Problem 4

For each pair (y, z), Bob can compute the message m = y% mod (2% + 2x 4+ 1). This can be done

by writing a simple program that computes the inverse of y modulo x> + 2z 4 1, and then computes
the product z x (y~1) mod (2% + 2z + 1).
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Figure 1: Polynomials and their corresponding logs to base  modulo 2 + 2z + 1.

The question, however, provides us a “trapdoor” that greatly simplifies the calculation, and
enables us to find the solution by hand. Recall that = is a generator of the group. For any
polynomial y in the group, we can easily compute a such that 2% = y mod (2 + 2z + 1). The
respective values are displayed in the table on the next page. Now, for each pair (y,z), we first
read off the corresponding a; and as from the table. Then, the decoded message is simply zy~!! =
go2—Har mod 26 - \We compute ag — 11a; mod 26 and read off the corresponding letter from the
table below. This gives us the message: GALOISFIELD.

Problem 5

Roughly. Randomly pick an number z in Z,, (if gcd(x,n) > 1 then you have factored n). Calculate
y = x? (mod n). Use the square root routine to calculate the square root z of y. If z # 4z then
keep x and z, else pick another random number and repeat. With proability 1/2 we will succeed
on each trial so after a polylogarithmic number of trials the probability of failure is 1/n*. Once
we have found z # +x which are both square roots of y we have 22 = 22 (mod n) so 2% — 22 =0
(mod n) and (z — z)(x + 2) = 0 (mod n) so (x — z) or (z + z) must not be relatively prime to n

and we can find a factor using ged(n,x — z) and ged(n,z + z).



