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Abstract

Theincreasingavailability of informationaboutpeoples
context malesit possibleto deploy context-sensitiveser
vices,whee accessto resoucesprovided or manajed by
a serviceis limited dependingon a person's contet. For
example a location-basedservicecan requite an individ-
ual to be at a particular location in order to let the indi-
vidual usea printer or learn her friends' location. How-
ever, constaining accesgo a resouce basedon con den-
tial information about a person's context could resultin
privacy violations. For instance if accessis constained
basedon a person's location, granting or rejectingaccess
will provide information about this person’s location and
couldviolatethe person’s privacy. We introducean access-
contol algorithmthat avoidsprivacy violationscausedoy
context-sensitiveservices.Our algorithm exploits the con-
ceptsof access-rightgraphs,which representall theinfor-
mationthatneedgo becollectedn orderto male a context-
sensitiveaccessdecision. Moreover, we introducehidden
constaints, which keepsomeof this informationsecetand
thus allow for more exible accesscontiol. \We present
a distributed, certi cate-basedaccess-conti architectuie
for contet-sensitiveserviceghatavoidsprivacyviolations,
a samplemplementationanda performancesvaluation.

1. Intr oduction

Theincreasinghumbersof networkeddevices(e.g.,cell-
phonesor handhelds}hat individuals are carrying and of
networkedsensorge.g.,camerashet morecontet-sensitve
information aboutpeoplebecomeelectronicallyavailable.
This trendenableghe deploymentof contect-sensitve ser
vices,whereaccesgo resourceprovided or managedy a
servicedepend®on a persons contet. For instance mary
penasive computingprojects provide location-basedser
vices,wherearesourcds availableto anindividual only if
theindividual is at a particularlocation[1, 4, 5, 8, 13, 14].
For example, a userof a buddy servicecould allow her
friendsto learnherlocationonly if they arenearby Sim-
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ilarly, theadministratoof aservicemanagingdevices(e.g.,
a projectoror a printer) in a meetingroom could decide
to let only peoplein the room accesghesedevices. How-

ever, thedeploymentof context-sensitve serviceposesse-
riousprivagy challengesNamely we mustensureghatthese
servicegdo notleak con dential informationaboutanindi-

vidual's contet to unauthorizecentities. In this paper we

shav how to avoid suchprivagy violations.

Let us demonstratehowv a nave implementationof
contet-sensitve accesslecisionsto resourcesanleadto
privagy violations. In our rst example,con dential infor-
mation leaksto a servicethat provides information. As-
sumethat Alice lets peopleseeher currentcalendarentry
only if they standin front of her of ce, thatis, sheim-
posesa contet-sensitve constaint. A cellphoneservice
provides peoples location information, and a centralized
calendasystemoffers Alice's calendatinformation. Given
this setup,whenBob asksthe calendarservicefor Alice's
calendarentry, the calendarservicecould learn Bob's lo-
cationwhile makinganaccesslecision,eitherby querying
thelocationservicedirectly or by beingtold by athird entity
thatthe constrainimposedby Alice is ful lled. Therefore,
Bob's locationinformation could leak to the calendarser
vice (i.e., to the organizationrunningthis service),and his
privagy couldbeviolated.

In the secondexample,con dential informationleaksto
a personwho is grantedaccesgo someotherinformation.
AssumethatAlice allows peopleto accessercalendaen-
try if sheis in herof ce. Therefore,if somebodycanre-
trieve this entry, hewill alsolearnthatAlice isin herof ce.
A personplanningon breakinginto Alice's housewould
happilytake advantageof this informationleak.

In our third example,con dential informationleaksto a
personwho grantsotherpeopleaccesdo herinformation.
AssumethatAlice grantsherselfaccesgo hercalendaten-
try constrainedo Bob beingat a particularlocation. When
thecalendasystengrantsAlice access$o herentry, shewill
learnBob's location,which couldbe aninformationleak.

Related work has largely ignored privagy violations
causedby contet-sensitve services. Avoiding thesevio-
lationsis a complex problem, especiallywhen constraints



arerecursve (e.g.,"Alice saysthatBob canaccessercal-
endarwhensheis in herof ce.” and“Alice saysthatBob
canacces$erlocationwhensheis notbusy”). As aresult,
in our rst contribution, we presenta systematidnvesticp-
tion of information leakscausedby context-sensitve ser
vicessothatwe understandhll the opportunitiesfor infor-
mationleaks.Our seconccontrikutionis asetof algorithms
to avoid informationleakscausedy contect-sensitve ser
vices.In particular our algorithmsinclude:

Access-rightsgraphs. We introducealgorithmsfor build-
ing andresolvingaccess-rightgraphs. Thesegraphs
representll the informationthat will have to be col-
lectedin orderto ensurethe satistctionof constraints
associatedvith aresourceFurthermorewe presentin
access-controhlgorithm that, basedon access-rights
graphs, resoles constraintsand avoids information
leaks.

Hidden constraints. We propose hidden constraints,
which make it possibleto implementmore e xible
constraintdy keepingconstraintspeci cationssecret.
Furthermore, hidden constraintslead to a more
simpli ed access-contralgorithm.

Finally, we presenta distributed, certi cate-based
access-controarchitecturethat exploits thesealgorithms
in orderto provide contet-sensitve servicesthat do not
leak con dential information, an exampleimplementation
of thisarchitectureanda performancevaluation.

We startby introducingour systemmodel (Section2).
We then focus on a restrictedset of constraintsand dis-
cussinformation leaks that theseconstraintscould cause
and how to avoid theseleaks (Section3). Basedon this
discussionwe thendroptherestrictionson constraintsaand
introduceaccess-rightgraphs(Section4) andhiddencon-
straints(Section5). Finally, we preseniour access-control
architecturgSection6) andmeasurats performancdSec-
tion 7).

2. SystemModel

In this section,we describethe systemmodel that we
will usefor studyingprivacgy violationscausedy context-
sensitve accessontrol. In particular we introduce(con-
strained)accessights and client-basedaccessontrol and
presenbur securitymodel.

2.1.AccessRights and Constraints

For simplicity reasonswe assumehattheresource®f-
fered or managedy a context-sensitve serviceconsistof
con dential information (e.g., the location of an individ-
ual's friends or a persons calendarentry). It is straight-

forward to apply our algorithmsto a servicethat manages
physicaldevices,suchasa printeror a projector

For an entity to be grantedaccesgo con dential infor-
mation, theremustbe an accesgight authorizingthis ac-
cess.An accessight consistf four parts: An issuerissu-
ing the accessight, a subjectbeinggiven accessinforma-
tion to which accesss granted,anda tuple of constaints
thatmustbe satis ed for the subjectto getaccesdgo thein-
formation. Eitherthe subjector thetuple of constraintan
be omittedfrom theaccessight. Eachpieceof information
hasanowner, whois responsibldor issuingaccessightsto
thisinformation. For example,Alice issuesaccessightsto
heractiity information.

We assumehata constraintconsistof informationand
of asetof permittedvalues.The constrainis satis edif the
currentvalueof its informationequalsone of the valuesin
the set. A tuple of constraintsattachedo an accesgight
is satis ed if eachconstraintin the tuple is satis ed. We
obsere that mary sensibleconstraintsin penasive com-
putinginvolve informationaboutthe context of aperson A
persons contet caninclude,for example,thecurrenttime,
her currentactiity, or her currentlocation. In addition,a
constrainis typically aboutthe persorthateitheris granted
anaccessight (e.g.,“Alice grantsBob accesdo hercalen-
darif heis in his of ce.”) or grantsanaccesgight (e.g.,
“Alice grantsBob accesgo hercalendaif sheis in herof-
ce.”), butnotaboutthird entities.Thereforewe aremainly
interestedn constraintdhatdealwith contet-sensitve in-
formationaboutthe rst two entities(thoughour presented
solutionis powerful enoughto supportconstraintsnvolv-
ing third entities).We focuson contect-sensitve constraints
thatarecon dential (e.g.,apersonslocationor actiity, but
not the currenttime) andthat have dynamicvalues,which
malesit infeasibleto checkthe satishictionof a constraint
uponthespeci cationof anaccessight.

2.2.Client-BasedAccessControl

We will studyinformationleaksfor the following sce-
nario: A client wantsto retrieve information provided by
a service. We usethe termsprimary informationand pri-
mary servicefor referringto this informationand service,
respectrely. Theclient's accessight to the primaryinfor-
mationhasa tuple of constraints.We call the information
listedin the constraintonstaint informationandthe ser
vicesoffering it constaint services Notethatfor different
requeststhesamdnformationcanbeeitherprimaryor con-
straintinformation,anda servicecanbe eitherthe primary
or a constraintservice. Here,we assumehat, for a partic-
ular type of information,thereis only oneservicethat pro-
videsthis typeof information.We discusgshe moregeneral
casein the extendedversionof this paper{10, Chapter5].

Thereare multiple approache$o deploy accessontrol
in thisscenarioWe concentraten client-basedccesson-
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trol [3, 11], wherethe client needso prove to the primary
servicethat the client is authorizedto accesghe primary
information. The servicemakesthe nal accesdecision
by validatingthis proof of access.The proof containsthe
client's accessight to the primary information and con-
rms thateachof theconstraintsn theaccessight is satis-
ed. We usethe term assuancefor sucha con rmation.

Therefore,before the client can contactthe primary ser

vice, the client needsto retrieve assuranceslin particular
for eachconstrainin theclient'saccessight to theprimary
information, the client hasto build a proof of accessfor

the constraintinformation, contactthe correspondingon-
straintservice,andhave it issueanassuranceWe illustrate
client-basedhccessontrolin Figure 1. Both accessights
andassurancesanberepresentedsdigital certi cates. If

theclient's accessightsto the constraininformationwere
also constrainedthe client recursvely would have to re-
trieve assurancefor the constraintsn theseaccesgights
beforehand.

The adwvantageof client-basediccessontrolis the lack
of a centralizedentity makingaccesdlecisiong(i.e., a sin-
gle point of failure). Furthermore by assigningparts of
the access-controload (i.e., constraintresolution)to the
client, the approachreducesthe load on the primary ser
vice. We studyapproachethatemploy a centralizecentity
or that have a serviceresole constraintsin the extended
version[10, Chapter5], wherewe obsere thatsimilar pri-
vagy violationscanoccurin all approaches.

A constraintservicereturninganassurancédicatesfor
how long it expectsthe correspondingonstrainto remain
satis ed. The primary serviceshouldreturnprimary infor-
mationonly within this time window. (We assumeeason-
ably synchronizedtlocks.) While it is possiblethata con-
straintserviceerrsandthata constraindoesbecomenvalid
within the indicatedwindow, we believe thatour approach
is sufcient for context-sensitve constraints.For example,
individuals move at a nite speedwhich limits the possi-
ble changein their locationwithin a (short) time window.
Insteadof a window-basedapproachijt is alsopossibleto

timestamprequestsHowever, suchanapproactraisessev-
eralimplementatiorchallenge$10, Chapter5].

2.3.Security Model

In our securitymodel,serviceghat provide con dential
information implementthe access-controalgorithmsde-
scribedin this paper The goal of an attacler is to learn
con dential informationthatthe attacler is not authorized
to access. In orderto achieve this goal, an attacler can
choosébetweerthefollowing actions:An attaclercansend
requestdo a serviceand obsene their fate. A requestis
either deniedor grantedaccess.In the latter case,the at-
tacler will seethe requestednformation. Alternatively, an
attacler cansetup servicesand obsere requestgeaching
suchaservice.An attacler canalsoissue(constrainedac-
cesgrightsto informationownedby the attacler andsnoop
network traf c. Attackerscancollude.

We do not examineotherattacks suchastraf c-analysis
or statistical-inferencattacksor attacksbasecdn the phys-
ical obsenrationof a person.

3. Constraints and Information Leaks

In thissectionwe de ne informationleaks,asstudiedin
this paper anddiscusshow they canoccurin client-based
accesgontrolandhow to avoid them.

3.1.De nition

Whena single entity or multiple, colluding entitiesare
familiar both with a constraintspeci cation in an access
right andwith the outcomeof a requestexploiting this ac-
cessright, they caninfer someknowledge aboutthe con-
straintinformationlisted in the speci cation. If the single
entity andall of the colluding entities,respectiely, arenot
authorizedo accesshis knowledge,therewill beaninfor-
mationleak. (If any of the colluding entitiesis authorized,
therewill not be a leak, sincethe authorizedentity could



always proxy for the unauthorizecentities.) In particular

the leaked knowledgerevealseitherthat the currentvalue
of the constraintinformationis in the setof valueslistedin

theconstrainspeci cationor thatthecurrentvalueis notin

this set. We assumehatthe rangeof valuesthat constraint
information can have is publicly knovn. Therefore,both
casedeaka setof possiblecurrentvalues.If the leaked set
containonly oneelementthecurrentvalueleaksandthere
is anexactcompomise If theleakedsetcontainamorethan
oneelementthereis still apartial compomise sincetheset
is smallerthantherangeof valuesthatthe constraintinfor-

mationcanhave.

3.2.Client-BasedAccessControl

For informationleaksto occur anentity needsto know
the constraintspeci cationsin anaccessight. Thefollow-
ing entitiesknow the constrainspeci cationsin theclient's
accessightto theprimaryinformation:theissuerof theac-
cesgight, theclient,andtheprimaryservice.Let usdiscuss
for eachentity how to preventinformationfrom leakingto
the entity. For now, we assumehat accesgights to con-
straintinformationarenot constrained.

Client: Client-basedaccesscontrol makes the client
build proofsof accesdor the constraintinformationin the
client's accesgight, asshavn in Figure 1. Without these
proofs,theclientwill notbeableto retrieve assurancesom
the constraintservices. Therefore,con dential knowledge
aboutconstraininformationcannotieakto theclient.

Primary sewice: The primary servicecouldlearncon-

dential knowledge about constraintinformation from a
proof of accessreceved from the client since the proof
alsolists assurancesn additionto the client's accessight.
Therefore the client mustvalidatethatthe primary service
hasaccesgo the constraintinformationbeforesendingthe
proofto the service.(Sincethe client's accessightsto the
constraintinformation are not constrainedthe client does
not needto performthis checkwhensendinga proof of ac-
cesdo aconstraintservice.)In casetheclientis notwilling
to perform this validation, its accesgights shouldbe re-
voked.

Issuer. Theissuerof the client's accessight to the pri-
mary information could collude with the client or the pri-
mary serviceto learn con dential knowledge about con-
straintinformationin the accessight. However, sincewe
ensurethat both candidatedave accesgo this knowledge,
asmentionedabore, thisis notaninformationleak.

Accessrights to constraintinformation can recursvely
be constrained,which makes avoiding information leaks
more dif cult. For simplicity reasonsjet us assumethat
thereis only onelevel of recursionthatis, if anentity has
aconstrainediccessight to constraininformation,the en-
tity' s accessights to the constraintinformationin thatac-
cesgightarenot constrained(We discusghemoregeneral

casein Section4.) As discussedbove, the client needso
ensurehatthe primaryservicehasaccessightsto the con-
straintinformationin theclient'saccessight to theprimary
information. If the services accesgights are constrained,
the client hasto validate theseconstraints. Namely the
client hasto retrieve constraintinformation from a con-
straintservice,using accesgights issuedto the client. If
suchanaccessight wasconstraineandits issuercolluded
with the primaryservice theissuerwould know thatwhen-
ever the primary serviceis contactedthe constraintsn this
accessight aresatis ed andtheissuercould derive con -
dential knowledge aboutconstraintinformationin the ac-
cessright. We canavoid this leak by requiringthe client
to ensurethat the issuerof an accessight hasaccesso
constraintinformationin the accesgight beforeusingthe
accessightin aproof of access.

In client-basedaccesscontrol, accesgights are repre-
sentedasdigital certi cates. We have not discussedvhere
an entity that is grantedan accesgight storesthe corre-
spondingcerti cate. The entity could storeaccessightsin
a publicly accessiblelatabaseandretrieve themfrom this
databasevhenbuilding proofs of access.However, if ac-
cessrightswerestoredin sucha databasethe primary ser
vice could exploit theinformationleakjust describedwvith-
outhaving to colludewith theissuerof anaccessight. This
obsenationsuggestsiot to storeaccessightsin a publicly
accessiblelatabase.

To ensurghatconstraininformationdoesnotleakto an
issuerof anaccessight or to aservice asmentionedabove,
theclientneedgo know theissuersandtheservicesaccess
rightsto this information, respectiely. However, if access
rights are not publicly available,the client will not easily
be able to learn abouttheseaccesgights and thus might
notbeableto askthe primaryservicefor the primaryinfor-
mation. We cansolve this con ict by keepingthe typesof
constraintdisted in anaccesgight restricted.A restricted
constaint in anaccessight is a constraintwvhoseinforma-
tion is restrictedto informationaboutthe subjector theis-
suerof the accessight. (As mentionedn Section2.1, we
expectthisto bethe mostusefulcasein penasive comput-
ing anyway.) Here,if a constrainin anaccessight granted
to the client involvesthe client, the client itself candecide
whetherit wantsthe issuerof the accesgight or a service
to have accesgo the constraininformation. If a constraint
involvesthe issuerof the accessight, the issuerautomati-
cally hasaccesgo the constraintinformation. In termsof
serviceshaving accesgo this information, theissuercould
inform the client of theseserviceswhenissuingthe access
rightto theclient. Apartfrom keepingconstraintsestricted,
anotheroption arehiddenconstraintswhich preventa ser
vice from learningthe constraintspeci cation in the rst
place(seeSectionb).

In summarythe clientmustensue that the primary ser



vice hasaccesdo the constaint informationin the client's
accesgight for theprimary informationandthattheissuer
of an accesgight hasaccesdo the constaint information
in the accesgight. Furthermoe, accesgights shouldnot
be publicly available and constaints shouldbe restricted
elsetheclient'schancedor successfullgompletingheout-
lined stepsto avoid informationleaks(and thusaccessing
theprimary information)decease

4. Access-RightsGraphs

In the previous section,we have seenthat even if we
requiresomeaccessightsto be unconstrainedaccesson-
trol is alreadydif cult. Letusnow discusghegenerakase,
whereary accessight canbeconstraineéndwhereaccess
controlthusbecomesven morecomple. To increasehe
client's chancedo completeaccessontrol, we requirethat
accessightsarenotpublicly available(i.e.,only thesubject
andissuerof anaccesgsight initially know the contentsof
theaccessight).

4.1.Design

Our access-controdlgorithm for the generalcaseex-
ploits access-rightgraphs Suchagraphcaptureselation-
shipsbetweeraccessightsandconstraintonthem,allows
for easydetectionof potentialproblems,like information
leaks,loops,or con icting constraintsandsimpli es reso-
lution of constraints.

An access-rightgraphis built for particularinformation
in termsof an entity's accesgights. The graphrepresents
the conditionsunderwhich this entity hasaccesdo thein-
formation. The edgesandnodesof the graphare derived
from the entity's accessights. In particular a nodein the
graphrepresentinformation,andthe edgesoutgoingfrom
anodedenotethe constraint®n anaccessight to theinfor-
mationin the node.An edgehasa setof valuesattachedo
it, meaningthattheinformationin the nodethatthe edgeis
pointingto is constrainedo the valuesin the set. If anac-
cessright to informationis unconstrainedthe correspond-
ing nodehasan outgoingedgethat goesbackto the node
andthatis markedwith “2”; sucha nodecannothase more
than one outgoingedge. We call the node containingthe
informationfor which the graphis built rootnode Figure2
shavs an exampleof an access-rightgraph. We usethe
schemé'Alice.location”for representingnformationin the
graph.The rst part(i.e.,“Alice”) denotegheownerof the
information. The secondpart(i.e., “location”) corresponds
to thetypeof information.

We call an access-rightgraphcon ict-freeif for nodes
with multiple incoming edges the intersectionof the sets
of valuesattachedto theseedgesis not empty Figure 3
shavs an exampleof a graphwith a con ict. Therecould
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Figure 2. Access-rights graph. The graph is
for information A:x in terms of an entity' s ac-
cess rights. In particular, the entity has ac-
cess rights to A:x constrained to B:y = sand
C:z=t, to B:y constrained to D:w = u,to C:z
constrained to C:z 2 fr;tg, and to D:w in an
unconstrained way.
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Figure 3. Access rights graphs with con ict.
The graph has conicting constraints on D:w.

be multiple graphsfor the sameinformationin termsof an
entity's accessightsif theentity hadmultiple accessights
to this information,but with differentconstraintonthem.

The entity whoseaccessights are usedfor building an
access-rightgraphhasaccesso theinformationin theroot
nodeif 1) eachnodehasat leastone outgoingedge(i.e.,
thereis an accesgight to the informationin the node),2)
the graphis con ict-free, and 3) the currentvalue of the
informationin eachnodeis listedin eachof the nodes in-
comingedges.

Assumingthatanentity's accessightsarelocally avail-
able,building acon ict-free accessightsgraphout of these
accessightsis acompletelylocal stepandstraightforvard.
We presentthe pseudocodeén the extendedversion[10,
Chapter5]. Ensuringthat eachconstraintis satis ed re-
quirestraversalof thegraphandcontactingremoteservices
that offer the informationin a node. We call this graph



traversalresolution

Access-rightsgraphscan becomearbitrarily comple.
At presentwe expectthemto berathersimplefor practical
scenariossuchasthegraphin Figure2. This expectations
basedon two obsenrations: First, peopletypically specify
accessightsin amanualway, whichtendsto leadto simple
accesgights, having no or only a few, broadconstraints.
Secondtheamountof contet informationthatis currently
available about peopleand that can be usedto constrain
accesss still ratherlimited. However, both obserations
probablywill nolongerhold in the future. For example,if
userdet electronicagentsmanageaccessightsontheir be-
half, accesgights will becomemore complicatedandcan
involve moreandnarraver constraints Also, theamountof
informationavailableaboutpeopleis steadilyincreasing.

4.2.Client-BasedAccessControl

Let usnow discusshow we employ access-rightgraphs
in client-basedaccessontrol. Here,the client mustbuild
proofs of accessfor the primary and constraintinforma-
tion. In particular the client builds a con ict-free access-
rights graphfor the primaryinformationin termsof its ac-
cessrightsandassembleproofsfor thenodesin thegraph
while resolvingthis graph. In addition,the client musten-
surethatno con dential knovledgeaboutconstraintinfor-
mationleaksto a servicereceving a proof of accesor to
anissuerof anaccessight. Therefore for eachnodein the
graph,the client builds additionalaccess-rightgraphsfor
theinformationin the nodespointedto by thatnode.These
graphsareeitherin termsof theaccessightsof the service
offering the informationin thatnodeor in termsof the ac-
cessrights of the issuerof the accessight associatedvith
thatnode.In particular theclientimplementghealgorithm
shavn in Figure4. To make it easierfor the clientto build
access-rightgraphdn termsof aservicesorissuersaccess
rights,constraintsn anaccessight shouldberestrictedas
de nedin Section3.2.

While resolvinganaccess-rightgraph,the client needs
to build proofsof accessWhencontactinga constraintser
vice,theclientmightreceve anassurancstatingthatacon-
straintis satis ed. Onceit hasreceved assurancefor all
the nodesthata nodeis pointingto, it canbuild a proof of
accesdor theinformationin this nodeandcontactthe cor-
respondingonstraint(or primary) service.For example,in
thegraphshavn in Figure2, theclient rst retrievesanas-
surancefor D:w = u from the constraintserviceoffering
D:w, usingits accessight asa proof of accessTheclient
thenuseghisassurancandits accessightto B :y to build a
proof of accesdor gettinganassurancéor B:y = s. Simi-
larly, it getsanassurancéor C:x = t. Thesdwo assurances
andtheaccessight to A:x allow theclientto build a proof
of accesdor A:x. The serviceoffering A:x validatesthe
proofandreturnsthe currentvalueof A:x.

Proofbuilding becomedlif cult for con ict-free access-
rights graphswith loops involving more than one node,
sincethereis no olbvious nodeat which a client can start
resolution.Therearemultiple waysto dealwith suchcases.
If theinformationof all thenodesn theloop wasofferedby
thesameservice aclientcouldhavethis serviceresohethe
loop. If multiple servicesofferedthis information,a client
couldcontactsomeof theseservicesandaskthemto resolhe
the constraintson its behalf. This option requirestrustre-
lationshipsbetweerthe servicesso thatthey canexchange
constraininformation. Noneof this constraintinformation
mustleakto theclientunlessall theconstraintaresatis ed.

5. Hidden Constraints

In this section,we introducethe conceptof hiddencon-
straintsandapplyit to client-basediccessontrol.

5.1.Design

In our scenariothe client canaccesghe primary infor-
mationonly if boththe clientandthe primary servicehave
accesdo the constraintinformationin the client's access
right to the primary information. In practice,this require-
mentcouldleadto ownersof constraintinformationgrant-
ing the primary serviceaccesso theinformationto ensure
thatthe client canaccesshe primaryinformation. This ap-
proachis problematicsinceintrudersinto the servicecould
exploit theservicesaccessights. Alternatively, if anowner
of informationis notwilling to grantthe primaryserviceac-
cesstheclientwill notbeableto accesshe primaryinfor-
mation. For example,assumehat Alice usesa servicefor
providing importantinformationaboutherandthatBob has
no trustrelationshipwith this service.Alice grantsBob an
accessight to theinformation,giventhatheis at a partic-
ular location. Bob is now in a dilemma: Either hereleases
hislocationto theuntrustedservicein his proofof acces®r
hecannotlearnAlice's information.

We now proposea solutionthatincreaseshe numberof
caseswvherethe client canaccesghe primary information
andthatdoesnot requireownersof constraintinformation
to issueaccesgights to the primary service. Our solution
exploits hiddenconstaints Accordingto our de nition of
aninformationleakin Section3.1,anentity mustknow the
constrainspeci cationin anaccessightin orderto beable
to derive con dential knovledgewhen observingrequests
exploiting this accessight. However, if a constraintspec-
i cation is hiddenfrom the entity, observingrequestwill
notallow the entity to infer this con dential knowvledge.In
our exampleabove, Alice canissuethe accesgight such
thatthe constraintin the accessight remainshiddenfrom
thelocationservice.Thereforetheservicecannotlearnthe
speci cationfrom the proof of accessandwill not be able
to learnBob's location.



/I Returntrue if entityhasaccesgo informationat givenvalue
booleancan _access(Entity entity, Information

information,

Value value) f

Set graphs = conict-freeaccess-rightgraphswith at leastoneoutgoingedge per nodefor

information in termsof entity

'saccesgights. If value

I= null andinformationin root node

of agraphis constainedto particular valuesof thisinformation,value mustbe containedn thesevalues.

while (graphs.notEmpty()) f

Graph graph = graphs.remove();

if (is _resolvable(graph)) return true;
g

return false

g

/I Returntrue if the constaintsin theaccess-rightgraphare satis ed andif there are no informationleaks.

booleanis _resolvable(Graph graph) f
/I Gathernodesthatcanberesolved.

Set readySet = all nodesn graph with nooutgoingedgesotherthananedge to itself;
while (readySet.notEmpty()) f
Node node = readySet.remove();
Information information = node.get _information();
Value value = retrievesignedstatementontainingcurrentvalueof information fromconstaint

service usingaccessight associatedvith node andpreviouslygatheedassuances;

if (value

is notlistedin all incomingedgesof node) return false

/I We nowhavean assuancefor thenode Next, ensue thatissuerof an accessight andservicegeceiving
/I accessight in proof of accescanaccessonstaint informationin the accesgight.

parents = nodeswith anoutgoingedgeto node;
while (parents.notEmpty()) f
Node parent = parents.remove();
Entity owner = parent.get _information().get
if ({(can _access(owner, information,
Entity service = serviceoffering parent.get
if (!(can _access(service, information,

value)))
_information() ;
value)))

_owner();

return false

return false (*)

if (all nodeswith incomingedge fromparent havebeenremaedfromreadySet)

readySet.add(parent);

g
g
return true;

g

Figure 4. Access-contr ol algorithm. Access contr ol consist of building a conict-free access-rights
graph and of resolving this graph. In addition, access contr ol must recur sively ensure that issuer s
of access rights and services receiving proofs of access can access constraint information.

Notethathiddenconstraintsio not hide the existenceof
aconstrainin anaccessight from anentity, they hideonly
its speci cation. Furthermorehiding aconstrainspeci ca-
tion from an entity doesnot meanthatthe entity cannever
learnthe speci cation. If the entity hadaccesdo the con-
straintinformationin the speci cation, it could learnthe
speci cationby observingthe system.However, thisis not
aninformationleak, sincethe entity hasaccesgo the con-
straintinformation.

5.2.Client-BasedAccessControl

A constrainspeci cationconsistof constraininforma-
tion, a setof permittedvalues,andthe identity of the con-
straintserviceresponsibléor acknavledgingconstrainsat-

isfaction. Let us now explore which partsof a constraint
speci cationwe canhidefrom which entity in client-based
accesxontrol. (Obviously, we cannotkeepthe constraint
speci cationsin anaccessight secrefrom theissuerof the

accessight.)

We can hide a constraintspeci cation entirely from a
service.Namely aserviceis notinterestedn this speci ca-
tion; it wantsto know only whetherthe correspondingon-
straintis satis ed. To supportthis featuretheissuerof an
accessight needsto associate constraintwith the access
right suchthata servicecannotlearnthe constraintspeci -
cationwhenlooking at the accesgight or at an assurance
in aproof of accessHowever, the client building this proof
remainsable to gatherassurancefor the constraint. We
presenianimplementatiorof this conceptbasedon digital
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Figure 5. Proof-building architecture . The
access-rights—graph ~ component interacts

with the access-rights repositor y for building
a graph and with service stubs for resolution
of the graph.

certi catesin Section6.2. Suchahiddenconstrainprevents
con dential knowledgefrom leakingto a service.Namely
hiddenconstraintsliminatethe checkmarked with (*) in
theaccess-contralgorithmin Figure4.

It is not possibleto hide a constraintspeci cation en-
tirely from theclientsincethe client mustknow theidentity
of the constraintserviceresponsibldor resolvingthe con-
straint. We can hide only the constraintinformation and
the setof permittedvaluesfrom the client. (For example,
the issuerof an accesgight encryptsthe two items with
the public key of theresponsibleonstraintservice.)How-
ever, dependingnthetypeof constraininformationor ser
vice, knowing the constraintservicemight allow the client
to deducethe type of constraintinformation (e.g.,whena
constraintserviceprovides only onetype of information),
the owner of the constraintinformation(e.g.,whena con-
straintserviceprovidesonly oneindividual's information),
or eventhe value of the constraintinformation(e.g.,when
aconstraintservicehaslimited coverage suchasalocation
servicecoveringonly onebuilding). Dueto thesereasons,
our access-controarchitecturepresentedn the next sec-
tion supportshiding constraint®nly from a service but not
from theclient.

6. Ar chitecture

We now presenta client-basedaccess-controdrchitec-
ture that supportsaccessights with context-sensitve con-
straints.We give anoverview of our architectureandtake a
closerlook attheimplementatiorof hiddenconstraints.

6.1.Architecture

Figureb givesanoverview of theclient'scomponentin-
volvedin proof building. The access-rights—graptompo-
nentis responsibldor building andresolvingaccess-rights
graphs. This componentretrieves requiredaccessrights
from the access-rightsepositoryand implementsthe al-

gorithm given in Figure 4. While resolvinga graph, the
componenasksservicestubsto getanassurancéor nodes
other than the root node) or the value of the information
(for theroot node). A servicestubknows how to interact
with a service.We useextendedSPKI/SDSIdigital certi -
cates[7] for expressingaccessights and assurancesWe
give someexample statementsn the extendedversion of
this paper[10, Chapter5].

6.2.Hidden Constraints

We now discusshow we hide constraint§rom services.
Here theissuerof aconstrainedccessightincludesonly a
referenceo the constraintspeci cationin the accessight,
but not the actualspeci cation. Therearemultiple waysto
implementsucha scheme.We discussan approachbased
ondigital certi catesin this paperandanotheronebasedn
one-way chainsin the extendedversion[10, Chapter5].

Theissuerincludesa public key, H, in anaccesgight,
whereH senesasareferencedo aconstraintspeci cation.
This public key will alsobe usedfor validatingassurances
signedwith thecorrespondingrivatekey, Hi 1. Theissuer
of anaccessight shouldgeneratéd andH i 1. To avoid in-
formationgatheringbasedon correlation theissuershould
notre-useH in differentaccessights. The constraintspec-
i cation referredto by H is alsode ned by theissuerand
consistf thefollowing parts:

Constraint de nition. This partlists the constraintinfor-
mationanda setof permittedvalues.

Signingkey. The signing key corresponddo private key
Hi 1. Itis encryptedwith thepublickey of aconstraint
serviceS.! By choosinghisencryptiorkey, theissuer
of the accesgight and of the constraintspeci cation
pickstheconstrainservicethatprovidestheconstraint
information.

Validation key. The validationkey corresponddo public
key H.

Publice{<ey of sewice. This partlists the public key of the
constraintservice S.

Integrity data. This dataensureghe integrity of the con-
straintspeci cation. We usea cryptographichashof
theconstraintspeci cation(excludingsigningkey and
integrity data)andencryptthis hashtogetherwith the
signingkey.

Thisconstrainspeci cationandtheaccessight contain-
ing referenceH to it areusedasfollows: Theirissuergives
bothof themto theclient. Whenbuilding a proof of access,
the client retrievesthe identity of the constraintservice,S,
from the speci cationandgivesthe constraintspeci cation
to S. Theserviceensureghatthe currentvalueof the con-
straintinformationcorresponds$o oneof the permittedval-
ues. It thendecryptsthe ciphertet in the speci cationto

1We usean AES-basechybrid encryptionschemeand HMAC for in-
tegrity checking.



getHi ! andto ensurethat the speci cation hasnot been
tamperedwith. Next, it usesH ! to issuean assurance
in the form of a digital certi cate. The assuranceonsists
of thevalidationkey, H, signedwith thesigningkey, Hi 1.
Thesignaturenasalifetime correspondingo thetimeframe
duringwhichtheconstrainserviceexpectstheconstrainto
remainsatis ed.

Next, the client sendghe accessight, togethewith the
assuranceto the primary service,which validatesthe sig-
natureof the accessight. For referenceH includedin the
accesgight, the serviceensureghatthereis an assurance
covering H and signedwith Hi . Note that the service
never seegheactualconstraintspeci cation.

A constrainserviceneeddo performanasymmetride-
cryptionoperationwhich canbe expensve. However, it is
possiblefor the serviceto cachedecryptedsigningkeys. In
this way, whenthe serviceis asled to issuean assurance
for thesameconstrainimultiple times, it needgo performa
decryptionoperatioronly for the rst request.

7. Performance Analysis

We presenta performancenalysisof our access-control
architecture. Our implementationis in Java and based
on an existing access-contrdramework for Web environ-
ments[11]. We deploy it in the Aura penasive computing
ervironment[9]. SSL[17] providespeerauthenticatiorand
con dentiality and integrity of transmittedmessagesWe
run our measurementsn a PentiumIV/2.5 GHz with 1.5
GB of memoryLinux 2.4.20,andJasal.4.2.Ourasymmet-
ric cryptographimperationemploy 1024bit RSA keys.

We study the costof accesscontrol when Alice grants
Bobaccesgo hercalendatinformationunderdifferentcon-
straints.In the rst experiment,Alice grantsaccesnly if
sheis currentlyin herof ce. Alice doesnot hidethis con-
straint. In the secondexperiment,Alice grantsaccesnly
if Bobis currentlyin his of ce. Alice hidesthis constraint.
If Alice did not hide the constraint,Bob would have to re-
vealhislocationto the calendasservice whichhemightnot
be willing to do andthuswould not be ableto accessAl-
ice's calendar Thethird experimentis identicalto the sec-
ondone,but theconstrainservicecacheslecryptedsigning
keys. Our locationservice ngers a persons desktopcom-
puteranddetermineserlocationbasecn heractivity. Our
calendasserviceis basedn OracleCorporateime.

The resultsfor the three experimentsare in Table 1.
Overall,thecostcausedy accesgontrolandissuingassur
anceds small. For thesecondexperiment,jssuinganassur
ancebecomesnore expensve sincethe constraintservice
needsto decryptthe ciphertext. However, this additional
costgivesusmore e xibility whenrunningaccessontrol.
We canreducethis costby cachingdecryptedciphertexts,
asshavn in thethird experiment.

8. Related Work

Multiple penasive computing ervironments support
context-sensitve accesscontrol to con dential informa-
tion [1, 4, 8, 13]. Al-Muhtadi et al. [1], Chenet al. [4],
andGandorandSadeH8] eachemploy centralizedule en-
ginesfor runningaccessontrol. None of themdiscusses
whetherand how they addressinformation leaks caused
by constraints. Minami and Kotz [13] presentan access-
controlarchitecturevhereservicegesol\e constraintsAc-
cesgightsarepublicly availablein theirarchitectureTo be
ableto ensuresatishction of constraintsthe primary ser
vice needsto have accesgights to the constraintinforma-
tion listedin theclient'saccessight to theprimaryinforma-
tion. The authorsassumehatthoseaccessightsarenever
constrainedThis limitation avoidsinformationleakswhere
the client exploits publicly availableaccessightsto derive
con dential knowledgeaboutconstraintinformationin the
services accessights.

Covington et al. [5, 6], Neumannand Strembeck15],
andBaconetal. [2] addcontet awarenesso role-basedc-
cesscontrol. The rst two approachemale theassignment
of apermissiorto arole conditionalon the currentcontext;
thethird oneconditionsrole activationson the currentcon-
text. None of the approachesonsidersnformation leaks
causedy contet-sensitve constraints.

Classicaccess-controinodels, such as mandatoryac-
cesscontrol,discretionaryaccesgontrol, or role-basedac-
cesscontrol, have no or very limited supportfor context-
sensitve accesgights to information. This limitation has
beenaddressedh newver models,suchasUCONpgc [16]
or GAA API [15]. Both modelssupportcontet-sensitve
constraintsput thereis no discussionof how information
leakscausedy contet-sensitie constraintsareavoided.

McDaniel [12] discussessarious evaluation issuesfor
constraintdn a distributedenvironment,lists desiredsecu-
rity propertieqe.g.,non-repudiation)andreviews different
implementatiorapproachesHe doesnot discussinforma-
tion leakscausedy constraints.

9. Conclusionsand Futur e Work

We shaved that context-sensitve constraintson access
rights canleadto privagy violationsanddiscussecdow to
avoid theseviolations. We alsointroducedthe conceptsof
access-rightgraphsandhiddenconstraints.Access-rights
graphsrepresenthe conditionsunderwhich accesshould
be granted.Hiddenconstraintsavoid informationleaksby
keepingconstrainspeci cationssecretWe presenteddis-
tributed, contet-sensitve access-controarchitecturethat
avoids privagy violations. Ourimplementatiorandits eval-
uationdemonstratéhe feasibility of our approach.

Our discussiorrevealedthataccessights shouldnot be



Entity Step Non-hidden| Hidden | Hidden,w/ caching

o ®B 0 ®» *

Client/constrainservice | SSL socket creation 50 3| 50 (3)| 50 3)
Constraintservice Deserialization 13 2| 18 (2)| 18 )
Constraintservice Accesscontrol 3 1) 4 (2 3 (2)
Constraintservice Retrieve location 37 3| 38 (3| 38 3)
Constraintservice Issueassurance 17 | 3% (1) 17 Q)
Client/primaryservice | SSLsocket creation 92 (12) | 96 (16) | 96 (16)
Primaryservice Deserialization 23 @] 21 (7| 20 (2)
Primaryservice Accesscontrol 5 (2) 5 (2 5 (2)
Primaryservice Retrieve calendaentry | 202  (23) | 204 (16) | 201 (11)
Total 463 (26) | 485 (14) | 469 (15)

Table 1. Client-response time. Mean and standar d deviation of elapsed time for security operations
(in bold) and for other, expensive operations using either non-hid den or hid den constraints (100 runs

each) [ms].

publicly available and that constraintsshould be kept re-
stricted,otherwiserunningtheaccess-contralgorithmcan
becomecomple. In particular constraintsshouldinvolve
eithera subjectbeing grantedan accesgight or an entity
issuinganaccessight.

We aredeploying ouraccess-controhfrastructuren ad-
ditional servicedn orderto investigatewhatkind of access
rightsandconstraintonthemusersde ne.
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