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Abstract

Theincreasingavailabilityof informationaboutpeople's
context makes it possibleto deploycontext-sensitiveser-
vices,where accessto resourcesprovidedor managed by
a serviceis limited dependingon a person's context. For
example, a location-basedservicecan require an individ-
ual to be at a particular location in order to let the indi-
vidual usea printer or learn her friends' location. How-
ever, constraining accessto a resourcebasedon con�den-
tial information about a person's context could result in
privacy violations. For instance, if accessis constrained
basedon a person's location,granting or rejectingaccess
will provide information about this person's location and
couldviolatetheperson'sprivacy. We introduceanaccess-
control algorithmthat avoidsprivacyviolationscausedby
context-sensitiveservices.Our algorithmexploits thecon-
ceptsof access-rightsgraphs,which representall theinfor-
mationthatneedsto becollectedin orderto makea context-
sensitiveaccessdecision. Moreover, we introducehidden
constraints,which keepsomeof this informationsecretand
thus allow for more �exible accesscontrol. We present
a distributed,certi�cate-basedaccess-control architecture
for context-sensitiveservicesthatavoidsprivacyviolations,
a sampleimplementation,anda performanceevaluation.

1. Intr oduction

Theincreasingnumbersof networkeddevices(e.g.,cell-
phonesor handhelds)that individualsarecarryingandof
networkedsensors(e.g.,cameras)letmorecontext-sensitive
informationaboutpeoplebecomeelectronicallyavailable.
This trendenablesthedeploymentof context-sensitive ser-
vices,whereaccessto resourcesprovidedor managedby a
servicedependson a person's context. For instance,many
pervasive computingprojectsprovide location-basedser-
vices,wherea resourceis availableto anindividual only if
the individual is at a particularlocation[1, 4, 5, 8, 13, 14].
For example, a user of a buddy servicecould allow her
friendsto learnher locationonly if they arenearby. Sim-

ilarly, theadministratorof aservicemanagingdevices(e.g.,
a projectoror a printer) in a meetingroom could decide
to let only peoplein the room accessthesedevices. How-
ever, thedeploymentof context-sensitiveservicesposesse-
riousprivacy challenges.Namely, wemustensurethatthese
servicesdo not leakcon�dential informationaboutanindi-
vidual's context to unauthorizedentities. In this paper, we
show how to avoid suchprivacy violations.

Let us demonstratehow a nä�ve implementationof
context-sensitive accessdecisionsto resourcescanleadto
privacy violations. In our �rst example,con�dential infor-
mation leaksto a servicethat provides information. As-
sumethat Alice lets peopleseeher currentcalendarentry
only if they standin front of her of�ce, that is, she im-
posesa context-sensitive constraint. A cellphoneservice
provides people's location information, and a centralized
calendarsystemoffersAlice's calendarinformation.Given
this setup,whenBob asksthe calendarservicefor Alice's
calendarentry, the calendarservicecould learn Bob's lo-
cationwhile makinganaccessdecision,eitherby querying
thelocationservicedirectlyor by beingtoldbyathirdentity
thattheconstraintimposedby Alice is ful�lled. Therefore,
Bob's locationinformationcould leak to the calendarser-
vice (i.e., to theorganizationrunningthis service),andhis
privacy couldbeviolated.

In thesecondexample,con�dential informationleaksto
a personwho is grantedaccessto someotherinformation.
AssumethatAlice allows peopleto accesshercalendaren-
try if sheis in her of�ce. Therefore,if somebodycanre-
trieve thisentry, hewill alsolearnthatAlice is in herof�ce.
A personplanningon breakinginto Alice's housewould
happilytakeadvantageof this informationleak.

In our third example,con�dential informationleaksto a
personwho grantsotherpeopleaccessto her information.
AssumethatAlice grantsherselfaccessto hercalendaren-
try constrainedto Bob beingat a particularlocation.When
thecalendarsystemgrantsAlice accessto herentry, shewill
learnBob's location,whichcouldbeaninformationleak.

Related work has largely ignored privacy violations
causedby context-sensitive services. Avoiding thesevio-
lations is a complex problem,especiallywhenconstraints



arerecursive (e.g.,“Alice saysthatBob canaccesshercal-
endarwhensheis in herof�ce.” and“Alice saysthatBob
canaccessherlocationwhensheis notbusy.”). As a result,
in our �rst contribution, we presenta systematicinvestiga-
tion of information leakscausedby context-sensitive ser-
vicesso that we understandall the opportunitiesfor infor-
mationleaks.Oursecondcontribution is asetof algorithms
to avoid informationleakscausedby context-sensitive ser-
vices.In particular, ouralgorithmsinclude:

Access-rightsgraphs. We introducealgorithmsfor build-
ing andresolvingaccess-rightsgraphs.Thesegraphs
representall the informationthat will have to be col-
lectedin orderto ensurethesatisfactionof constraints
associatedwith aresource.Furthermore,wepresentan
access-controlalgorithm that, basedon access-rights
graphs, resolves constraintsand avoids information
leaks.

Hidden constraints. We propose hidden constraints,
which make it possibleto implementmore �e xible
constraintsby keepingconstraintspeci�cationssecret.
Furthermore, hidden constraints lead to a more
simpli�ed access-controlalgorithm.

Finally, we present a distributed, certi�cate-based
access-controlarchitecturethat exploits thesealgorithms
in order to provide context-sensitive servicesthat do not
leak con�dential information,an exampleimplementation
of thisarchitecture,andaperformanceevaluation.

We startby introducingour systemmodel (Section2).
We then focus on a restrictedset of constraintsand dis-
cussinformation leaks that theseconstraintscould cause
and how to avoid theseleaks(Section3). Basedon this
discussion,we thendroptherestrictionson constraintsand
introduceaccess-rightsgraphs(Section4) andhiddencon-
straints(Section5). Finally, we presentour access-control
architecture(Section6) andmeasureits performance(Sec-
tion 7).

2. SystemModel

In this section,we describethe systemmodel that we
will usefor studyingprivacy violationscausedby context-
sensitive accesscontrol. In particular, we introduce(con-
strained)accessrights andclient-basedaccesscontrol and
presentoursecuritymodel.

2.1.AccessRights and Constraints

For simplicity reasons,we assumethattheresourcesof-
feredor managedby a context-sensitive serviceconsistof
con�dential information (e.g., the location of an individ-
ual's friends or a person's calendarentry). It is straight-

forward to apply our algorithmsto a servicethat manages
physicaldevices,suchasaprinteror aprojector.

For an entity to be grantedaccessto con�dential infor-
mation, theremustbe an accessright authorizingthis ac-
cess.An accessright consistsof four parts:An issuerissu-
ing theaccessright, a subjectbeinggivenaccess,informa-
tion to which accessis granted,anda tuple of constraints
thatmustbesatis�ed for thesubjectto getaccessto thein-
formation.Eitherthesubjector thetupleof constraintscan
beomittedfrom theaccessright. Eachpieceof information
hasanowner, whois responsiblefor issuingaccessrightsto
this information.For example,Alice issuesaccessrightsto
heractivity information.

We assumethata constraintconsistsof informationand
of asetof permittedvalues.Theconstraintis satis�edif the
currentvalueof its informationequalsoneof thevaluesin
the set. A tuple of constraintsattachedto an accessright
is satis�ed if eachconstraintin the tuple is satis�ed. We
observe that many sensibleconstraintsin pervasive com-
putinginvolve informationaboutthecontext of aperson.A
person's context caninclude,for example,thecurrenttime,
her currentactivity, or her currentlocation. In addition,a
constraintis typically aboutthepersonthateitheris granted
anaccessright (e.g.,“Alice grantsBob accessto hercalen-
dar if he is in his of�ce.”) or grantsan accessright (e.g.,
“Alice grantsBob accessto hercalendarif sheis in herof-
�ce.”), but notaboutthird entities.Therefore,wearemainly
interestedin constraintsthatdealwith context-sensitive in-
formationaboutthe�rst two entities(thoughour presented
solution is powerful enoughto supportconstraintsinvolv-
ing third entities).Wefocusoncontext-sensitiveconstraints
thatarecon�dential (e.g.,aperson's locationor activity, but
not the currenttime) andthat have dynamicvalues,which
makesit infeasibleto checkthesatisfactionof a constraint
uponthespeci�cationof anaccessright.

2.2.Client­BasedAccessControl

We will study information leaksfor the following sce-
nario: A client wantsto retrieve informationprovided by
a service. We usethe termsprimary informationandpri-
mary servicefor referringto this informationandservice,
respectively. Theclient's accessright to theprimary infor-
mationhasa tuple of constraints.We call the information
listed in theconstraintsconstraint informationandtheser-
vicesoffering it constraint services. Notethat for different
requests,thesameinformationcanbeeitherprimaryor con-
straintinformation,anda servicecanbeeithertheprimary
or a constraintservice.Here,we assumethat, for a partic-
ular typeof information,thereis only oneservicethatpro-
videsthis typeof information.Wediscussthemoregeneral
casein theextendedversionof thispaper[10, Chapter5].

Therearemultiple approachesto deploy accesscontrol
in thisscenario.Weconcentrateonclient-basedaccesscon-
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trol [3, 11], wheretheclient needsto prove to theprimary
servicethat the client is authorizedto accessthe primary
information. The servicemakes the �nal accessdecision
by validatingthis proof of access.The proof containsthe
client's accessright to the primary information and con-
�rms thateachof theconstraintsin theaccessright is satis-
�ed. We usethe term assurancefor sucha con�rmation.
Therefore,before the client can contactthe primary ser-
vice, the client needsto retrieve assurances.In particular,
for eachconstraintin theclient'saccessright to theprimary
information, the client hasto build a proof of accessfor
the constraintinformation,contactthe correspondingcon-
straintservice,andhave it issueanassurance.We illustrate
client-basedaccesscontrol in Figure1. Both accessrights
andassurancescanberepresentedasdigital certi�cates. If
theclient's accessrightsto theconstraintinformationwere
also constrained,the client recursively would have to re-
trieve assurancesfor the constraintsin theseaccessrights
beforehand.

Theadvantageof client-basedaccesscontrol is the lack
of a centralizedentity makingaccessdecisions(i.e., a sin-
gle point of failure). Furthermore,by assigningpartsof
the access-controlload (i.e., constraintresolution)to the
client, the approachreducesthe load on the primary ser-
vice. We studyapproachesthatemploy a centralizedentity
or that have a serviceresolve constraintsin the extended
version[10, Chapter5], wherewe observe thatsimilar pri-
vacy violationscanoccurin all approaches.

A constraintservicereturninganassuranceindicatesfor
how long it expectsthecorrespondingconstraintto remain
satis�ed. Theprimaryserviceshouldreturnprimary infor-
mationonly within this time window. (We assumereason-
ably synchronizedclocks.) While it is possiblethata con-
straintserviceerrsandthataconstraintdoesbecomeinvalid
within the indicatedwindow, we believe thatour approach
is suf�cient for context-sensitive constraints.For example,
individualsmove at a �nite speed,which limits the possi-
ble changein their locationwithin a (short) time window.
Insteadof a window-basedapproach,it is alsopossibleto

timestamprequests.However, suchanapproachraisessev-
eralimplementationchallenges[10, Chapter5].

2.3.Security Model

In our securitymodel,servicesthatprovide con�dential
information implementthe access-controlalgorithmsde-
scribedin this paper. The goal of an attacker is to learn
con�dential informationthat the attacker is not authorized
to access. In order to achieve this goal, an attacker can
choosebetweenthefollowing actions:An attackercansend
requeststo a serviceand observe their fate. A requestis
eitherdeniedor grantedaccess.In the latter case,the at-
tacker will seetherequestedinformation.Alternatively, an
attacker cansetup servicesandobserve requestsreaching
sucha service.An attacker canalsoissue(constrained)ac-
cessrightsto informationownedby theattacker andsnoop
network traf�c. Attackerscancollude.

Wedonotexamineotherattacks,suchastraf�c-analysis
or statistical-inferenceattacksor attacksbasedon thephys-
ical observationof aperson.

3. Constraints and Inf ormation Leaks

In thissection,wede�ne informationleaks,asstudiedin
this paper, anddiscusshow they canoccurin client-based
accesscontrolandhow to avoid them.

3.1.De�nition

Whena singleentity or multiple, colluding entitiesare
familiar both with a constraintspeci�cation in an access
right andwith theoutcomeof a requestexploiting this ac-
cessright, they can infer someknowledgeaboutthe con-
straint informationlisted in the speci�cation. If the single
entity andall of thecolludingentities,respectively, arenot
authorizedto accessthis knowledge,therewill beaninfor-
mationleak. (If any of thecolludingentitiesis authorized,
therewill not be a leak, sincethe authorizedentity could



alwaysproxy for the unauthorizedentities.) In particular,
the leaked knowledgerevealseither that the currentvalue
of theconstraintinformationis in thesetof valueslistedin
theconstraintspeci�cationor thatthecurrentvalueis not in
this set. We assumethat therangeof valuesthatconstraint
informationcan have is publicly known. Therefore,both
casesleaka setof possiblecurrentvalues.If theleakedset
containsonly oneelement,thecurrentvalueleaks,andthere
is anexactcompromise. If theleakedsetcontainsmorethan
oneelement,thereis still apartial compromise, sincetheset
is smallerthantherangeof valuesthattheconstraintinfor-
mationcanhave.

3.2.Client­BasedAccessControl

For informationleaksto occur, anentity needsto know
theconstraintspeci�cationsin anaccessright. Thefollow-
ing entitiesknow theconstraintspeci�cationsin theclient's
accessright to theprimaryinformation:theissuerof theac-
cessright, theclient,andtheprimaryservice.Let usdiscuss
for eachentity how to prevent informationfrom leakingto
the entity. For now, we assumethat accessrights to con-
straintinformationarenot constrained.

Client: Client-basedaccesscontrol makes the client
build proofsof accessfor theconstraintinformationin the
client's accessright, asshown in Figure1. Without these
proofs,theclientwill notbeableto retrieveassurancesfrom
the constraintservices.Therefore,con�dential knowledge
aboutconstraintinformationcannotleakto theclient.

Primary service: Theprimaryservicecould learncon-
�dential knowledge about constraintinformation from a
proof of accessreceived from the client since the proof
alsolists assurances,in additionto theclient's accessright.
Therefore,theclient mustvalidatethat theprimaryservice
hasaccessto theconstraintinformationbeforesendingthe
proof to theservice.(Sincetheclient's accessrights to the
constraintinformationarenot constrained,the client does
not needto performthis checkwhensendinga proof of ac-
cessto aconstraintservice.)In casetheclient is notwilling
to perform this validation, its accessrights shouldbe re-
voked.

Issuer: Theissuerof theclient's accessright to thepri-
mary informationcould colludewith the client or the pri-
mary serviceto learn con�dential knowledge about con-
straint informationin the accessright. However, sincewe
ensurethatbothcandidateshave accessto this knowledge,
asmentionedabove, this is notaninformationleak.

Accessrights to constraintinformationcan recursively
be constrained,which makes avoiding information leaks
more dif�cult. For simplicity reasons,let us assumethat
thereis only onelevel of recursion,that is, if anentity has
a constrainedaccessright to constraintinformation,theen-
tity' s accessrights to theconstraintinformationin thatac-
cessright arenotconstrained.(Wediscussthemoregeneral

casein Section4.) As discussedabove, theclient needsto
ensurethattheprimaryservicehasaccessrightsto thecon-
straintinformationin theclient'saccessright to theprimary
information. If the service's accessrights areconstrained,
the client has to validate theseconstraints. Namely, the
client has to retrieve constraintinformation from a con-
straint service,usingaccessrights issuedto the client. If
suchanaccessright wasconstrainedandits issuercolluded
with theprimaryservice,theissuerwouldknow thatwhen-
ever theprimaryserviceis contacted,theconstraintsin this
accessright aresatis�ed andthe issuercouldderive con�-
dential knowledgeaboutconstraintinformation in the ac-
cessright. We canavoid this leak by requiring the client
to ensurethat the issuerof an accessright hasaccessto
constraintinformationin the accessright beforeusingthe
accessright in aproofof access.

In client-basedaccesscontrol, accessrights are repre-
sentedasdigital certi�cates. We have not discussedwhere
an entity that is grantedan accessright storesthe corre-
spondingcerti�cate. Theentity couldstoreaccessrightsin
a publicly accessibledatabaseandretrieve themfrom this
databasewhenbuilding proofsof access.However, if ac-
cessrightswerestoredin sucha database,theprimaryser-
vice couldexploit theinformationleakjust describedwith-
outhaving to colludewith theissuerof anaccessright. This
observationsuggestsnot to storeaccessrightsin a publicly
accessibledatabase.

To ensurethatconstraintinformationdoesnot leakto an
issuerof anaccessright or to aservice,asmentionedabove,
theclientneedsto know theissuer'sandtheservice'saccess
rights to this information,respectively. However, if access
rights arenot publicly available, the client will not easily
be able to learn abouttheseaccessrights and thus might
notbeableto asktheprimaryservicefor theprimaryinfor-
mation. We cansolve this con�ict by keepingthe typesof
constraintslisted in anaccessright restricted.A restricted
constraint in anaccessright is a constraintwhoseinforma-
tion is restrictedto informationaboutthesubjector the is-
suerof theaccessright. (As mentionedin Section2.1, we
expectthis to bethemostusefulcasein pervasive comput-
ing anyway.) Here,if aconstraintin anaccessright granted
to theclient involvestheclient, theclient itself candecide
whetherit wantsthe issuerof the accessright or a service
to have accessto theconstraintinformation. If a constraint
involvesthe issuerof theaccessright, the issuerautomati-
cally hasaccessto the constraintinformation. In termsof
serviceshaving accessto this information,the issuercould
inform theclient of theseserviceswhenissuingtheaccess
right to theclient. Apartfromkeepingconstraintsrestricted,
anotheroptionarehiddenconstraints,which preventa ser-
vice from learningthe constraintspeci�cation in the �rst
place(seeSection5).

In summary, theclient mustensure that theprimary ser-



vicehasaccessto theconstraint informationin theclient's
accessright for theprimary informationandthat theissuer
of an accessright hasaccessto theconstraint information
in theaccessright. Furthermore, accessrights shouldnot
be publicly availableand constraints shouldbe restricted
elsetheclient'schancesfor successfullycompletingtheout-
lined stepsto avoid informationleaks(and thusaccessing
theprimary information)decrease.

4. Access-RightsGraphs

In the previous section,we have seenthat even if we
requiresomeaccessrightsto beunconstrained,accesscon-
trol is alreadydif�cult. Let usnow discussthegeneralcase,
whereany accessright canbeconstrainedandwhereaccess
control thusbecomesevenmorecomplex. To increasethe
client's chancesto completeaccesscontrol,we requirethat
accessrightsarenotpublicly available(i.e.,only thesubject
andissuerof anaccessright initially know thecontentsof
theaccessright).

4.1.Design

Our access-controlalgorithm for the generalcaseex-
ploitsaccess-rightsgraphs. Suchagraphcapturesrelation-
shipsbetweenaccessrightsandconstraintson them,allows
for easydetectionof potentialproblems,like information
leaks,loops,or con�icting constraints,andsimpli�es reso-
lution of constraints.

An access-rightsgraphis built for particularinformation
in termsof an entity's accessrights. The graphrepresents
theconditionsunderwhich this entity hasaccessto the in-
formation. The edgesandnodesof the grapharederived
from theentity's accessrights. In particular, a nodein the
graphrepresentsinformation,andtheedgesoutgoingfrom
anodedenotetheconstraintsonanaccessright to theinfor-
mationin thenode.An edgehasa setof valuesattachedto
it, meaningthattheinformationin thenodethattheedgeis
pointing to is constrainedto thevaluesin theset. If anac-
cessright to informationis unconstrained,thecorrespond-
ing nodehasan outgoingedgethat goesbackto the node
andthatis markedwith “¤”; sucha nodecannothave more
thanoneoutgoingedge. We call the nodecontainingthe
informationfor which thegraphis built rootnode. Figure2
shows an exampleof an access-rightsgraph. We usethe
scheme“Alice.location”for representinginformationin the
graph.The�rst part(i.e., “Alice”) denotestheownerof the
information.Thesecondpart (i.e., “location”) corresponds
to thetypeof information.

We call an access-rightsgraphcon�ict-freeif for nodes
with multiple incomingedges,the intersectionof the sets
of valuesattachedto theseedgesis not empty. Figure 3
shows an exampleof a graphwith a con�ict. Therecould
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Figure 2. Access­rights graph. The graph is
for inf ormation A:x in terms of an entity' s ac­
cess rights. In par ticular , the entity has ac­
cess rights to A:x constrained to B :y = s and
C:z = t, to B :y constrained to D :w = u, to C:z
constrained to C:z 2 f r; tg, and to D :w in an
unconstrained way.
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Figure 3. Access rights graphs with con�ict.
The graph has con�icting constraints on D:w.

bemultiple graphsfor thesameinformationin termsof an
entity'saccessrightsif theentityhadmultipleaccessrights
to this information,but with differentconstraintson them.

The entity whoseaccessrights areusedfor building an
access-rightsgraphhasaccessto theinformationin theroot
nodeif 1) eachnodehasat leastoneoutgoingedge(i.e.,
thereis an accessright to the informationin the node),2)
the graphis con�ict-free, and 3) the currentvalue of the
informationin eachnodeis listed in eachof thenode's in-
comingedges.

Assumingthatanentity's accessrightsarelocally avail-
able,building acon�ict-free accessrightsgraphoutof these
accessrightsis acompletelylocalstepandstraightforward.
We presentthe pseudocodein the extendedversion [10,
Chapter5]. Ensuringthat eachconstraintis satis�ed re-
quirestraversalof thegraphandcontactingremoteservices
that offer the information in a node. We call this graph



traversalresolution.
Access-rightsgraphscan becomearbitrarily complex.

At present,weexpectthemto berathersimplefor practical
scenarios,suchasthegraphin Figure2. Thisexpectationis
basedon two observations: First, peopletypically specify
accessrightsin amanualway, whichtendsto leadto simple
accessrights, having no or only a few, broadconstraints.
Second,theamountof context informationthatis currently
available aboutpeopleand that can be usedto constrain
accessis still ratherlimited. However, both observations
probablywill no longerhold in the future. For example,if
userslet electronicagentsmanageaccessrightsontheirbe-
half, accessrights will becomemorecomplicatedandcan
involvemoreandnarrowerconstraints.Also, theamountof
informationavailableaboutpeopleis steadilyincreasing.

4.2.Client­BasedAccessControl

Let usnow discusshow weemploy access-rightsgraphs
in client-basedaccesscontrol. Here,the client mustbuild
proofs of accessfor the primary and constraintinforma-
tion. In particular, the client builds a con�ict-free access-
rightsgraphfor theprimary informationin termsof its ac-
cessrightsandassemblesproofsfor thenodesin thegraph
while resolvingthis graph. In addition,theclient musten-
surethatno con�dential knowledgeaboutconstraintinfor-
mationleaksto a servicereceiving a proof of accessor to
anissuerof anaccessright. Therefore,for eachnodein the
graph,the client builds additionalaccess-rightsgraphsfor
theinformationin thenodespointedto by thatnode.These
graphsareeitherin termsof theaccessrightsof theservice
offering the informationin thatnodeor in termsof theac-
cessrightsof the issuerof theaccessright associatedwith
thatnode.In particular, theclient implementsthealgorithm
shown in Figure4. To make it easierfor theclient to build
access-rightsgraphsin termsof aservice'sor issuer'saccess
rights,constraintsin anaccessright shouldberestricted,as
de�ned in Section3.2.

While resolvinganaccess-rightsgraph,theclient needs
to build proofsof access.Whencontactingaconstraintser-
vice,theclientmightreceiveanassurancestatingthatacon-
straint is satis�ed. Onceit hasreceived assurancesfor all
thenodesthata nodeis pointing to, it canbuild a proof of
accessfor theinformationin this nodeandcontactthecor-
respondingconstraint(or primary)service.For example,in
thegraphshown in Figure2, theclient �rst retrievesanas-
surancefor D :w = u from the constraintserviceoffering
D :w, usingits accessright asa proof of access.Theclient
thenusesthisassuranceandits accessright to B :y to build a
proofof accessfor gettinganassurancefor B :y = s. Simi-
larly, it getsanassurancefor C:x = t. Thesetwoassurances
andtheaccessright to A:x allow theclient to build a proof
of accessfor A:x . The serviceoffering A:x validatesthe
proofandreturnsthecurrentvalueof A:x .

Proofbuilding becomesdif�cult for con�ict-free access-
rights graphswith loops involving more than one node,
sincethereis no obvious nodeat which a client canstart
resolution.Therearemultiplewaysto dealwith suchcases.
If theinformationof all thenodesin theloopwasofferedby
thesameservice,aclientcouldhavethisserviceresolvethe
loop. If multiple servicesofferedthis information,a client
couldcontactsomeof theseservicesandaskthemto resolve
the constraintson its behalf. This option requirestrust re-
lationshipsbetweentheservicesso that they canexchange
constraintinformation.Noneof this constraintinformation
mustleakto theclientunlessall theconstraintsaresatis�ed.

5. Hidden Constraints

In this section,we introducetheconceptof hiddencon-
straintsandapplyit to client-basedaccesscontrol.

5.1.Design

In our scenario,theclient canaccesstheprimary infor-
mationonly if boththeclient andtheprimaryservicehave
accessto the constraintinformation in the client's access
right to the primary information. In practice,this require-
mentcould leadto ownersof constraintinformationgrant-
ing theprimaryserviceaccessto the informationto ensure
thattheclient canaccesstheprimaryinformation.This ap-
proachis problematicsinceintrudersinto theservicecould
exploit theservice'saccessrights.Alternatively, if anowner
of informationis notwilling to granttheprimaryserviceac-
cess,theclient will not beableto accesstheprimaryinfor-
mation. For example,assumethatAlice usesa servicefor
providing importantinformationaboutherandthatBobhas
no trust relationshipwith this service.Alice grantsBob an
accessright to the information,given thathe is at a partic-
ular location. Bob is now in a dilemma:Eitherhereleases
his locationto theuntrustedservicein hisproofof accessor
hecannotlearnAlice's information.

We now proposea solutionthat increasesthenumberof
caseswherethe client canaccessthe primary information
andthatdoesnot requireownersof constraintinformation
to issueaccessrights to the primary service. Our solution
exploits hiddenconstraints. Accordingto our de�nition of
aninformationleakin Section3.1,anentitymustknow the
constraintspeci�cationin anaccessright in orderto beable
to derive con�dential knowledgewhenobservingrequests
exploiting this accessright. However, if a constraintspec-
i�cation is hiddenfrom the entity, observingrequestswill
not allow theentity to infer this con�dential knowledge.In
our exampleabove, Alice can issuethe accessright such
that theconstraintin theaccessright remainshiddenfrom
thelocationservice.Therefore,theservicecannotlearnthe
speci�cationfrom theproof of accessandwill not beable
to learnBob's location.



// Returntrue if entityhasaccessto informationat givenvalue.
booleancan access(Entity entity, Information information, Value value) f

Set graphs = con�ict-freeaccess-rightsgraphswith at leastoneoutgoingedgepernodefor
information in termsof entity 'saccessrights. If value != null andinformationin rootnode
of a graphis constrainedto particular valuesof this information,value mustbecontainedin thesevalues.

while (graphs.notEmpty()) f
Graph graph = graphs.remove();
if (is resolvable(graph)) return true;

g
return false;

g

// Returntrue if theconstraintsin theaccess-rightsgrapharesatis�edandif thereareno informationleaks.
booleanis resolvable(Graph graph) f

// Gathernodesthat canberesolved.
Set readySet = all nodesin graph with nooutgoingedgesotherthananedge to itself;
while (readySet.notEmpty()) f

Node node = readySet.remove();
Information information = node.get information();
Value value = retrievesignedstatementcontainingcurrentvalueof information fromconstraint

service, usingaccessright associatedwith node andpreviouslygatheredassurances;
if (value is not listedin all incomingedgesof node) return false;
// Wenowhaveanassurancefor thenode. Next, ensure that issuerof anaccessright andservicesreceiving
// accessright in proofof accesscanaccessconstraint informationin theaccessright.
parents = nodeswith anoutgoingedge to node ;
while (parents.notEmpty()) f

Node parent = parents.remove();
Entity owner = parent.get information().get owner();
if (!(can access(owner, information, value))) return false;
Entity service = serviceofferingparent.get information() ;
if (!(can access(service, information, value))) return false; (*)
if ( all nodeswith incomingedge fromparent havebeenremovedfromreadySet)

readySet.add(parent);
g

g
return true;

g

Figure 4. Access­contr ol algorithm. Access contr ol consist of building a con�ict­free access­rights
graph and of resolving this graph. In addition, access contr ol must recur sivel y ensure that issuer s
of access rights and services receiving proofs of access can access constraint inf ormation.

Notethathiddenconstraintsdonothidetheexistenceof
aconstraintin anaccessright from anentity, they hideonly
its speci�cation.Furthermore,hidingaconstraintspeci�ca-
tion from anentity doesnot meanthat theentity cannever
learnthespeci�cation. If theentity hadaccessto thecon-
straint information in the speci�cation, it could learn the
speci�cationby observingthesystem.However, this is not
an informationleak,sincetheentity hasaccessto thecon-
straintinformation.

5.2.Client­BasedAccessControl

A constraintspeci�cationconsistsof constraintinforma-
tion, a setof permittedvalues,andthe identity of thecon-
straintserviceresponsiblefor acknowledgingconstraintsat-

isfaction. Let us now explore which partsof a constraint
speci�cationwe canhidefrom which entity in client-based
accesscontrol. (Obviously, we cannotkeepthe constraint
speci�cationsin anaccessright secretfrom theissuerof the
accessright.)

We can hide a constraintspeci�cation entirely from a
service.Namely, aserviceis not interestedin thisspeci�ca-
tion; it wantsto know only whetherthecorrespondingcon-
straintis satis�ed. To supportthis feature,the issuerof an
accessright needsto associatea constraintwith theaccess
right suchthata servicecannotlearntheconstraintspeci�-
cationwhenlooking at the accessright or at an assurance
in aproofof access.However, theclientbuilding thisproof
remainsable to gatherassurancesfor the constraint. We
presentan implementationof this conceptbasedon digital
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Figure 5. Proof­b uilding architecture . The
access­rights–graph component interacts
with the access­rights repositor y for building
a graph and with service stubs for resolution
of the graph.

certi�catesin Section6.2.Suchahiddenconstraintprevents
con�dential knowledgefrom leakingto a service.Namely,
hiddenconstraintseliminatethe checkmarked with (*) in
theaccess-controlalgorithmin Figure4.

It is not possibleto hide a constraintspeci�cation en-
tirely from theclientsincetheclientmustknow theidentity
of theconstraintserviceresponsiblefor resolvingthecon-
straint. We can hide only the constraintinformation and
the setof permittedvaluesfrom the client. (For example,
the issuerof an accessright encryptsthe two items with
thepublic key of theresponsibleconstraintservice.)How-
ever, dependingonthetypeof constraintinformationor ser-
vice, knowing theconstraintservicemight allow theclient
to deducethe type of constraintinformation(e.g.,whena
constraintserviceprovidesonly onetype of information),
the owner of the constraintinformation(e.g.,whena con-
straintserviceprovidesonly oneindividual's information),
or even thevalueof theconstraintinformation(e.g.,when
aconstraintservicehaslimited coverage,suchasa location
servicecoveringonly onebuilding). Due to thesereasons,
our access-controlarchitecturepresentedin the next sec-
tion supportshidingconstraintsonly from aservice,but not
from theclient.

6. Ar chitecture

We now presenta client-basedaccess-controlarchitec-
ture that supportsaccessrights with context-sensitive con-
straints.Wegiveanoverview of ourarchitectureandtakea
closerlook at theimplementationof hiddenconstraints.

6.1.Ar chitecture

Figure5 givesanoverview of theclient'scomponentsin-
volved in proof building. Theaccess-rights–graphcompo-
nentis responsiblefor building andresolvingaccess-rights
graphs. This componentretrieves requiredaccessrights
from the access-rightsrepositoryand implementsthe al-

gorithm given in Figure 4. While resolvinga graph, the
componentasksservicestubsto getanassurance(for nodes
other than the root node)or the value of the information
(for the root node). A servicestubknows how to interact
with a service.We useextendedSPKI/SDSIdigital certi�-
cates[7] for expressingaccessrights andassurances.We
give someexamplestatementsin the extendedversionof
thispaper[10, Chapter5].

6.2.Hidden Constraints

We now discusshow we hideconstraintsfrom services.
Here,theissuerof aconstrainedaccessright includesonly a
referenceto theconstraintspeci�cationin theaccessright,
but not theactualspeci�cation. Therearemultiple waysto
implementsucha scheme.We discussan approachbased
ondigital certi�catesin thispaperandanotheronebasedon
one-waychainsin theextendedversion[10, Chapter5].

The issuerincludesa public key, H , in an accessright,
whereH servesasa referenceto a constraintspeci�cation.
This public key will alsobeusedfor validatingassurances
signedwith thecorrespondingprivatekey, H ¡ 1. Theissuer
of anaccessright shouldgenerateH andH ¡ 1. To avoid in-
formationgatheringbasedon correlation,theissuershould
not re-useH in differentaccessrights.Theconstraintspec-
i�cation referredto by H is alsode�ned by the issuerand
consistsof thefollowing parts:
Constraint de�nition. This part lists the constraintinfor-

mationandasetof permittedvalues.
Signingkey. The signing key correspondsto private key

H ¡ 1. It is encryptedwith thepublickey of aconstraint
service,S.1 By choosingthisencryptionkey, theissuer
of the accessright andof the constraintspeci�cation
pickstheconstraintservicethatprovidestheconstraint
information.

Validation key. The validationkey correspondsto public
key H .

Public keyof service. This part lists thepublic key of the
constraintservice,S.

Integrity data. This dataensuresthe integrity of the con-
straintspeci�cation. We usea cryptographichashof
theconstraintspeci�cation(excludingsigningkey and
integrity data)andencryptthis hashtogetherwith the
signingkey.

Thisconstraintspeci�cationandtheaccessright contain-
ing referenceH to it areusedasfollows: Their issuergives
bothof themto theclient. Whenbuilding aproofof access,
theclient retrievesthe identity of theconstraintservice,S,
from thespeci�cationandgivestheconstraintspeci�cation
to S. Theserviceensuresthat thecurrentvalueof thecon-
straintinformationcorrespondsto oneof thepermittedval-
ues. It thendecryptsthe ciphertext in the speci�cation to

1We usean AES-basedhybrid encryptionschemeandHMAC for in-
tegrity checking.



get H ¡ 1 andto ensurethat the speci�cationhasnot been
tamperedwith. Next, it usesH ¡ 1 to issuean assurance
in the form of a digital certi�cate. The assuranceconsists
of thevalidationkey, H , signedwith thesigningkey, H ¡ 1.
Thesignaturehasalifetimecorrespondingto thetimeframe
duringwhichtheconstraintserviceexpectstheconstraintto
remainsatis�ed.

Next, theclient sendstheaccessright, togetherwith the
assurance,to the primary service,which validatesthe sig-
natureof theaccessright. For referenceH includedin the
accessright, the serviceensuresthat thereis an assurance
covering H and signedwith H ¡ 1. Note that the service
never seestheactualconstraintspeci�cation.

A constraintserviceneedsto performanasymmetricde-
cryptionoperation,which canbeexpensive. However, it is
possiblefor theserviceto cachedecryptedsigningkeys. In
this way, when the serviceis asked to issuean assurance
for thesameconstraintmultiple times,it needsto performa
decryptionoperationonly for the�rst request.

7. PerformanceAnalysis

Wepresentaperformanceanalysisof ouraccess-control
architecture. Our implementationis in Java and based
on an existing access-controlframework for Web environ-
ments[11]. We deploy it in theAura pervasive computing
environment[9]. SSL[17] providespeerauthenticationand
con�dentiality and integrity of transmittedmessages.We
run our measurementson a PentiumIV/2.5 GHz with 1.5
GB of memory, Linux 2.4.20,andJava1.4.2.Ourasymmet-
ric cryptographicoperationsemploy 1024bit RSAkeys.

We study the costof accesscontrol whenAlice grants
Bobaccessto hercalendarinformationunderdifferentcon-
straints.In the �rst experiment,Alice grantsaccessonly if
sheis currentlyin herof�ce. Alice doesnot hide this con-
straint. In thesecondexperiment,Alice grantsaccessonly
if Bob is currentlyin his of�ce. Alice hidesthis constraint.
If Alice did not hide theconstraint,Bob would have to re-
vealhis locationto thecalendarservice,whichhemightnot
be willing to do andthuswould not be ableto accessAl-
ice's calendar. Thethird experimentis identicalto thesec-
ondone,but theconstraintservicecachesdecryptedsigning
keys. Our locationservice�ngers a person's desktopcom-
puteranddeterminesherlocationbasedonheractivity. Our
calendarserviceis basedonOracleCorporateTime.

The results for the three experimentsare in Table 1.
Overall,thecostcausedby accesscontrolandissuingassur-
ancesis small.For thesecondexperiment,issuinganassur-
ancebecomesmoreexpensive sincethe constraintservice
needsto decryptthe ciphertext. However, this additional
costgivesusmore�e xibility whenrunningaccesscontrol.
We canreducethis costby cachingdecryptedciphertexts,
asshown in thethird experiment.

8. RelatedWork

Multiple pervasive computing environments support
context-sensitive accesscontrol to con�dential informa-
tion [1, 4, 8, 13]. Al-Muhtadi et al. [1], Chenet al. [4],
andGandonandSadeh[8] eachemploy centralizedruleen-
ginesfor runningaccesscontrol. Noneof themdiscusses
whetherand how they addressinformation leaks caused
by constraints.Minami and Kotz [13] presentan access-
controlarchitecturewhereservicesresolveconstraints.Ac-
cessrightsarepublicly availablein theirarchitecture.To be
able to ensuresatisfactionof constraints,the primary ser-
vice needsto have accessrights to the constraintinforma-
tion listedin theclient'saccessright to theprimaryinforma-
tion. Theauthorsassumethat thoseaccessrightsarenever
constrained.This limitation avoidsinformationleakswhere
theclient exploits publicly availableaccessrightsto derive
con�dential knowledgeaboutconstraintinformationin the
service's accessrights.

Covington et al. [5, 6], NeumannandStrembeck[15],
andBaconetal. [2] addcontext awarenessto role-basedac-
cesscontrol.The�rst two approachesmake theassignment
of apermissionto a roleconditionalon thecurrentcontext;
thethird oneconditionsrole activationson thecurrentcon-
text. Noneof the approachesconsidersinformation leaks
causedby context-sensitive constraints.

Classicaccess-controlmodels,such as mandatoryac-
cesscontrol,discretionaryaccesscontrol,or role-basedac-
cesscontrol, have no or very limited supportfor context-
sensitive accessrights to information. This limitation has
beenaddressedin newer models,suchasUCONABC [16]
or GAA API [15]. Both modelssupportcontext-sensitive
constraints,but thereis no discussionof how information
leakscausedby context-sensitive constraintsareavoided.

McDaniel [12] discussesvarious evaluation issuesfor
constraintsin a distributedenvironment,lists desiredsecu-
rity properties(e.g.,non-repudiation),andreviewsdifferent
implementationapproaches.He doesnot discussinforma-
tion leakscausedby constraints.

9. Conclusionsand Futur eWork

We showed that context-sensitive constraintson access
rights canleadto privacy violationsanddiscussedhow to
avoid theseviolations. We alsointroducedtheconceptsof
access-rightsgraphsandhiddenconstraints.Access-rights
graphsrepresenttheconditionsunderwhich accessshould
begranted.Hiddenconstraintsavoid informationleaksby
keepingconstraintspeci�cationssecret.Wepresentedadis-
tributed, context-sensitive access-controlarchitecturethat
avoidsprivacy violations.Our implementationandits eval-
uationdemonstratethefeasibilityof ourapproach.

Our discussionrevealedthataccessrightsshouldnot be



Entity Step Non-hidden Hidden Hidden,w/ caching
¹ (¾) ¹ (¾) ¹ (¾)

Client/constraintservice SSLsocket creation 50 (3) 50 (3) 50 (3)
Constraintservice Deserialization 13 (2) 18 (2) 18 (3)
Constraintservice Accesscontrol 3 (1) 4 (2) 3 (2)
Constraintservice Retrieve location 37 (3) 38 (3) 38 (3)
Constraintservice Issueassurance 17 (1) 35 (1) 17 (1)
Client/primaryservice SSLsocket creation 92 (12) 96 (16) 96 (16)
Primaryservice Deserialization 23 (4) 21 (7) 20 (2)
Primaryservice Accesscontrol 5 (2) 5 (2) 5 (2)
Primaryservice Retrieve calendarentry 202 (23) 204 (16) 201 (11)

Total 463 (26) 485 (14) 469 (15)

Table 1. Client­response time . Mean and standar d deviation of elapsed time for security operations
(in bold) and for other , expensive operations using either non­hid den or hid den constraints (100 runs
each) [ms].

publicly available and that constraintsshouldbe kept re-
stricted,otherwiserunningtheaccess-controlalgorithmcan
becomecomplex. In particular, constraintsshouldinvolve
eithera subjectbeinggrantedan accessright or an entity
issuinganaccessright.

Wearedeploying ouraccess-controlinfrastructurein ad-
ditional servicesin orderto investigatewhatkind of access
rightsandconstraintson themusersde�ne.
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