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achieve radical new levels of organizational integration. This inte-
gration obliterates traditional organizational boundaries and ties
local operations into components of comprehensive, network-based busi-
ness processes. For example, commercial organizations are integrating oper-
ations with business units, suppliers, and customers through large-scale
networks that enhance communication and services. These networks com-
bine previously fragmented operations into coherent processes open to
many organizational participants. This new paradigm represents a shift
from bounded networks with central control to unbounded networks,
where administrative control is distributed without central authority (see
the sidebar “Glossary of Survivability Terms” on page 56).
Organizational integration is accompanied by elevated risks of intru-
sion and compromise. These risks can be mitigated by incorporating sur-
vivability capabilities into an organization’s systems. Survivability is the
capability of a system to fulfill its mission in a timely manner in the pres-
ence of attacks, failures, or accidents. The emphasis of survivability is on
continuity of operations, with the understanding that security precautions
cannot guarantee that systems will not be penetrated and compromised.
Survivability focuses on unbounded networked systems where traditional
security measures are inadequate. As an emerging discipline, it builds on
related fields of study (such as security, fault tolerance, reliability, and ver-
ification) and introduces new concepts and principles.

MISSION FULFILLMENT

In survivability engineering, it is the fulfillment of a mission that must sur-
vive an attack, not any particular subsystem or system component. A mis-
sion is a set of very high level requirements or goals. Missions are not limited
t n\“imr‘\- wru'msn; any syccesabyl urgﬂuimlioll oF Plu]cut mivist have a vision

c ontemporary large-scale distributed networks are being used to
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Society is increasingly

dependent upon large-scale,
distributed systems that operate
in unbounded neiwork
environments, Survivability
helps ensure that such systems
deliver essential services and
maintain essential properties

in the face of attacks, failures,

and accidents.
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Accidents—a broad range of randomly occurring and potentially
damaging events such as natural disasters. Accidents are often
externally generated events.

Adapfation services—system functions provided to continually
improve a system’s capability fo deliver essential services, typically
by improving resistance, recognition, and recovery capabilities.

Attack—a series of steps taken by an intelligent adversary to
achieve an unauthorized result. Atiacks include infrusions, probes,
and denials of service.

Essential services—services that must be provided to system users
even in the presence of attacks, failures, or accidents.

Failure—a potentially damaging event caused by deficiencies in
the system or in an external element on which the system depends.
Failures may be due to software design errors, hardware
degradation, human errors, or corrupted data.

Recognition services—system functions that detect attacks and the
extent of system damage or compromise.

Recovery services—system functions to support the restoration of
services after an attack has occurred. Recovery services also help
a system maintain essential services during an attack.

Resistance services—system functions that repel attacks and make
them difficult and costly.

Survivability—a system’s capability to fulfill its mission, in a fimely
manner, in the presence of attacks, failures, or accidents.

Unbounded network—computer system or systems characterized
by distributed administrative control without central authority,
limited visibility beyond the boundaries of local administration,
and lack of complete information about the network.

of its objectives, whether they are expressed implic-
itly or as a formal mission statement. Judgments as
to whether or not a mission has been fulfilled are
typically made in the context of external conditions
that may affect the achievement of that mission’s
goals. Timeliness is typically included in (or implied
by) the very high level requirements that define a
mission. However, timeliness is such an important
factor that it is explicit in the definition of surviv-

ability.
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Assume that a financial system shuts down for
12 hours during a period of widespread power out-
ages caused by a hurricane. If the system preserves
the integrity and confidentiality of its data and
resumes its essential services after the period of envi-
ronmental stress is over, the system can reasonably
be judged to have fulfilled its mission. However, if
the same system shuts down unexpectedly for 12
hours under normal conditions (or under relatively
minor environmental stress) and deprives its users
of essential financial services, the system can rea-
sonably be judged to have failed its mission, even if
data integrity and confidentiality are preserved.

The terms attack, failure, and accident include
all potentially damaging events, but do not parti-
tion these events into mutually exclusive or even
distinguishable sets. It is often difficult to deter-
mine if a particular detrimental event is the result
of a malicious attack, a component failure, or an
accident. Even if the cause is eventually determined,
the immediate response cannot depend on specu-
lations about the cause.

@ Attacks include intrusions, probes, and denials
of service orchestrated by an intelligent adver-
sary. The mere threat of an attack can have as
severe an impact on a system as an actual occur-
rence. A system that assumes an overly defen-
sive position because of the threat of an attack
may significantly reduce its functionality by
diverting excessive resources to monitoring the
environment and protecting system assets.

m Failures are the result of deficiencies in the sys-
tem or in an external element on which the sys-
tem depends. Failures may be due to software
design errors, hardware degradation, human
errors, or corrupted data.

B Accidents describe a broad range of randomly
occurring and potentially damaging events such
as natural disasters. Accidents are often exter-
nally generated events whereas failures are typ-
ically internally generated events.

With respect to system survivability, distinctions
between arttacks, failures, and accidents are less
important than the event’s impact. Our survivabili-
ty approach concentrates on the effect of a poten-
tially damaging event. Typically, for a system to sur-
vive, it must react to (and recover from) a damaging
effect (for example, the integrity of a database is com-
promised) long before the underlying cause is iden-
tified. In fact, the reaction and recovery must be suc-
cessful whether or not the cause is ever determined.
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SURVIVABILITY IN
UNBOUNDED NETWORKS

The success of a survivable system depends on the
computing environment in which it operates. The
trend in networked computing environments is
toward largely unbounded network infrastructures.
A bounded system is one in which all of the sys-
tem’s parts are controlled by a unified administra-
tion and can be completely characterized and con-
trolled. At least in theory, the behavior of a
bounded system can be understood and all of its
various parts identified.

In an unbounded system there is no unified
administrative control over the system’s parts. The
term administrative control is used here in the
strictest sense: It includes the power to impose and
enforce sanctions and not simply to recommend an
appropriate security policy. In an unbounded sys-
tem, each participant has an incomplete view of the
whole, must depend on and trust information sup-
plied by its neighbors, and cannot exercise control
outside its local domain.

An unbounded environment exhibits the fol-
lowing properties:

® It encompasses multiple administrative domains
with no central authority.

m It lacks global visibility (that is, the number and
nature of the nodes in the network cannot be
fully known).

® Interoperability between administrative domains
is determined by convention.

m  Systems are widely distributed and interoperable.

® Users and attackers can be peers in the envi-
ronment.

m It cannot be partitioned into a finite number of
bounded environments.

An unbounded system can be composed of bound-
ed and unbounded systems connected together in a
network. Although the security policy of an indi-
vidual bounded system cannot be fully enforced
outside the boundaries of its administrative con-
trol, the policy can be used as a yardstick to evalu-
ate the security state of that bounded system. Of
course, the security policy can be advertised out-
side the bounded system, but administrators are
severely limited in their ability to compel or per-
suade outside individuals or entities to follow it.
This limitation is particularly true when an
unbounded domain spans jurisdictional bound-
aries, making legal sanctions difficult or impossi-
ble ro imposc.
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Survivability on the Internet

The Internet is an example of an unbounded envi-
ronment with many client-server network applica-
tions. Lack of central administrative control and of
global visibility characterizes the Internet and the
distributed applications residing on it. A public
Web server and its clients may exist within many
different administrative domains on the Internet.

More and more, a company’s
partners on one project are its
competitors on the next, making
trust an extremely complex concept.

Many business-to-business Web-based e-commerce
applications depend on conventions within a spe-
cific industry segment for interoperability. There is
litele distinction between insiders and outsiders—
anyone connected to the Internet is an insider,
whether or not they are known to a particular sub-
system, This characteristic is the result of the desire,
and modern necessity, for connectivity. A compa-
ny cannot survive in a highly competitive industry
without easy and rapid access to its customers, sup-
pliers, and partners.

More and more, a company’s partners on one
project are its competitors on the next, making
trust an extremely complex concept. Trust rela-
tionships are continually changing and, in tradi-
tional terms, may be highly ambiguous. Trust is
especially difficult to establish in the presence of
unknown users from unknown sources outside a
company’s administrative control. Legitimate users
and attackers are peers in the environment and
there is no method to isolate one group from the
other. In other words, there is no way to bound the
environment to legitimate users solely through a
common administrative policy.

Security-Based Defense

Most security technology depends on certain
underlying assumptions about the nature and
structure of systems.!? Generally, these assump-
tions include closed systems with central adminis-
trative control and the capability to observe any
desired activity within the system—assumptions
that may have been appropriate when systems were
isolated istands with highly controlled interfaces.
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Today, however, systems are open, with no one per-
son or organization having administrative control,
and with any observer—whether inside or outside
the system—having only limited visibility into the
structure, extent, and topology of the system.
Much of today’s research and practice in com-
puter system survivability takes a security-based
view of defense against computer attacks. The tra-
ditional firewall concept® has been expanded into
what are called boundary controllers. For example, a
secure Department of Defense domain might use
commercial and nonsecure products for general-
purpose computing, with boundary controllers
such as the Naval Research Laboratory pump*

The overall function of a
system should adapt to preserve

essential services.

moving data among domains with differing secu-
rity policies. The Java security model,® in particu-
lar the sandbox, applies a similar kind of isolation
to imported Java components so that their func-
tionality can be limited to maintain a secure envi-
ronment.

For survivability, this kind of approach is incom-
plete because it focuses almost exclusively on pre-
vention (that is, hardening a system to prevent a
break-in or other malicious attack). It does little to
help an organization detect an attack or recover
after a successful attack has occurred. This securi-
ty-focused view is also limited by evalnation tech-
niques that concentrate on the relative hardness of
a system—as opposed to a system’s robustness
under attack, its ability to recover compromised
capabilities, or its ability to function correctly in
the presence of compromised components.

Affordability and COTS Components

Affordability is always a significant factor in the
design, implementation, and maintenance of sys-
tems, and it encourages sharing and replication of
components. That sharing extends to the national
infrastructure (for example, the power grid, the
public switched communications networks, and the
financial networks) and to national defense. In fact,
the trend toward increased sharing of common
infrastructure components in the interest of econ-
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omy virtually ensures that the civilian networked
information infrastructure and its vulnerabilities
will always be an inseparable part of a country’s
national defense.

Practical, affordable systems are almost never
completely custom-built, but rather are construct-
ed from commonly available commercial off-the-
shelf (COTS) components. The trend toward
developing systems through integration and reuse
rather than customized design and coding is a cor-
nerstone of modern software engineering. Unfor-
tunately, the intellectual complexity associated with
software design, coding, and testing virtually
ensures the presence of bugs in COTS components
that can be exploited by attackers. These bugs can
and will be discovered in commercial and public-
domain products whose internal structures are
widely available and hence can be analyzed by those
who wish to exploit the weaknesses. When these
products are incorporated as components of larger
systems, those systems become vulnerable to attack
strategies based on the exploitable bugs, making it
possible for a single-attack strategy to have a wide-
ranging and devastating impact.

SURVIVABILITY OF ESSENTIAL

SERVICES AND PROPERTIES

Key to the concept of survivability is the identifi-
cation of essential services, and the essential prop-
erties that support them, within an operational sys-
tem. Essential services are defined as the functions
of the system that must be maintained to meet the
mission requirements when the environment is
hostile, or when failures or accidents occur that
threaten the system.

To maintain their capability to deliver essential
services, survivable systems must exhibit four key
properties (see Table 1):

resistance to attacks,

recognition of attacks,

full recovery of essential services after attack, and
adaptation and evolution to reduce effective-
ness of future attacks.

There are typically many services that can be tem-
porarily suspended while a system deals with an
attack or other extraordinary environmental con-
dition. Such a suspension can help isolate areas that
have been affected by an intrusion and can free up
system resources to deal with the intrusion’s effects.
The overall function of a system should adapt to
preserve essential services.
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Table 1. A survivable system must exhibit four key properties.

Property Descripfion
Resistance fo atiacks

for known vulnerabilities
Recognition of atiacks Strategies for detecting attacks Recognition of intrusion usage patterns,
and the axtent of (including infrusions) and understanding  virus scans, internal integrity checking,
damage the current state of the system, including  audifing, system configuration monitoring,
avaluating the extent of damage and network monitoring
Recovery of full and Strategies for restoring compromised  Restoration of data and programs, us of alter-
essential services affer information or functionality, limifing the  nafive services, use of redundant modules with the
attack axfent of damage, maintaining or same inferface but different implementation,
restoring essential services within operational procedures to restore system
the fime constraints of the mission, configurations, isolation of damage, ability

restoring full service as condifions

permit

Adaptaiion and evolution  Sirategies for improving system
to reduce effectiveness of  survivability based on knowledge

future aacks gained from atfacks

Central to the delivery of essential services is the
capability of a system to maintain essential properties
(that is, specified levels of quality attributes such as
integrity, confidentiality, and performance). Thus,
it is important to define minimum levels of quali-
ty attributes that must be associated with essential
services. For example, a launch of a missile by a
defensive system cannot be effective if the system’s
performance is slowed to the point that the target is
out of range before the system can launch.

The capability to deliver essential services (and
maintain the associated essential properties) must
be sustained even if a significant portion of the sys-
tem is incapacitated. Furthermore, this capability
should not be dependent upon the survival of a
specific information resource, computation, or
communication link. In a military setting, essen-
tial services might be those required to maintain an
overwhelming technical superiority, and essential
properties may include integrity, confidentiality,
and a level of performance sufficient to deliver
results in less than one decision cycle of the enemy.
In the public sector, a survivable financial system
is one that maintains the integrity, confidentiality,
and availability of essential information and finan-
cial scrvices, even if parricular nodes or communi-
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Strategies for repelling atfacks

Examples

Systemn and user authentication, access confrol,
encryption, firewalls, proxy servers, srong config-
uration management, dispersion of dato, diversifi-
cation of systems, application of system upgrodes

user community

cation links are incapacitated because of an intru-
sion, failure, or accident, and that recovers com-
promised information and services in a timely
manner. The financial system’s survivability might
be judged using a composite measure of the dis-
ruption of stock trades or bank transactions (that
is, a measure of the disruption of essential services).

Again, ultimately, it is mission fulfillment that
must survive, not any portion or component of the
system. A lost essential service can be replaced by
another service that supports mission fulfillment in
a different but equivalent way. However, we still
believe that the identification and protection of
essential services is an important part of a practical
approach to building and analyzing survivable sys-
tems. Thus in our definition of essential services,
we include alternate sets of essential services (per-
haps mutually exclusive) that need not be simulta-
neously available. For example, a set of essential ser-
vices to support power delivery may include both
the distribution of electricity and the operation of
a natural gas pipeline.

SURVIVABILITY SOLUTIONS

Survivability solutions are best understood as risk-
muanagement strategics that depend first on an inti-
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to operate with reduced services or reduced

Incorporation of new patterns for intrusion
recognition, adaptive filtering, and logging
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mate knowledge of the mission being protected.?
The mission focus expands survivability solutions
beyond purely independent (“one size fits all”) tech-
nical solutions, even if those technical solutions
extend beyond traditional computer security to
include fault tolerance, reliability, usability, and so
forth, Risk-mitigation strategies must be created in
the context of a mission’s requirements (prioritized
sets of normal and stress requirements), and must
be based on “what-if” analyses of survival scenarios
and contingency planning. Only then can we look

utive management with the information necessary
to make informed risk-management decisions.
Thus, the preparatory steps necessary for surviv-
ability must be taken by an organization as a whole,
rather than by security experts alone.

New Tools for Survivability Support
New research methods and tools to support sur-
vivability solutions are under development. A num-
ber of these efforts focus on architectural issues.
One approach motivated by information war-
fare attacks on the U.S. infrastructure proposes to
designate a portion of the infrastructure as the
essential minimum and harden that portion

The preparatory steps necessary
for survivability must be taken by
an organization as a whole.

against attacks. Recent work proposes methodol-
ogy to analyze that approach.”

Neumann documents the first phase of a multi-
year effort on survivability.® The overall objectives

toward generic software engineering solutions based
on computer security, other software quality
attribute analyses, or other strictly technical
approaches to support the risk-mitigation strategies.
To reduce the combinatorics inherent in creat-
ing representative sets of survival scenarios, the sce-
narios must focus on adverse effects rather than
causes. Effects are also more important than causes
in the immediate situation, because an organiza-
tion will likely have to deal with (and survive!) an
adverse effect long before a determination is made
as to whether the cause was an attack, a failure, or
an accident. Awaiting the outcome of a detailed
postmortem to determine the cause before acting
to mitigate the effect is out of the question for most
modern, mission-critical applications.
Contingency (including disaster) planning
requires that risk-management decisions and eco-
nomic trade-offs be made by executive manage-
ment, with guidance from technical experts in the
application domain, computer security, and other
software engineering and related disciplines. Sur-
vivability depends at least as much upon the risk-
management skills of an organization as it does
upon the technical expertise of a cadre of comput-
er-security experts. This is certainly appropriate
from an organizational perspective, because respon-
sibility for business risk management belongs to
executive management, not to computer-security
experts or other technical personnel. The role of the
experts in security, the application domain, and
other technically relevanc arcas is w provide exce-
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of the project include

® defining survivability requirements,

® identifying functionality to support these
requirements,

® exploring techniques for designing and devel-
oping highly survivable systems and networks,
despite the presence of untrustworthy subsys-
tems and untrustworthy participants, and

B recommending specific architectural structures
that can lead to survivable systems and net-
works capable of either preventing or tolerating
a wide range of threats.

Sullivan takes a control systems perspective on sur-
vivability.’ A control system manages the behavior of
a monitored system within its environment to
maintain the acceptable operation of the system.
An adaptive control system provides control of a sys-
tem in the face of disruption to elements of the sys-
tem and its control system.

Thursisingham examines survivability require-
ments for real-time command and control systems'®
to determine software infrastructure requirements
and identify a migration path for legacy systems.

The CERT Coordination Center is developing a
Survivable Network Analysis (SNA) method to
evaluate the survivability of systems in the context
of attack scenarios. Also under development is a
Survivable Systems Simulator that will provide for
the analysis, testing, and evaluation of survivability
solutions in unbounded networks.

The SNA method permits assessment of surviv-
ability strategies at the architecture level. Steps in
the SNA method include
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Much of the research in survivability relates fo protecting crit-
ical national infrastructures. These infrastructures incude the
electric power grid (and other energy infrastructures), trans-
portation, telecommunications, health care, banking and
finance, and national defense. Particularly in the U.S. and
Europe, these infrastructures increasingly rely on large-scale,
highly distributed software systems operating over open,
unbounded networks. Although this increases the efficiency
and sophistication of the services these infrasiructures provide,
it also increases their vulnerability fo cyber-atiack.

In response fo the U.S. Presidential Commission report
on crifical infrastructure protection,’ Presidential Decision
Directive 63 (PDD 63)? established new government struc-
tures, including the National Infrastructure Protection Cen-
ter and the Critical Infrastructure Assurance Office. The
NIPC (http://www.fbi.gov/nipc/welcome.htm) is the U.S.
government'’s focal point for threat assessment, warning,
investigation, and response fo threats or atfacks against crit-
ical infrastructures. The CIAO (http://www.info-
sec.com/ciao/) is responsible for integrating the various
sector plans into a National Infrastructure Assurance Plan
and coordinating analyses of the U.S. government's depen-
dencies on critical infrastructures. ,

The Defense Advanced Research Projects Agency (DARPA)
funds ongoing national research in information survivability.
Research areas include infrusion detection, intrusion-tolerant
systems, barriers, sirategic infrusion assessment, and security
archifectures. Information about this research can be found
at hitp:/ /www.darpa.mil/ito/research/is/ and http://
www.darpa.mil/ito/research/int/.

The European Dependability Initiative (htip://www.
cordis.lu/esprit/src/stdepend.him) represents a major
research effort in the European Union fo address many of
the same issues and concerns as the critical infrastructure
protection and survivability efforts in the U.S., and includes
plans for joint EU-U.S. collaboration.

The IEEE Computer Society’s Technical Committee on
Fault-Tolerant Computing and IFIP Working Group 10.4 on
Dependable Computing and Fault Tolerance have formed
dependability.org (http:/ /www.dependability.org/), a Web
resource on the technology of dependabie systems.

@ clicitation of system mission and architecture,

m identification of essential service scenarios and
corresponding architecture components,

® generation of attack scenarios and correspond-
ing compromisable architecture components,
and
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resistance, recognition, and recovery to the system
architecture and requirements. The SNA method
has been applied to a subsystem of a large-scale, dis-
tributed health-care system.!! Future studies will
apply the SNA method to proposed and existing
distributed systems for government, defense, and
commercial organizations.

The Survivable Systems Simulator being devel-
oped by the CERT Coordination Center is based
upon a new methodology called “emergent algo-
rithms.”'? Emergent algorithms produce global
effects through cooperative local actions distributed
throughout a system. These global effects (which
“emerge” from local actions) can support system
survivability by allowing a system to fulfill its mis-
sion, even though the individual nodes of the sys-
tem are not survivable. Emergent algorithms can
provide solutions to survivability problems that
cannot be achieved by conventional means. The
Survivable Systems Simulator will allow stakehold-
ers to visualize the effects of specific cyber-attacks,
accidents, and failures on a given system or infra-
structure. The goal is to enable “what-if” analyses
and contingency planning based on simulated
walk-throughs of survivability scenarios.

Development Considerations
For new systems, survivability imposes constraints
on all phases of the software development process.

B At the requirements and specification level,
essential services and assets should be identified.
Requirements for resistance, recognition, recov-
ery, and adaptation should also be specified.

m  Architectures should incorporate survivability
strategies such as those mentioned in Table 1.
Evaluation should treat survivability on par
with other properties such as performance, reli-
ability, and maintainability.

m Reused and COTS products should be select-
ed with survivability in mind.

B Design and implementation should include
techniques for isolation, replication, restoration,
and migration of essential services.

m Correctness verification should ensure faithful
implementation of survivability specifications.

m Testing should assess the reliability of surviv-
ability functions operating in cooperation
with other system functions in adverse envi-
ronments.

® Finally, procedures for system operations should
have a substantial impact on survivability. They
should include processes for managing surviv-
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ability policies, responding to attacks, and tak-
ing recovery actions.

For existing systems, survivability provides a new
perspective on evolution and upgrade. The surviv-
ability of existing systems can often be improved
with additional layers of boundary control—for
example, firewalls and their more sophisticated suc-
cessors—and through evolution to redundant (and
diverse) hardware and software environments. In
addition, administrative procedures for backup,
restoration, and migration can be tested and any
inadequacies addressed. And survivability features
can play a prominent role in the evaluation and
selection of vendors and products.

The natural escalation of offensive threats ver-
sus defensive countermeasures has demonstrated
time and again that no practical systems can be
built that are invulnerable to attack. Despite the
industry’s best efforts, there can be no assurance
that systems will not be breached. Thus, the tradi-
tional view of information systems security must
be expanded to encompass the specification and
design of survivability behavior, enabling the cre-
ation of systems that are robust in the presence of
attack and are able to survive attacks that cannot be
completely repelled. ]
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