CS213,Spring2002
Lab Assignment.2: Defusinga Binary Bomb
Assigned:Jan.31,Due: Tues.Feh 12,11:59PM

Pleaseseeone of usor email st af f - 213@s. cmu. edu with ary questionsor concerns.As always,
we’re hereto help.

1 Intr oduction

ThenefariousDr. Evil hasplanteda slew of “binary bombs”on our machinesA binarybombis a program
that consistsof a sequencef phases.Eachphaseexpectsyou to type a particularstringon stdin. If you
typethe correctstring, thenthe phases defused andthe bombproceedgo the next phase.Otherwise the
bombexplodes by printing” BOOM ! I " andthenterminating.Thebombis defusedvhenevery phasehas
beendefused.

Therearetoo mary bombsfor usto dealwith, sowe aregiving eachgroupa bombto defuse.Your mission,
which you have no choicebut to accept,is to defuseyour bomb beforethe due date. Good luck, and
welcometo thebombsquad!

Stepl: Get Your Bomb

Eachgroupof studentswill attemptto defusetheir own personalizedbomh Eachbombis a Linux binary
executabldile thathasbeencompiledfrom a C program.To obtainyour group’s bomb,one(andonly one)
of thegroupmembershouldsendmail to

bonb@l uegi |l I. cntl . cs. cnu. edu
with thefollowing Subj ect line
bonb request spring02 userl@ostl [user2@ost 2]

whereuser 1@ost 1 anduser 2@ost 2 aretheemailaddressesf your groupmembers(The second
emailaddresss optional;don't actuallytypethe brackets.)The bombdaemorwill mail the samebombto
eachemailaddres®nthe Subj ect line andassignit to thosegroupmembersFor example,if your group
consistof f oo@ndr ewandbar @ndr ew, thenyour Subj ect line shouldbe:



bonb request spring02 foo@ndrew bar @ndr ew

If you changegroups,simply requestanotherbombandwe’ll sortout the duplicateassignmentgater on
whenwe gradethelab.

Step2: DefuseYour Bomb

Onceyou have receved your bombfrom the bombdaemonsare it in a securedirectory Your job is to
defusethebomhb

You canusemary toolsto helpyouwith this; pleasdook at the Hints sectionfor sometips andideas.The
bestway s to useyourfavorite dehuggerto stepthroughthe disassembletinary.

Eachtime your bombexplodesit notifiesthe staf, andyou lose1/4 point (up to a maxof 10 points)in the
final scorefor thelab. Sothereareconsequences explodingthebomb You mustbe careful!

Eachphasés worth 10 points,for atotal of 60 points.

The phasegietprogressiely harderto defuse put the expertiseyou gainasyou mave from phaseo phase
shouldoffsetthis difficulty. However, the last phasewill challengesventhe beststudentsso pleasedon't
wait until thelastminuteto start.

Thebombignoresblankinputlines. If yourunthebombwith acommandine agumentsuchaspsol . t xt,
it will readtheinputlinesfrom psol . t xt until it reache€OF, andthenswitchoverto st di n. In amo-
mentof weaknessDr. Evil addedhis featuresoyou don't have to keepretypingthesolutionsto phaseyou
have alreadydefused.

To avoid accidentlydetonatinghe bomb,you will needto learnhow to single-steghroughthe assembly
codeand how to setbreakpoints. You will alsoneedto learnhow to inspectboth the registersand the
memorystates. One of the nice side-efects of doing the lab is that you will getvery good at usinga
delugger Thisis a crucialskill thatwill paybig dividendstherestof yourcareer

Logistics

As usual,youmayworkin agroupof upto 2 people.
Any clarificationsandrevisionsto theassignmentvill bepostedonthe classWebpage.

You shoulddo this assignmentn thefish machinesin fact, thereis arumorthatDr. Evil reallyis evil, and
thebombwill alwaysblow up if run elsevhere. Therearesereral othertamperproofingdeviceshbuilt into
thebombaswell, or sothey say

Hand-In

Thereis noexplicit hand-in.Thebombwill notify yourinstructorautomaticallyafteryou have successfully
defusedt. Youcankeeptrackof how you (andtheothergroups)aredoingby looking atthe bombstatistics



pagein thelab 2 areaof thecourseéWebspace Thiswebpageis updateccontinuouslyto shav theprogress
of eachgroup.

Hints (Please read this!)

Therearemary waysof defusingyour bomb You canexamineit in greatdetail without ever runningthe
program,andfigure out exactly whatit does.This is a usefultechniqueput it not alwayseasyto do. You
canalsorunit underadelugger watchwhatit doesstepby step,andusethisinformationto defuset. This
is probablythefastestway of defusingit.

We do makeonerequest,please do not use brute force!  You could write a programthat will try every
possiblekey to find theright one.But thisis no goodfor severalreasons:

e Youlosel/4point(upto amaxof 10 points)everytimeyouguessncorrectlyandthebombexplodes.

e Every time you guesswrong, a messageés sentto the staf. You could very quickly saturatethe
networkwith thesemessagesndcausdhe systemadministratorso revokeyour computeraccess.

e Wehavent told you how longthestringsare,nor have we told youwhatcharactersrein them.Even
if you madethe (wrong)assumptionshatthey all arelessthan80 characterdong andonly contain
letters,thenyou will have 26%° guessegor eachphase.This will takea very long time to run, and
youwill notgettheanswelbeforetheassignmenis due.

Therearemary toolswhicharedesignedo helpyoufigureoutbothhow programswvork, andwhatis wrong
whenthey don't work. Hereis alist of someof thetoolsyou mayfind usefulin analyzingyour bomb,and
hintson how to usethem.

] gdb

The GNU dehugger thisis acommandine dehuggertool availableon virtually every platform. You

cantracethroughaprogramline by line, examinememoryandregisters Jook atboththe sourcecode
andassemblycode(we arenot giving you the sourcecodefor mostof your bomb),setbreakpoints,
setmemorywatchpoints,andwrite scripts.Herearesometips for usinggdb.

— To keepthe bombfrom blowing up every time you typein awronginput, you'll wantto learn
how to setbreakpoints.
— A veryhandysinglepagesummanyis availablein the tt lab 2 area of the courseWebsite.
— For otherdocumentationtype “help” atthe gdb commandprompt,or type“man gdb”, or “info
gdb” ata Unix prompt. Somepeoplealsolike to rungdb undergdb- node in ermacs.
e objdump -t

Thiswill print outthebomb’ssymboltable. Thesymboltableincludesthenamef all functionsand
globalvariablesn thebomb,the nameof all the functionsthebombcalls,andtheir addressesYou
maylearnsomethingoy looking at thefunctionnames!



e objdump -d
Usethis to disassemblall of the codein the bomb You canalsojustlook at individual functions.
Readingheassemblecodecantell you how thebombworks.

e strings
This utility will displaytheprintablestringsin yourbomhb

Lookingfor a particulartool? How aboutdocumentation®on’t forget,thecommandspr opos andnman
areyour friends. In particulay man asci i might comein useful. Also, the web may alsobe a treasure
trove of information.If you getstumpedfeelfreeto askyour TA for help.



