CS213,Fall 2000
Lab Assignment2: Defusinga Binary Bomb
Assigned:Sept.21, Due: Wed.,Oct. 4, 11:59PM

SeptembeR0, 2000

Dave O’Hallaron(dr oh@s. cmu. edu) is theleadpersonandbombsquadchieffor this lab.

1 Intr oduction

ThenefariousDr. Evil hasplantedaslew of “binary bombs”onthefish cluster A binarybombis aprogram
that consistsof a sequencef phases.Eachphaseexpectsyou to type a particularstring on stdin If you
typethe correctstring, thenthe phases defusedandthe bombproceedgo the next phase.Otherwise the
bomb explodesby printing " BOOM " andthenterminating. The bombis defusedwhenevery phasehas
beendefused.

Therearetoo mary bombsfor usto dealwith, sowe aregiving eachgroupabombto defuse.Your mission,
which you have no choicebut to accept,is to defuseyour bomb beforethe due date. Good luck, and
welcometo thebombsquad!

Stepl: Get Your Bomb

Eachgroupof studentswill attemptto defusetheir own personalizetbomb Eachbombis anintel RedHat
Linux 5.2binaryexecutabléfile thathasbeencompiledfrom a C program.Eachbombconsistof 6 phases.
To obtainyour groups bomb,follow thesestepscarefullyandin order:

1. IMPORTANT: First, eachgroupmembermustlogin to an Andrew machine(not a fish machine)
andtypethefollowing:

% akl og cs.cmu. edu

2. Next, oneof the groupmembersshouldsendmail to dr oh@s. crmu. edu with the string“Lab 2
bombrequest’in the subjectheaderandthe namesand Andrew 1D’ s of the groupmembersn the
messag®ody Don't do this until eachgroupmembethascompletedStepl.

Dave will thensendyou thelocationof your bombandyour groups ID number



Step2: DefuseYour Bomb

Onceyou have receved your bombfrom Dave, copy it to your personabirectory Yourjob is to defusethe
bomb

You canusemary toolsto helpyou with this; pleasdook at the hints sectionfor sometips andideas.The
bestway is to useyour favorite detuggerto stepthroughthe disassembletliinary

Eachtime your bombexplodesit notifiesthe staf, andyoulose1/4 point (up to amaxof 10 points)in the
final scorefor thelab. Sothereareconsequencds explodingthebomb You mustbecareful!

Eachphases worth 10 points,for atotal of 60 points. (Remembethateachlab is worth about8% of your
final grade.)

The phasegetprogressiely harderto defuse put the expertiseyou gainasyou move from phaseo phase
shouldoffsetthis difficulty. However, the lastphasewill challengeeventhe beststudentsso pleasedon't
wait until thelastminuteto start.

To avoid accidentlydetonatingthe bomb,you will needto learnhow to single-stegthroughthe assembly
codeand how to setbreakpoints. You will alsoneedto learnhow to inspectboth the registersand the
memory states. One of the nice side-efects of doing the lab is that you will get very good at usinga
delugger Thisis a crucialskill thatwill paybig dividendstherestof your career

Logistics

As usual,youmaywork in agroupof upto 2 people.
Any clarificationsandrevisionsto theassignmentill be postedon the classbboardandWebpage.

You shoulddo theassignmenon the classmachinegthefish cluster).In fact, thereis arumorthatDr. Evil
really is evil, andthe bombwill alwaysblow upif run elsavhere. Thereareseveral othertamperproofing
deviceshuilt into thebombaswell.

Hand In

Thereis no explicit hand-in. The bomb will notify your TA automaticallyafter you have successfully
defusedt. You cankeeptrackof how you (andthe othergroups)aredoingby looking at:

http://wwwcs.cmu.edu/afs/cs/adamic/dass/15213-f00/www/banbstad.html
Thiswebpagewill be updatedevery 5 minutesor soto shav the progresof eachgroup.

Hints (Please read this!)

Therearemary waysof defusingyour bomh You canexamineit in greatdetail without ever runningthe
program,andfigure out exactly whatit does.This is a usefultechniqueput it not alwayseasyto do. You



canalsorunit underadelugger watchwhatit doesstepby step,andusethis informationto defuseit. This
is probablythefastesivay of defusingit.

We do make onerequest,pleasedo not usebrute force! You could write a programthat will try every
possiblekey to find theright one.But thisis no goodfor severalreasons:

e Youlosel/4point(upto amaxof 10 points)everytime you guessncorrectlyandthebombexplodes.

e Every time you guesswrong, a messageés sentto the staf. You could very quickly saturatethe
network with thesemessagesndcausehe systemadministratorgo revoke your computeraccess.

¢ Wehavent told youhow long thestringsare,nor have we told you whatcharacterarein them.Even
if you madethe (wrong) assumptionshatthey all arelessthan80 characteréong andonly contain
letters,thenyou will have 268° guessegor eachphase.This will take a very long time to run, and
youwill notgettheanswelbeforetheassignmenis due.

Therearemary toolswhicharedesignedo helpyoufigure outbothhow programswvork, andwhatis wrong
whenthey don't work. Hereis alist of someof thetoolsyou mayfind usefulin analyzingyour bomb,and
hintson how to usethem.

e gdb
The GNU dehugger thisis acommandine deluggertool availableon virtually every platform. You
cantracethroughaprogramline by line, examinememoryandregisters look atboththe sourcecode
andassemblycode(we arenot giving you the sourcecodefor mostof your bomb),setbreakpoints,
setmemorywatchpoints,andwrite scripts.Herearesometips for usinggdb.

— To keepthe bombfrom blowing up every time you type in awronginput, you'll wantto learn
how to setbreakpoints.
— TheDocumentdink onthe courseéWeb pagehasavery handysingle-pageydb summary
— For otherdocumentationtype “help” atthe gdbcommandorompt,or type “man gdb”, or “info
gdb” ataUnix prompt.Somepeoplealsolike to rungdb undergdb- node in enacs.
e objdump -t
Thiswill print outthebomb’s symboltable. The symboltableincludesthe namef all functionsand
globalvariablesin the bomb,the namesof all the functionsthe bombcalls,andtheir addressesyou
may learnsomethingoy looking atthe functionnames!
e Objdump -d
Usethis to disassembleall of the codein the bomb You canalsojust look at individual functions.
Readingthe assemblecodecantell you how the bombworks.
e strings
This utility will displaythe printablestringsin yourbomh
Looking for a particulartool? How aboutdocumentation®on’t forget,thecommandspr opos andrman

areyour friends. In particular man asci i might comein useful. Also, the web may alsobe a treasure
trove of information.If you getstumpedfeel freeto askyour TA for help.



