are external and are visible to the users (e.g., the last-
modification time of a file). In both cases, to make a
re-execution’s result identical to that of the original ex-
ecution, the values of the meta-data of the re-execution
should be reset to those of the original execution. There-
fore, the client needs to pack these meta-data as part of
the operation log, and the surrogate needs to adjust the
meta-data of the re-execution to match the supplied val-
ues.

3.4.4 Non-repeating side effects

We focus on applications that perform deterministic
tasks, such as compiling binaries or formatting texts,
and exclude applications such as games and probabilistic
search that are randomized in nature. In an early stage of
this project, we expected the re-executions of these ap-
plications to repeat their original executions completely.
However, we found that some common applications ex-
hibited non-repeating side effects. So far we have found
two types of such side effects: (1) time stamps in output
files, and (2) temporary names of intermediate files. For-
tunately, we are able to handle these side effects automat-
ically, so we are still able to use operation shipping with
these applications. We will discuss the handling methods
in the two following subsections.

We also anticipate a third possible kind of side effect: ex-
ternal side effects. For example, if an application sends
an email message as the last step of execution, then the
user may be confused by the additional message sent by
re-execution. To cope with this kind of side effect, we
plan to allow users to disable the use of operation ship-
ping for some applications.

3.4.5 Side effects due to time stamps

Some applications, such as rp2gen, ar, and latex,
put time stamps into the files that they produce. rp2gen
generates stubs routines for remote procedure calls, ar
builds library files, and 1atex formats documents. They
use time stamps for various reasons. Because of the
time stamps, a file generated by a re-execution will dif-
fer slightly from the version generated by the original
execution. Observing that only a few bytes are differ-
ent, we can treat the changed bytes as “errors” and use
the technique of forward error correction (FEC) [6, 4]
to “correct” them. (We are indebted to Matt Mathis for
suggesting this idea to us.)

Our file system, therefore, does the following. Venus on
the remote client computes an error-correction code (we
use the Reed-Solomon code) for each updated file that

is to be shipped by operation, and it packs the code as a
part of the operation log. Venus on the surrogate, after
re-executing the operation, uses the code to correct the
time stamps that may have occurred in the re-generated
version of the file.

Note that this is a novel use of the Reed-Solomon code.
Usually, data blocks are sent together with parity blocks
(the error-correction code); but our clients send only the
parity blocks. The data blocks are instead re-generated
by the surrogate. Whereas others use the code to correct
communication errors, we use it to correct some minor
re-execution discrepancies. If a discrepancy is so large
that our error-correction procedure cannot correct it, our
file system simply falls back to value shipping. This en-
tails a loss of performance but preserves correctness.

The additional network traffic due to the error correction
code is quite small. We choose to use a (65535,65503)
Reed-Solomon block code over GF(2'%). In other
words, the symbol size is 16 bits, each block has 65,503
data symbols (131,006 bytes) and 32 parity symbols (64
bytes). The system can correct up to 16 errors (32 bytes)
in each data block.

However, the additional CPU time due to encoding and
decoding is not small. We discuss this in more detail
in Section 4.4. Also, the Reed-Solomon code cannot
correct discrepancies that change length (for example,
the two timestamps “9:17” and “14 :49” have differ-
ent lengths). The rsync algorithm [24] can handle length
change, but we favor the Reed-Solomon code because it
has a smaller overhead on network traffic.

3.4.6 Side effects due to temporary files

The program ar is an example of an application that
uses temporary files. Figure 2 shows the two CMLs on
the client and the surrogate after the execution and re-
execution of the following user operations:

ar rv libsth.a foo.o bar.o.

The user operation builds a library file 1ibsth. a from
two object modules foo .o and bar. o.

Note that ar used two temporary files sta09395 and
stalé294 in the two executions. The names of the
temporary files are generated based on the identity num-
bers of processes executing the application, and hence
they are time dependent. Our validation procedure (Sec-
tion 3.5) might naively reject the re-execution “because
the records are different.”



Original Execution Re-execution

‘ Create sta09395 ‘ ‘ Create sta16294 ‘

‘ Store sta09395 ‘ ‘ Store sta16294 ‘

‘ Remove libsth.a ‘ ‘ Remove libsth.a ‘

Rename sta09395
to libsth.a

Rename sta16294
to libsth.a

Figure 2: CMLs of two executions of ar

Temporary files appear only in the intermediate steps of
the execution. They will either be deleted or renamed at
the end, so their names do not affect the final file-system
state. An application uses temporary files to provide ex-
ecution atomicity. For example, ar writes intermediate
computation results to a temporary file, and it will re-
name the file to the target filename only if the execution
succeeds. This measure is to ensure that the target file
will not be destroyed accidentally by a futile execution.

If a temporary file is created and subsequently deleted
during the execution of a user operation, its modification
records will be deleted by the existing identity cancella-
tion procedure [7]. They will not appear in the two CMLs
and will not cause naive rejections of re-execution.

However, if a temporary file is created and subsequently
renamed during the execution of a user operation, its
modifications records will be present in the CMLs, and
might cause our validation to reject the re-execution. Our
file system uses a procedure of temporary-file renaming
to compensate for the side effect. This procedure is done
after the re-executor has finished the re-execution and be-
fore the surrogate begins the validation.

The idea of the temporary-file renaming is to scan the
two CMLs and identify all the temporary files as well
as their final names. We identify temporary files by the
fact that they are created and subsequently renamed in
an user operation. For each temporary file used by the
surrogate, our file system determines the temporary file
name N used by the client in the original execution. It
thus renames the temporary file to N. In our ar exam-
ple, the temporary file stal6294 will be renamed to
sta09395.

3.5 Validation of re-executions

3.5.1 Validation mechanism

Validation is done after the handling of side effects, and
the adjustments of status information. By that time, if a
re-execution is repeating its original execution, the set of
mutations incurred on the surrogate should be the same
as that on the client. Since mutations are captured on
CMLs, our file system can validate a re-execution by
comparing the relevant portion of the CML of the sur-
rogate to that of the client.

To facilitate the comparison, the client packs every
record in the relevant portion of the CML as part of the
operation log. However, the container files, which are as-
sociated with STORE records, are not packed; otherwise
they would incur a heavy network traffic for shipping the
operation log, amounting to the traffic needed for value
shipping. Instead, the client packs the fingerprint of each
container file. When comparing CMLs, the surrogate as-
serts that two container files are equal if they have the
same fingerprint.

3.5.2 Fingerprint

A fingerprint function produces a fixed-length fingerprint
F(M) for a given arbitrary-length message M. A good
fingerprint function should have two properties: (1) com-
puting f(M) from M is easy, and (2) the probability that
another message M’ gives the same fingerprint is small.
For our purpose, the messages for which we find the fin-
gerprints are the contents of the container files.

Our file system employs MDS5 (Message Digest 5) fin-
gerprints [17, 21]. Each fingerprint has 128 bits, so the
overhead is very small. Also, the probability that two
different container files give the same fingerprint is very
small; it is in the order of 1/26%,

The fact that the probability is non-zero, albeit very
small, may worry some readers. However, even value
shipping is vulnerable to a small but non-zero proba-
bility of error. That is, there is a small probability that
a communication error has occurred but is not detected
by the error-correction subsystem of the communication
channel. We believe people can tolerate the small prob-
abilities of errors of both operation shipping and value

shipping.



Test | Name Nature NF | Size (KB) | SE1 | SE2
T1 rp2gen callback.rpc2 RPC?2 stub generator 5 27.5 .
T2 | rp2gen adsrv.rpc2 RPC2 stub generator 5 76.3 .
T3 yacc parsepdb.yacc compiler compiling 1 23.5

T4 | c++ -c counters.cc -0 counters.o compiling 2 26.0

TS c++ -c pdlist.cc -o pdlist.o compiling 2 62.4

T6 | c++ -c fso_daemon.cc -o fso_daemon.o | compiling 2 265.3

T7 c++ parserecdump.o -o parserecdump | linking 1 23.0

T8 ar rv libdir.a ... library building 1 70.2

T9 ar rv libfail.a ... library building 1 363.1

T10 | tar xzvf coda-doc-4.6.5-3-ppt.tgz extracting files 5 269.5

T11 | make coda (in coda-src/blurb) compiling/linking 3 69.9

T12 | make coda (in coda-src/rp2gen) compiling/linking 10 237.1

T13 | tar cvf update.tar ... packaging files 1 60.2

T14 | sgml2latex guide.sgml translator 1 41.8

T15 | sgml2latex rvm_manual.sgml translator 1 270.0

T16 | latex usenix99.tex text formatter 3 934 )

We ran 16 tests using nine applications with some real-life files. For each test, we list the name, nature, the number of the

files that were updated (NF), and the total size of the files. Some of the applications exhibited non-repeating side-effects
due to time stamps (SE1) and temporary files (SE2), they are marked by bullet points (e) in the table.

Figure 3: Selected tests and applications

4 Evaluation

At this time, we do not sufficiently understand client us-
age patterns to accurately model overall performance im-
provement. However, we have selected a set of com-
monly used non-interactive applications that allow us to
focus on the following three questions:

1. Is operation shipping transparent to the applica-
tions?

2. What is the extent of network-traffic reduction that
can be achieved by using operation shipping?

3. What is the extent of elapsed-time reduction that can
be achieved by using operation shipping?

We shall answer these questions in the following subsec-
tions, after we briefly describe the experimental setup.

4.1 Experimental setup

The client, the surrogate, and the server machine used
in the experiments were a Pentium 90MHz, a Pentium-
MMX-200MHz, and a Pentium 90MHz machine respec-
tively. All three machines were running the Linux op-
erating system (kernel version 2.0.35). The network
between the surrogate and the server was a 10-Mbps

Ethernet. The network bandwidth between the remote
client and the surrogate varied in different tests, and we
used the Coda failure emulation package (1ibfail and
filcon) [18] to emulate different network bandwidths
on a 10-Mbps Ethernet.

We performed 16 different tests using nine common non-
interactive applications (Figure 3). We used real-life in-
put files, found in our environment, for the tests. We
selected the tests such that the data size in each test was
close to one of the three reference sizes: 16, 64, and 256
Kbytes. The data size is defined as the total size of the
files updated by an operation. The 16 tests were labeled
asT'1,7T2,---,7T16. Each test was repeated three times.

4.2 Transparency to applications

We make no claim that operation shipping can be used
transparently with all non-interactive applications. For
example, we anticipate that operation shipping probably
cannot be used with the -j <n> mode of GNU Make,
which runs n jobs in parallel. Fortunately, so far all nine
selected applications can be used transparently with op-
eration shipping. Three of them exhibit non-repeating
side effects, but these side effects can be compensated
by our handling techniques.



Expected Expected

Traffic Traffic Traffic traffic traffic

Test | Nature by value- | by operation- reduction by data- reduction
shipping shipping | by operation- || compression by data

(Kbytes) (Kbytes) shipping (Kbytes) | compression

Lv Lop Lv/Lop Lv,gz Lv/Lv,gz

T1 rp2gen 28.7 2.0 14.4 6 4.8
T2 | rp2gen 77.5 1.9 40.8 9.6 8.1
T3 | yacc 23.7 1.0 23.7 54 44
T4 | c++-c 27.1 1.9 14.3 7.9 34
T5 | c++-c 63.4 1.8 352 17.9 3.5
T6 | c++-c 266.3 2.0 133.2 71.6 3.7
T7 | c++ 23.9 2.0 12.0 8.4 2.8
T8 | ar 70.2 1.9 36.9 22 32
T9 | ar 364.0 2.2 165.5 78.6 4.6
T10 | tar x 271.8 4.7 57.8 71.5 3.8
T11 | make 71.6 23 31.1 25.3 2.8
T12 | make 242.0 59 41.0 81.8 3.0
T13 | tarc 60.2 1.0 60.2 10 6.0
T14 | sgml2latex 42.0 1.0 42.0 13.8 3.0
T15 | sgml2latex 270.3 1.1 245.7 71.0 3.8
T16 | latex 94.1 14 67.2 355 2.7

In column 5, we list the network traffic reduction factors by operation shipping L / Loy, where L, and L, is the network
traffic by value shipping and by operation shipping respectively. In column 7, we also list the expected network traffic

reduction factors L, /L, 4 if we used data compression (L., - is the expected size of the compressed traffic).

Figure 4: Network traffic reductions by operation shipping (and by data compression)

4.3 Network traffic reduction

For each test, we measured the traffic required for prop-
agating the update by value shipping and by operation
shipping. Both the file data and the overhead are in-
cluded in the traffic. In particular, for operation shipping,
all fields in the operation logs: command, command-line
arguments, current working directory, environment list,
file-creation mask, meta-data, and fingerprints, and so
on, were counted towards the traffic.

In Figure 4, we show the traffic reduction L,, / Lop, where
L, and L, are the traffic volumes required for the up-
date propagation by value shipping and by operation
shipping respectively.

Previous Coda projects [7, 14] have shown that cancel-
lation optimization is effective in reducing the network
traffic needed for propagating updates. For example, if
a file is stored several times, then only the last STORE
record is needed to be shipped. When we took the mea-
surements, we did not wait for any possible cancellation
optimization to happen, therefore, the measured traffic

reductions achieved by operation shipping alone repre-
sent the best-case numbers. We excluded cancellation
optimization because its effectiveness depends on us-
age patterns, and should be studied using file-reference
traces. At this stage, we do not have file-reference traces
performed at the level of user operations, so we have to
evaluate operation shipping in isolation of cancellation
optimization.

Nevertheless, the traffic reductions achieved by operation
shipping were much more substantial than that achieved
by cancellation optimization. 2 In 13 out of the 16 tests,
the reduction exceeded a factor of 20; the highest reduc-
tion factor was 245.7 (T15); the smallest reduction was
12 (T7). In other words, operation shipping reduced the
network traffic volumes by one to nearly three orders of
magnitude.

2In their study of file-reference traces, Mummert, Ebling and Satya-
narayanan [14] have reported that about 50 % of network traffic was
saved when modification records were allowed to stay in the modifica-
tion log for 600 seconds, waiting for possible cancellations to happen.



Elapsed time (msecs)
Data size 9.6-Kbps 28.8-Kbps 64-Kbps

Test | Nature (Kbytes) Ty T, Ty T, T, Top
Tl rp2gen 27.5 27,921 8,282 9,666 6,404 | 4,539 5,637
(312) (73) (3 (50) (20) (37)

T2 rp2gen 76.3 71937 9,322 | 24294 7358 | 11,416 6,706
27 (61) (39) &) (133) (90)

T3 yacc 23.5 22,025 3,215 7,563 2,364 | 3,506 2,049
(31) (60) (13) (34) 0) 9

T4 c++ ¢ 26.0 25,112 5,098 8,683 3,491 4,164 2,928
(64) 3 (38) (88) (176) (107)

T5 c++ ¢ 62.4 59,144 7,546 19,899 5927 | 9,591 5,377
(254) (48) 51 (12) 93) 43)

T6 c++ -C 265.3 || 257,143 15,645 88,274 13,877 | 39,167 13,181
(23,989) (82) (8,418) 92) (233) ©)

T7 c++ 23.0 22,218 4,425 7,637 2,874 | 3,599 2,297
(27) (27) (12) (30) (12) (20)

T8 ar 69.3 65,473 5,613 22,059 4,104 | 10,571 3,646
(58) 21 a7 (25) (343) (138)

T9 ar 363.1 || 345,241 13,143 | 118,929 11,634 | 55,725 10,944
(24,172) (142) | (7.402) 74 | 3.472) 1)

T10 | tar X 269.5 || 247,674 12,825 85,041 9,448 | 39,954 8,448
(327) (156) (276) 96) (182) (60)

T11 | make 69.9 67,113 8,839 | 22,723 6,793 | 10,633 6,115
(580) 79) (354) (25) (142) 30)

T12 | make 237.1 || 224,135 22272 | 77,279 18,098 | 36,256 17,085
(2,452) (132) (73) 39) (293) (396)

T13 | tarc 60.0 55,355 3,674 18,826 2,978 8,802 2,602
(36) ®) (33) 92) ) 74

T14 | sgml2latex 41.8 38,602 5,433 13,160 4,648 | 6,209 4,439
(15) (18) 12) (25) 87) (235)

T15 | sgml2latex 270.0 || 245,709 13,780 83757 12852 | 39414 12600
(266) (103) (162) 42) (32) (107)

T16 | latex 934 86,619 8,522 | 29,429 7,194 | 13,869 6,243
30) (646) 54) (669) 49) 39)

Elapsed time, in milliseconds, for update propagation using value shipping (73, ) and oper-
ation shipping (7,,) under three different network conditions. Figures in parentheses are

standard deviations from three runs.

Figure 5: Elapsed time for value shipping and operation shipping.

4.4 Reduction of elapsed time

We also measured the elapsed time for propagating an
update by value shipping and by operation shipping. The
elapsed time is the time to complete the respective re-
mote procedure calls: ViceReintegrate for value
shipping, and UserOpPropagate for operation ship-
ping. For the latter, the elapsed time comprises the time
for shipping the operation log, re-executing the opera-
tion, and other overhead, such as checking the finger-
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prints. Since the elapsed time depends heavily on the
network bandwidth, we measured it under three differ-
ent network bandwidths: 9.6, 28.8, and 64.0 kilobits per
second. The measurements are shown in Figure 5.

We summarize the speedups for the tests in Figure 6. The
speedup is defined to be the ratio T, /7,,, where T, and
T,, are the elapsed time for value shipping and operation
shipping respectively.



We found that the speedups were substantial. They were
the most substantial in the 9.6-Kbps network. Eight out
of the 16 tests were accelerated by a factor exceeding
10. The maximum speedup was 26.3 (T9); the minimum
speedup was 3.4 (T1). In the other two networks, the
speedups ranged from a factor of 1.4 to 10.2. (There was
one exception: test T1 slowed down when using opera-
tion shipping at 64 Kbps.)

However, we also found that the speedups were smaller
than the numbers that we got from the previous version
of our system, where forward error correction was not
used. We performed some initial profiling of the time
spent for operation shipping and found that the overhead
of FEC was not small, sometimes as high as 80% of the
total elapsed time. Although FEC is useful in handling
the side effects of timestamps, it does not justify such
a large overhead. We plan to use two optimizations to
reduce the overhead: (1) we could use FEC on only those
applications that need it, using hints from the users, and
(2) we could choose to use a smaller number of parity
symbols (says, 16) and substantially reduce the amount
of computation needed.

Even without the planned optimizations, our current re-
sult has already shown that operation shipping is useful.
Our result also indicates another advantage of operation
shipping. That is, the speed of update propagation is
much less sensitive to the network condition. This can
be seen from the elapsed-time—bandwidth curves for test
T9, plotted in Figure 7, in which the curves for value
shipping is steep and that for operation shipping is flat.
(Curves for other tests show similar trends.)

Combining the results of these two subsections, we con-
clude that operation shipping can reduce network traf-
fic very substantially, can accelerate update propagation
substantially, and can make the elapsed time of update
propagation much less dependent on the network condi-
tion.

5 Related work and alternative solutions
5.1 Related work

To the best of our knowledge, this is the first work that at-
tempts to propagate file updates by operation. However,
some ideas and techniques used in this work have been
studied in previous research.

Uses in database. The idea of operation-based update
propagation is not new to the database community [15],
but we apply it in a new context: distributed file system.

11

Data size Speedup
Test | Nature (Kbytes) 96 288 64
T1 rp2gen 27.5 34 1.5 08
T2 rp2gen 76.3 7.7 33 1.7
T3 yacc 23.5 6.9 32 1.7
T4 cH++ - 26.0 4.9 25 14
T5 cH++ - 62.4 7.8 34 18
T6 cH++ - 2653 || 164 64 3.0
T7 cH++ 23.0 5.0 27 1.6
T8 ar 69.3 || 11.7 54 29
T9 ar 363.1 || 263 102 5.1
T10 | tarx 269.5 || 19.3 9.0 47
T11 | make 69.9 7.6 33 1.7
T12 | make 237.1 || 10.1 43 2.1
T13 | tarc 60.0 || 15.1 63 34
T14 | sgml2latex 41.8 7.1 28 14
T15 | sgml2latex 270.0 || 17.8 6.5 3.1
T16 | latex 934 || 102 41 22

Speedups for update propagation under three different net-
work speeds: 9.6-Kbps (9.6), 28.8-Kbps (28.8), and 64-Kbps
(64).

Figure 6: Speedups for update propagation

T9: ar libfail.a

elapsed time for update propagation
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Figure 7: Elapsed time vs. bandwidth

First of all, we need to log and ship operations at a level
higher than the file system itself, because the low-level
file-system operations are not appropriate for operation
shipping. Therefore, we need cooperation between the
applications (or meta-applications) and the file system.
Also, the new context requires several new concepts: re-
execution by surrogate, adjustment of meta-data, valida-
tion of re-execution, and handling of non-repeating side
effects. Finally, our file system can attempt operation
shipping more boldly, because it has a fall-back mecha-
nism of value shipping.

Directory operations. Logging and shipping of directory
operations have been implemented in Coda prior to this



work [20, 19]. When a directory is updated on a Coda
client (e.g., a new entry is inserted), instead of shipping
the whole new directory to the server, the client ships
only the update operation (e.g., the insertion operation).
Directory operations are more like database operations,
since they can be mapped directly to insertion, deletion,
and modification of directory entries. In contrast, this
work focuses on operation shipping of general user oper-
ations.

Repeatable re-execution.  Several previous research
projects have investigated the conditions for repeatable
re-executions. Repeatable re-executions were desired for
fault tolerance [1] or load balancing [2]. In the former
case, a process P can be backed up by another process
Py. If P crashes, then P, will repeat the execution of
P since a recent checkpoint, and will thereafter assume
the role of P. In the latter case, a process can migrate to
another host to reduce the load imposed on the original
host. In our work, repeatable re-executions are used to
re-produce some file modifications that are identical to
those produced by the original executions.

Re-execution for transactional guarantee. A previous
Coda project has implemented a mechanism for re-
execution of operations [9] [10]. It addresses the update
conflicts that may be incurred in optimistically controlled
replica. It proposes that a user can declare a portion of
execution as an Isolation-Only Transaction (IOT). If an
update conflict happens, Coda will re-execute the trans-
action. Our work is different in that we focus on perfor-
mance improvement. Also, in our work, re-executions
take place in a different host, whereas re-execution of
IOTs take place in the same host. This implies that we
must handle the case where re-execution does not pro-
duce the same results as the original execution.

5.2 Alternative solutions

There are other possible solutions to the problem that we
are addressing. We are going to discuss four of them.

Delta shipping. The idea is to ship only the incremental
difference, which is also called the delta, between dif-
ferent versions of a file. It has been proposed by many
people and is currently being used as a general mecha-
nism [24] or in specific systems including file systems
[5], web proxies [12], file archives [11], and source-file
repositories [22, 16].

It is possible to compute deltas not only for text files
but also for binary files. We would like to mention the
rsync algorithm [24] in particular. When shipping a
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file, the sending host suppresses the shipping of some
blocks of data if they are found to be present on the re-
ceiving host already. It determines whether they are al-
ready present on the receiving host by using the check-
sum information supplied by the receiving host. The al-
gorithm exploits a rolling checksum algorithm so that the
blocks being matched can be started at any offset, not just
multiples of block size.

Delta shipping has several limitations. First, a newly-
created file has no previous version. Second, the effec-
tiveness of delta shipping largely depends on how similar
the two versions of a file are, and how those incremen-
tal differences are distributed in the file. In pathological
case, a slightly changed file may need a huge delta. This
could happen, for example, if there are some global sub-
stitutions of strings, or if the brightness or contrast of an
image is changed. In general, we believe operation ship-
ping can achieve a larger reduction of network traffic.

On the other hand, delta shipping does not involve re-
execution of applications and pre-arrangement of surro-
gate clients, as operation shipping does. Therefore, it is
simpler in terms of system administration. We believe
delta shipping and operation shipping can complement
each other in a distributed file system. In particular, delta
shipping can be used when operation shipping has failed
for some updates, and when the file system has resorted
to use value shipping.

Data compression. Data compression reduces the size
of a file by taking out the redundancy in the file. This
technique can be used in a file system or a web proxy
[12]. However, the reduction factors achieved by data
compression may be smaller than that of operation ship-
ping. We did a small performance study using a repre-
sentative implementation: the gzip utility, which uses
the Lempel-Ziv coding (LZ77). We ran gzip with the
updated files of the 16 tests in Section 4, and listed the
expected traffic volume and expected traffic reduction
by compressing the files before shipping them. The re-
sults are shown in Figure 4 (the sixth and seventh col-
umn). The expected traffic reductions by data compres-
sion ranged from 2.7 to 8.1, substantially smaller than
that achieved by operation shipping, which ranged from
12.0to 245.7. We were not surprised by the results, since
we know operation shipping exploits the semantic infor-
mation of the user operation, whereas data compression
operates only generically on the files. Like delta ship-
ping, data compression can complement operation ship-
ping, and be used when our file system has resorted to
value shipping.



Logging keystrokes. A file system may log keystrokes
and mouse clicks, ship them, and replay them on the sur-
rogate. As such, it may be transparent to an application
even if the application is interactive. However, we are
pessimistic about this approach, because it is very diffi-
cult to make sure the logged keystrokes and mouse clicks
will produce the identical outcome on the surrogate ma-
chine. Too many things can happen at run-time that could
cause the keystrokes to produce different results.

Operation shipping without involving the file system.
Can we use operation shipping without involving the file
system? We can imagine that someone may design a
meta-application that logs every command a user types,
and, without involving the file system, remotely executes
the same commands on a surrogate machine. We believe
such a system would not work, for the following reasons.
If the file system had no knowledge that the second ex-
ecution was a re-execution, it would treat the files pro-
duced by the two execution as two distinct copies, and
would force the client to fetch the surrogate copy. It
might even think that there was an update/update con-
flict. Besides, it cannot ensure the correctness of the re-
execution. We therefore believe that the file system plays
a key role in useful and correct operation shipping,

6 Conclusion

Our experience with operation shipping, although it is
limited only to the application-transparent case, is en-
tirely favorable. We have implemented a prototype by
extending the Coda File System, and have demonstrated
that operation shipping can achieve substantial perfor-
mance improvements.

Efficient update propagation is important for insulating
users from the unpleasant consequences of low band-
width networks. Indeed, without this capability, per-
formance may be sufficiently degraded that users are
tempted to forgo the transparency benefits of a dis-
tributed file system, and rely on explicit copying of local
files instead. Our results suggest that operation shipping
can play an important role in the design of future dis-
tributed file systems for bandwidth-challenged environ-
ments.
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