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ABSTRACT

We study the degree to which small fluctuations in costs in-wel
studied potential games can impact the result of naturéllesponse
and improved-response dynamics. We call thisPhiee of Uncer-
tainty and study it in a wide variety of potential games (including
fair cost-sharing games, set-cover games, routing ganmek;jod-
scheduling games), finding a number of surprising resuttpaltic-
ular, we show that in certain cases, even extremely smatlfdions
can cause these dynamics to spin out of control and movettessifi
much higher social cost, whereas in other cases these dgsarg
much more stable even to large degrees of fluctuation.

We also consider the resilience of these dynamics to a smatt n
ber of Byzantine players about which no assumptions are n\&de
show again a contrast between different games. In certagsda.g.,
fair cost-sharing, set-covering, job-scheduling) eveimgle Byzan-
tine player can cause best-response dynamics to transitistates
of substantially higher cost, whereas in others (e.g., tagscof 3-
nice games which includes routing, market-sharing and roémrs)
these dynamics are much more resilient.

Categories and Subject Descriptors

J.4 [Social and Behavioral Sciences]: Economics; F.2Analysis of
Algorithmsand Problem Complexity]
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Avrim Blumt

Yishay Mansour?

It is widely accepted that rational agents in competitiveirem-
ments can be viewed agility maximizers Economic theory has
gone to great lengths to justify this assumption, and degivt from
basic plausible axioms. Major milestones in this line okash in-
clude von-Neumann and Morgenstein [24], de Finetti [9] aads§e
[20]. In essence, these results connect between agentsirqmees,
likelihoods of events, and utility functions. (We shouldanark that
there is a line of work in behavioral economics which challen
this approach, for example the well known works of Kahnemaah a
Tversky [22].) In this work we explore how small fluctuatiomsun-
certainties about agents’ own utilities can substantiaffgct social
welfare when players follow natural dynamics.

In many cases we can view the agents’ utility functions asdei
based on measurements of some physical quantities. Forpéxam
in job scheduling, the speed of each machine is a physicaitiqya
which determines the load on each machine. An agent has to ap-
proximate this speed from its observation, where the sisiplay
is to consider the ratio of output quantity and time. Everhd but-
put quantity is given, different agents might have (slighdifferent
measurements of time, which will cause them to compute tiigh
different machine speeds. Even the same agent might hygin¢he
different speeds for the same machine at different times,tdum-
perfection in its clock. We can model this phenomenon asvial
We assume that each machine has an absolute spead at each
time ¢t each agent observes a speeqd € [s/(1 + ¢€), s(1 + ¢€)], for
some uncertainty parameter> 0. This modeling of uncertainty
is very reminiscent of the statistical query learning moafdKearns
[12,13].

In other situations, even without uncertainty in measurgmée
underlying game itself may exhibit small fluctuations in tcoBor
example, consider a transportation problem where each aghatts
a route. We might model edges as having delay functions teat a
say, linear in the amount of traffic on them, but in realityayesl may
also depend on external environmental factors which haee bé-
stracted out of the model. Therefore delays would not betixac
identical at two different times even if the amount of trafiicthose
times is the same. We can again view this similarly: at eatie ti
t, resourcej has cost € [c; /(1 + €),¢; (1 + €)] wherec; is the
“base” cost of that resource, anads a degree-of-fluctuation param-
eter. In fact, this same issue of fluctuations in actual (iditeah to
perceived) costs may occur in the job-scheduling scenarioed.

The question we are interested in is: can these fluctuations (
either perceived or actual costs) cause best-responsergumdvied-
response dynamics to spin out of control and move from higdility
states to states of much worse social welfare? What valuesar
different well-studied games tolerate? We focus on paagames,
where such dynamics are especially natural, and define a resw m
sure we call thePrice of Uncertainty (PoU)that models the effect
these perturbations can cause. To define the PoU we assuighat e
stept an agent does a best (or improved) response to the cost func-
tion at timet. The PoU of a given game bounds the ratio of the initial
social welfare to the social welfare of any state that canelaehed



in such a dynami¢. A small PoU implies that the system can not
deteriorate due to such perturbations in costs, and prexadzertain
degree of robustness to the system; a large PoU means thebozt
tion could be severe. Note that all the games we consider dralye
a small gap between potential and cost, so without any fltions
these dynamics would never cause social welfare to detdei@ub-
stantially. In addition, all the games we consider have ‘opdmal
equilibria (their price of stability is low), and they contie to do so
even after perturbation: thus, the effect we are studyimgishat the
system moves to a poor state because good equilibria norlexge
ist, but rather whether small perturbations can lead nbtiyrzamics
astray.
Our Results: We analyze a number of well-studied potential games
from this perspective, including cost-sharing [2], madrgames [1],
job-scheduling [14, 8], and the class @fnice games [3], proving
both upper and lower bounds on how resilient they are to sech p
turbations under both best-response and improved-respiyrsam-
ics. Our analysis shows a number of surprising distinctioetsveen
these games, as well as between these two dynamics. In see® ca
we show even exponentially small perturbations can resutiras-
tic increases in cost; in others, polynomially-small pdsations are
sufficient to ensure good behavior, and finally some areieasil
even to constant-sized fluctuations. For example, in fat-sbaring
games with many players of each type, we show that with best-
response dynamics, the Price of Uncertainty is constan éwe
constante > 0. However, with improved-response dynamics, even
exponentially small fluctuations can cause an exponenteiye in-
crease in the cost of the system. On the other hand, with fayepd
of each type, the game becomes less resilient, and corszanfiuc-
tuations can cause even best-response dynamics to incud afPo
Q(n), wheren is the number of players, moving from an equilibrium
of costO(OPT) to one of cosf2(n - OPT), matching the Price of
Anarchy of the game. For set-covering games, a natural aipease
of fair cost-sharing studied by [6] where players must cleoskich
set to belong to and split the cost with others making the samoiee,
we show both best-response and improved-response dynamies
a logarithmic Price of Uncertainty far = O(1/(mn)). However,
for matroid games (a broad class that generalizes setiogvand
many other games), while best-response dynamics contioues
hibit good behavior, improved-response dynamics againelgs-
nentially large PoU even for exponentially smal(exponential in
the rank of the matroid). We also give a technically intrckdwer
bound ofQ2(1/n/ log n), even for set-covering games, on the PoU of
best-response dynamics fer> /2/n. Finally, for the class of3-
nice games, which for constagtincludes congestion games with
linear (or constant-degree polynomial) latency functjonmsarket-
sharing games, and many others [3], we show that for randaler or
best-response dynamics, the price of uncertainy(i§). However,
again for improved-response dynamics the PoU can be exfiahen
We also present results for job scheduling on unrelated mastand
consensus games.

We also explore a different kind of robustness, which is a ro-
bustness to adversarial (Byzantine) players. This can &sed as
a fault-toleranceof the system to a few misbehaved agents. For
our lower bounds, we concentrate on the case of a single -adver
sarial (Byzantine) player, and measure to what degree celm au
player can cause the system'’s social welfare to deteriovéteshow

1As mentioned above, it could be thetualcost of resourcg at time

t is slightly different from its cost at time O, or else theseldgust be
differences in measurement, but either way the effect ongants
behavior is the same. Also, in general we assume that thial istiate

is arbitrary. It could be an equilibrium, in which case theJPzan
be viewed as studying the stability of the equilibrium. Adtatively,
the initial state might result from a change in the systendifagl or
removing a link in routing, or adding or removing a machingdh
scheduling). In such a case the agents dynamics start fromra m
arbitrary state.

that for set cover games, a single Byzantine player can daesie
response dynamics to move from an equilibrium of cO$OPT)

to one of cost2(n - OPT). (This is as bad a situation as possi-
ble since the Price of Anarchy in such gamegJi&:).) For job
scheduling on two unrelated machines we show that a singtarBy
tine player can induce a dynamic where the cost increases ffrim
Q(n), and that the same is true for consensus games. For our pos-
itive results, we allow any number of Byzantine players. \Wevs

that for job scheduling on identical machines the effect yddhtine
players is very limited. FoB-nice games, under additional assump-
tions on the impact the Byzantine players can have on thelsoci
cost of anygiven state, and assuming random-order best-response
dynamics, we can show that at any timehe expected social cost
can not be abovégs - OPT - GAP,where GAP bounds the ratio
between potential and cost for the game (e.g., for fair cbatisg
gamesGAP = O(logn)).

Our work can be thought of as asking what kinds of fault-ttee
properties we can guarantee in multi-agent environmertat iE, if
the system is currently in a low-cost equilibrium state, wiean we
expect it to remain so even in the presence of slight pertiatsin
costs or in the presence of a small number of misbehavingaByz
tine) players. Our analysis also points out a fragility iarstard
potential-function arguments in cases where the undeylyindel is
not quite perfect.

Related Work: Recent work on the “Price of Malice” and related
notions have also considered the effect that Byzantineeptagan
have in several natural games [4, 19, 16]. The focus of that Wwas
been on the effect of such players on the quality of the woesthN
or coarse-correlated equilibria. In contrast, we are ggtd in the
effect of such players on an initial state that may be mucteb#tan
the worst equilibrium, for a wide class of potential gamethwai low
gap between potential and cost (so that without any pettiorsor
Byzantine players, behavior would never degrade subsifnti

2. THEMODEL

A game is denoted by a tupte = (N, (S;), (cost;)) where N
is a set ofn players,S; is the finite action space of playéerc N,
and cost; is the cost function of player. The joint action space
of the players isS = S; x ... x §,. For a joint actionS €
S we denote byS_; the actions of players # i, i.e., S—;
(815 +eey Si—1, Si—1, ..., Sn). Furthermore we denote b§ @ s; the
state (s, ..., Si—1, 8§, Si—1, ---, Sn). The cost function of playei
maps ajoint actior$ € S to areal non-negative number, i.eost; :

S — RT. Every game has associated a social cost functigst :

S — R that maps a joint action to a real value. In the cases dis-
cussed in this paper the social cost is a simple function®ttsts

of the players. In particular, we discuss the sum, cest(S) =

i, costy(S), and the max, i.egost(S) = maxj_; cost,(S).

(In the context of load balancing games we call the maximuciatso
function themakesparsocial cost function.) The optimal social cost
of agame’ is OPT(G) = minges cost(S). We sometimes over-
load notation and us®P'T for a joint actionS that achieves cost
OPT(G).

Given a joint actionS, the Best Response (BRJ playeri is the
set of actionB R; (S) that minimizes its cost, given the other players
actionsS_;, i.e., BR;(S—;) = argminges, cost; (s,5—;). Given
a joint actionS, the Improved Response (IR player: is the set
of actionsI R;(.S) that have lower cost than its current action, i.e.,
IR;(S) = {s € Si|costi(s,S—i) < cost(S5)}.

A joint action S € S is apure Nash Equilibrium (NE)f no
playeri € N can benefit from unilaterally deviating to another ac-
tion, namely, every player is playing a best response aatish i.e.,
si € BR;(S—;) for everyi € N. A best (improved) response dy-
namicsis a process in which at each time step, some player which is
not playing a best response switches its action to a bestdirag)
response action, given the current joint action. In thisgoape will
concentrate on games in which any best (improved) respopse d



namics converges to a pure Nash equilibrium (which are edgt
to the class of ordinal potential games [15, 18]). Throughbe pa-
per we denote byzAP(G, n) the maximum ratio between the cost
of a given joint action and the value of the potential functfor it,
whereG is a game of: players.

Let A'(G) be the set of Nash equilibria of the gar@e ThePrice
of Anarchy(PoA) is defined as the ratio between the maximum cost
of a Nash equilibrium and the social optimum, i.enaxsca ()
cost(S))/ OPT(G). ThePrice of Stability(PoS) is the ratio be-
tween the minimum cost of a Nash equilibrium and the socié} op
mum, i.e.,(mingear(qy cost(S))/OPT(G).

In this paper we introduce and study tReice of Uncertainty
(PoU). We consider three different variations.

Adversarial Model: Consider a gamé&r, from a given class of
gamesg, where the agents start at some given initial configuration
So (which might be a Nash equilibrium or not). Now we progress
in phases, where in phagethe following occurs. First, at time

t, the adversary perturbs the costs@fby a small multiplicative
factor from their initial values, so that for an§ and ; we have
cost}(9) € [cost;(S)/(1 + €), (1 + €)cost;(S)].> Then the ad-
versary picks an ageritwho performs a best (improved) response,
and the new configuration is;.

Our main concern is to upper bourst(S;)/cost(Sy) as a
function of e and the class of gam&s More precisely, let us define
PoUgr(e, G) = max cost(St)/cost(So), where the max opera-
tor is over the initial configuratioso, the number of time stegsand
a dynamics of time steps which includes the selection of a player

2.1 Classesof Games Studied

In this paper we extensively studyngestion gameand impor-
tant sub-classes of them. A congestion ga&is defined by a tu-
ple (N, R, (Si), (di)), whereN is the set ofs players,R is the set
of m resources, the action of playeris S; C 2%, and the goal
of players is to play a strategy; that minimizes its individual cost
cost;. The costost;(S) of playeriis givenbyy " ¢ dr (nr(S5)),
wheren..(S) is the number of players sharing resourcia stateS
andd, : N — N is a delay function associated with resource
Rosenthal [18] shows that every congestion game possesieasa
one Nash equilibrium by considering the potential functiaft) =
> er Sorr$9) d, (7). We call a congestion gamgymmetricif all
the players share the same set of strategies, otherwise Wi ca
asymmetric. Specific classes of congestion games that wlg stu
this work are cost-sharing games, matroid congestion gafapie
games, and consensus games. We define all these in their corre
sponding sections, namely Sections 4.1, 4.2, 5.1 and 4r3ydfes
with ®(S) > cost(S) we defineGAP (G, n) asmaxg ®(5)/cost(S).
More generally, for games such thBtS) € [cicost(S), cacost(S)]
we defineGAP(G, n) = c2/c1, where we assuma < 1 < c».

Another class of games we study doad balancing gameésee
[17]) which we define in Section 4.4.

3. PRELIMINARIES

We start with a few simple observations regarding the priagne
certainty in general, and for congestion games in particurrst,

i € N and the selection of its best response at each time step. For anote that fore = 0 we get the “standard” best (improved) response

class of game§, let PoUgr(¢, G) bemaxceg PoUBr(€, G). We
define similarlyPoU; r for improved response.
Random Order Model: This model is similar to the adversarial
Model, except that at each time step a random agentN is se-
lected. We now care about the expected cost at timé&/e remark
that although the player is selected at random, its actiselected as
an adversarial best (improved) response to an advergesigikcted
perturbation of its cost. In this case we denote the pricenceu
tainty by PoU g 2
Byzantine Model: In this model, rather than perturbing costs, the
adversary instead has control over a small number of Byzanti
agents. At each time step the adversary moves the Byzantine
agents arbitrarily, and then an agent N is selected (either ad-
versarially or at random), who then performs a best-respomius,
while in the other models the adversary can perturb all cbgta
small amount, in this model the adversary can influence orfigna
players, but for those players it has full control. This ifeplthat the
adversary can typically influence the costs of only a few ueses
at a time (those used by the Byzantine players) by an amoant th
depends on the game and the current joint action of the dayer
One can view the adversarial model as a directed graph, vihere
nodes are the possible joint actions. There is a directed &dm S
to S’ if they differ in the action of only one player and the adver-
sary can cause playéto move from its action i to its action inS”:
for improved response dynamics, this means perturbing cmsthat
cost!(S’) < cost!(S), and for best response dynamics this means
cost!(S’) is the minimum cost of any state playiezan reach unilat-
erally from S. Given this graph, for each joint actighlet V' (.S) be
the set of nodes reachable from it. The PoU then bounds tiocoext
tween the social cost ifi and the maximum social cost of any joint
action reachable frorf, i.e.,maxs max,cv (g) cost(v)/cost(S).

2We require the adversary’s perturbations to be consistétht tive

dynamics. In this case the PoU is simply asking by how much can
the social welfare deteriorate, assuming that all the ptagee imple-
menting best (improved) response dynamics (even this chigber
than the PoA, see Theorem 3.1). Our first observation is treat for

e = 0the PoU is at least the Price of Stability. This follows since
we can start aby as the social optimal configuration, and any best
response dynamics will reach some equilibrigim

FacT 3.1. For anye > 0 we have:
PoUir(e,G) > PoUpr(€,G) > PoUsr(0,G) > PoS(G).

For fair cost-sharing games, Fact 3.1 impliest&itog n) bound,
due to the price of stability results [2]. Second, one shaxdect
the ratio to also depend on the magnitude.dfor example, for any
given game, for sufficiently smadl, the perturbations of the adver-
sary would have no real effect, and the agents would simplgvio
some best (improved) response dynamics from the initiafigora-
tion. More specifically:

FAcT 3.2. For any game clas§ there is aney > 0 such that for
anye < ¢o,

PoUrr(e,G) = PoUrr(0,G) and PoUgr(¢,G) = PoUgr(0,G)

Again, for fair cost sharing games, since the social costngf a
configurationS is at most a logarithmic factor from the value of the
potential function [2], this would give a@(log n) upper bound for
e = 0, i.e., PoUrgr(0, FCSG) = O(logn). In exact potential
games, an immediate observation is:

FacT 3.3. In any exact potential game aftesteps the potential
function increases by at mogt + €).

Clearly, Fact 3.3 implies that the potential function ireses by

classG. For congestion games (see Section 2.1) this means the ad-y; most(1 + ¢)2*, whereL is the number of configurations of play-

versary may perturb the costs of each resource byt factor; for
job-scheduling, the adversary may perturb the cost of thehinas.
Thus, at each timg the resulting gamé&'; remains a potential game.
3For improved response, the adversarial and the random orde
els are identical, since the adversary can make the randayensl
select the same action until his desired player is selected.

ers; for congestion games, since players choose subsetsafrces,
L<2mn,

Itis interesting to note that there exigisuch thatPoUgr (0, G)
is larger by a multiplicative2 (log n) factor thanPoA(G). In partic-
ular we can show the following.



THEOREM 3.1. Let G be the class of market-sharing games.
ThenPoA(G) = 2 while PoUgr(0,G) = ©(logn).

PROOF The bound on the PoA is from [23]. For the lower bound
on PoU, consider playerg, ..., n} where player can select be-
tween a dedicated site with benefitl/: and a shared site; with
benefitl. Initially, each player uses its dedicated sitg, and the
social welfare benefit itnn. Now let the players perform best re-
sponse in an increasing order of the indices. Playais a benefit
of 1/, and the benefit from moving t@ is 1/(: — 1), so it prefers
to move tos;. This implies that at the end of the sequence the so-
cial welfare benefit id. The upper bound follows immediately from
the fact that the gap between potential and cost in this gatisfies
GAP =O(logn). O

Note that in such cases we are willing to lose lien factor, and
we are interested in for what values othe value ofPoUgr (¢, G)
is not much larger tha®?oUgr (0, G).

Finally, we point out a simple relationship between the yobxd-
tion and Byzantine models. Consider a class of gaghesich that
a single player cannot change the cost of any given siate any
playeri by more than a factor of, and whose effect is monotone
(for example, for fair cost-sharing, a new player can redieecost
of a given stateS to a player by at most a factor of 2, and in any state
it cannot increase the total cost of the other players). Taemdver-
sary withe = y/a—1 can simulate the effect of a Byzantine player on
best-response (or improved-response) dynamics. Thisemghat
any lower bound for a single Byzantine player (such as in Téras
6.2, 6.3 and 6.5) translates to a lower boundai/sr (v/a—1,G).

4. ADVERSARIAL ORDER

In this section we present our results in the adversarialehadd
give upper and lower bound dPoUgr and PoU; r for a number of
well-studied classes of games. We begin by considering®edr
games, a natural type of cost-sharing game studied in [@wsh
ing that both best-response and improved-response dyparéae-
silient to polynomially-small fluctuations (Theorem 4.1t that
even for best-response this resilience breaks dowr for \/2/n
(Theorem 4.2). We then consider two generalizations oftlgasnes:
fair cost sharing in general directed graphs [2], and mdtgaimes
[1]. In both cases, we show that even exponentially smalidteons
can cause improved-response dynamics to move to high aissst
(Lemma 4.2 and Theorems 4.5 and 4.8); however, best-respiyas
namics remains resilient to polynomially-small fluctuaso(Theo-
rems 4.3, 4.4, and 4.7). We also present results for jobekdimeg
and consensus games.

4.1 Fair Cost Sharing Games

In this section we consider fair cost sharing games (FCSGass
of congestion games defined as follows. We are given a géapgh
(V, E), which can be directed or undirected, where each edge?
has a nonnegative cost. > 0. There is a sefv = {1,...,n} of
n players, where playeris associated with a souree and a sink
t;. The strategy set of playéris the setS; of s; — t; paths. In an
outcome of the game, each playechooses a single path, € S;.
Given an outcomes = (P4, ..., P,), letn.(S) be the number of
agents whose path contains edgén the fair cost sharing game the
cost to agent is costi(S) = >° p. 7.(57 @nd the goal of each
agent is to connect its terminals with minimum total coste Ebhcial
costis definedtob®_ ., p. we.

Itis well known that the price of anarchy in these game® (s
while the price of stability if (n) [2], whereH (n) = >_7_ | 1/i =
O(logn). A well known characterization of the potential function
[18] of these games [2] is the following.

LEMMA 4.1. Infair cost sharing, for any joint actiol € S, we
have:cost(S) < ®(S) < H(n) - cost(95).

4.1.1 Set Covering Games

Set-cover games (SCG) were considered in [6]. In a set-cover
game, there ares players, andn subsets over the players. The
cost associated with setis w;. Each player; has to choose one
of the setg that contains him and gets to split the cost of the set with
other players who choose the same set. Set-cover gamespeia s
case of fair cost sharing games. We begin with an upper boaind f
improved-response dynamics.

THEOREM 4.1. In the set covering game, for any > 0 we
havePoUrr(e, SCG) < (1 + €)*™™logn. Therefore, fore =
O(-L.), we havePoU;r(e, SCG) = O(logn).

nm

PROOFE Suppose the initial configuratiagsy hask; players using
set/edge; of costw;. Think of this as a stack of; chips, where
we label each chip with the name of its initial set and its fiosiin
the stack. So the bottom chip for geis labeled(z, 1), then the one
above itis labeledi, 2), and so on. We will give chifi, j) a value of
w;/j. S0, the sum of values of the chips equals the potential ifumct
of the initial configuration, which according to Lemma 4.hfsnost
a factor oflog n larger than the original cost, i.epst(So) - log n.
Now, when a player moves from some $gto some set,, we move
the top chip from stack; to stacki». The claim is that we maintain
the invariant that if chip(s, j) is currently at some positiofi’ on
some stack’, then it must be the case that /j’ < (wi/j) - (1 +
€)?™™, This will imply what we want, because it means that we can
pay for any new set that gets taken using the bottom chip @etk.
(We are using here the fact that a chip can only be in one $tack.

The argument for the invariant is that there are at most differ-
ent positions a given chip can be im (stacks; positions per stack)
so if you consider the path a chip takes from its initial lezato its
current location, this path has length at most n (you can remove
loops in this configuration space). Since players followraprioved
response dynamics, each step in this move causes the ratasof
of the current stack to position in the stack to increase hyedt a
factor (1 + €)2. So, overall, the total increase is at most a factor of
(14 €)?™™. So,cost(S;) < (1 + €)*™™cost(So) logn for all ¢,
as desired. [J

We now give a lower bound, showing that fer> /2/n, the
price of uncertainty can get large even for best-responsamjcs.

E.g., fore = y/2/n, we get a PoU of2(y/n/ log n).

THEOREM 4.2. In the set covering game we hav&Ugr (e,
SCG):Q(ﬁ)fOrEE 2/TL

The proof builds on a construction in Section 6 giving a lower
bound in the presence of a single Byzantine player, but gdufin
an extra “gadget” o®(1/¢?) players that allows the adversary to
simulate the effect of a Byzantine player even via quite sfhadtu-
ations. The construction in this lower bound is fairly intite so we
defer the proof to Appendix A.

4.1.2 Fair Cost Sharing Games in General Graphs

We now consider fair cost sharing games in general directed
graphs. We show here that so long as the number of players
of each type (i.e., associated to edeh ¢;) pair) is large, then the
game is stable even for large values afnder best-response dynam-
ics. Specifically, so long as; = Q(m) for all 7, we have a constant
price of uncertainty. On the other hand, for improved-resgody-
namics, then costs can grow exponentially even for expdalgnt
small values of, even for the symmetric (single source, single sink)
case.

THEOREM 4.3. For fair cost sharing games, we have,
2\ m
PoUgr(e, FCSQG) < (1 + %) , wheren.,in, = min; n;.
This implies that fomm,:» = Q(m), we havePoUgr(e, FCSQG)
=0(1).



PrROOF Call an edge “marked” if it is ever used throughout the for improved-response dynamics, the price of uncertaiatgxpo-
best-response process, including those used in the isttéd Sy, nentially large even for exponentially-small values eofeven for
and letc* be the total cost of all marked edges. $b,is an upper symmetric fair cost sharing games.
bound on the cost of the current state. Any time a best-respon
path for some(s;,¢;) pair uses an unmarked edge the total cost ~LEMMA 4.2, For symmetric fair cost sharing, for a single player
of the unmarked edges used is at m@st/n;) - (1 + €)?, because (i.e.,n = 1), the price of uncertainty for improved-response dynam-
(¢*/n;)(1 + €) is an upper bound on the perturbaderagecost of ics satisfies

players of type(s;, t;) and therefore is an upper-bound on the per- m/2
turbed cost of the best-response path for any such playeis ifith PoUrr(e, SFCSG) 2 1+2(2 De/m.

turn is within a(1 + ¢) factor of the actual cost of this path. Thus, PrROOFE The graph consists of a line of parallel edges arranged as
¢* increases by at most a multiplicative + (1 4 ¢)?/n;) factor. follows. We have two parallel edges frasm= v to vertexv; of cost

We can mark new edges at most times, so the final cost is at 1 andl + e respectively, then two parallel edges fremto vertexvs
most cost(So)(1 + (1 + €)2/Nmin)™, Wheren,;, = min; n;. of costsl and1 + 2¢, then two parallel edges fromy to vz of costs
This implies that as long asm:» = Q2(m) we havecost(S:) = 1 and1 + 4, and in general from; to v;11 of costs 1 and + 2.
O(cost(So)), for all ¢, as desired. [ Finally we let sinkt = v,,,, S0 we have a total of» edges. The

player begins on the cheapest path, of cag®.

We can describe a path fromto ¢ by a binary numbeb =
bj2—1 ... ba2bibo, where bitb; = 0 if the path uses the edge of
cost 1 fromw; tov;+1 andb; = 1 if the path instead uses the edge of
THEOREM 4.4. For symmetric fair cost sharing games, where costl + 2%e. Thus, pattb has cost exactlyn/2 + be, and the player

For symmetric fair cost sharing games (SCFCSG) we can get a
low price of uncertainty even when the number of players isimu
smaller than the number of edges, ire g m.

the edge costs are in the rang@,in, wmm] we havePoUgr (e, begins at path 0.
SFCSG) = O(logn), fore < gomin- —— 1) Togm* We now claim that using a series of perturbations and impmtove

response moves, one can cause the player to repeatediynerte
moving from pathb to pathb + 1 until the player finally reaches
path2™/% — 1, achieving the desired bound. Specifically, since the
difference in true cost between paiht- 1 and pathb is exactlye,

it is sufficient to choose some arbitrary edge in patthat is not

in pathb + 1 and increase its cost by a multiplicative factos ¢

to causeb + 1 to be an improvement ovér (and we can similarly
decrease the cost of an edgé i 1 that is not inb to make it a strict
improvement). [

PROOF We start with some notation. We say that at timéhe
best-response playgr moves from patl; to pathP/, creating state
S;. We will say that a time is “interesting” if P,+1 # P{: that is, if
the next player movesom a path different from the one the current
player moved to. Let us index the interesting timestago, . . ..
The argument now proceeds in two steps: we first show an upper
bound on the number of interesting time stepd/ot= O(= Llogn)
fora = Fmin. - We then prove that the potentlal of the

Bwmazr n(n— 1)m
final stateSr satisfiesb(St) < (1+¢)2Y ®(Sy). Using the fact that
€ < pmin L and theO(log n) gap between potential The generalization for multiple players is straightfordiar

4wmaz mn(n—1)logn
and cost in these games, we get the desired result. . .
Let Ry, denote the true (unperturbed) cost of the pBfh at time THEOREM 4.5. .For symmetrle for coet sharing, for any number
t1; thatis, Ry = cost;, (S:, ). We now claim that of playersn, the price of uncertainty for improved-response dynam-
2l il c T tk k)"

ics satisfiesPoUrr (e, SFCSG) > 1+ 2(2™/% — 1)e/m.

Wmin 2
Re < (kal - 771(” — 1)) (1+e) (4.1) We can use Lemma 4.2 to imply a bound also for routing gameds [17
B o with linear (or even constant) latency functions, sincetlfercase of
Specifically, note that becaus¥, , and P, 1 differ in at least a single player these games are identical.
one edge of cost at least,,;,, and because;pt’ki1+1 = P, 4o,

P! _, = P;,, any of the playerg;, ,+1,...,j, could have THEOREM 4.6. For routing with linear latency functions, the
chosen to move to path; _, for a true (unperturbed) cost at most ~ Price of uncertainty for improve%response dynamics fatis
Rj—1 — o7z In partlcular,n—gﬂh is a lower bound on the sav-  PoUrr(e, ROUTING) > 1+ 2(2™/% — 1)e/m.
ings produced by having one more player on the edges in which -

P, _, andP;, . differ (which implies the desired statement for 4.2 Matroid Games

t, = tx—1 + 1) and each playef;, 2, ..., j:, could have moved We now analyze matroid congestion games, a broad class &gam
to pathP;, 1 reverting the system to stafs, , (which extends considered in [1]. Before we give a formal definition of suemges,
the statement to the case> ¢ _1 + 1). Therefore, since playe, we Dbriefly introduce a few standard facts about matroids;afole-

is performing best response to the perturbed costs, thectsieR), tailed discussion, we refer the reader to [21].

of P/, is at most a factof1 + ¢)* larger thanR, _; — —wmin

. . nn—1) DEFINITION 4.1. A tuple M := (R,Z) is a matroid ifR is a
For our given values ofr ande, and using the fact thafe, ; < finite set of resources ar@ is a nonempty family of subsets Rf

Wmaz - M, inequality (4.1) implies thak, < Ry_1(1 — «). Since . ?
2 L ) such thatiflf € ZandJ C I,thenJ € Z, and ifI,J € Z and
R:1 < OPT(1 + ¢)* and by definition ofOPT it must be that || < |I], then there exists anc T such thaty U {i} € Z.

R: > OPT /n, we get that the number of interesting time steps is
—_ 1

atmostV = O(; logn). _ _ Let M := (R,Z) be a matroid. Lef C R;if I € Z then we

_ We now bound the potential in terms of the number of intemgsti 5| 1 independent, otherwise we call it dependent. It is well know

time steps. Specifically, note that playgy. could have moved 10 yhat 51| maximal independent setsbhave the same size, which is

path Py, _, +1, which would revert the system to stafg,_, because  gengted by the ranki(M) of the matroid. A maximal independent

Pl _i+1 = Py_y42,..., P 1 = Py, Because playef;, chose set of M is called a basis of. It is well known that such a basis
pathP/, instead, which was best-response to the perturbed coists, th ¢an be found by a greedy algorithm. In the following we state t
means® (S, ) < ®(St,_,)(1 + €)%, Therefore, the final statér additional useful properties of the matroids. We denotélifie set
satisfiegb(St) < ®(So)(1 + €)?Y, completing the argument.[] of bases of a matroid, and assume tBat B2 € B.

Improved response The above results give upper bounds for best LEMMA 4.3. Letrs € B2 \ Bi, then there exists; € By \ Be
response in fair cost sharing games. In contrast, we now shatv such thatB; U {rz} \ {r1} € B.



We denote byG(B1 A Bs) the bipartite grapi{V, E) with V' =
(B1 \ Bz) U (B2 \ Bl) andE = {{7‘17T2}|7‘1 € B \ Ba, 12 €
By \ Bi1, B1 U{r2}\ {r1} € B}. Then it is known that [21].

LEMMA 4.4. There exists a perfect matching f6{B1 A By).

he disagrees with his neighbatost;(S) = ye i Lsizsy)- The
overall social cost is the sum of the costs of7 all the userss pl
i.e.,cost(S) =1+, cost;(S). Itis straightforward to show
that these games are congestion games [15] and that thetipbten
function can be rewritten as b&(S) = (cost(S) — 1)/2. The
two social optimum solutions in a consensus game are “adi’@dnd

We are now ready to define matroid congestion games. A conges-“all red”, both of which are also a Nash equilibrium (so thécBrof

tion game is a matroid congestion game if for every player N

we have thatM; := (R,Z;) withZ; = {I C S|S € S;}isa
matroid andsS; is the set of bases d¥f;. We denote byk(M) =
max;en rk(M;) the rank of the matroid congestion gamhé. For
example, set-cover games are matroid games of rank 1 ancetnark
sharing games with uniform costs are matroid games [11ju@ho
even symmetric fair cost sharing need not be a matroid gakive).
now show that for best-response dynamics, matroid gamesdiiav
ilar resilience to fluctuations as set-cover games; howedeerim-
proved response we give an exponential lower bound.

THEOREM 4.7. In a matroid gamePoUgr (€, Matroid) < (1
+¢€)®*™"GAP(Matroid,n). This implies that for = O(1/(n -
m)), we havePoUgr(e, Matroid) = O(GAP(Matroid, n)).

PROOF The proof proceeds as in Theorem 4.1. However, we
initially have ) . _ \ rk(M;) < n - rk(M) chips and thecost(So)
is within aGAP(Matroid, n) factor from the sum of the values of
the chips.

Let S be a state of the matroid congestion gahdeand lets; be
a best response of playéto S according to the perturbed cagt.
Consider the bipartite grap8(s; A s;) which contains a perfect
matching Py, according to Lemma 4.4. Let* = S @ s}, and
observe that for every edde, r*) € Pa with r* € s \ s; and
r € si\si,dee (ne(S)) < dr (nr(S*) + 1) < d» (n,(9)) since
otherwises; is not a best response of playierith respect tai, .

When a player does a best response we now miy€&’) chips
(corresponding to at mosk(G) resources) and each movement sets
up an inequality of the typé;/ (5') < d:(j) - (1 + ¢)?. The claim is
that we maintain the invariant that if chip, j) is currently at some
positionj’ on some stack, then it must be the case thgt (5') <
di(4) - (1 + €)*™™. The argument is the same as in Theorem 4.1:
there are at mostn - n different positions a given chip can be in
(m stacks,n positions per stack) so if you look at the path a chip
takes from its initial location to its current location, shpath has
length at mostn - n (you can remove loops in this configuration
space). So, for allt we haved(S;) < (1 + €)*™"®(Sy), which
implies cost(S:) < (1 + €)*™"cost(So) - GAP(Matroid,n),
which completes the proof.[]

Note: As opposed to the set-covering result (Theorem 4.1), this re
sult holds forbestresponse dynamics only. We can in fact show
that improved response is not sufficient in these games, iéveis
exponentially small in the rank of the matroid. In particuleven
though symmetric cost-sharing is not a matroid game, thefprb
Lemma 4.2 applies equally well to improved-response dynarifi
we replace the graph structure with a uniform matroid havinge-
sources and with rank = m /2. We therefore have the following:

THEOREM 4.8. There exists a matroid game of rank= m /2
such that the price of uncertainty for improved-responseadyics
satisfiesPoUrr (e, Matroid) > 1+ 2(2™/2 — 1)e/m.

4.3 Consensus Games

Consensus games [7] are played by users viewed as vertiees in
connected, undirected simple gragh= (N, E) with n vertices,
where N = {1,...,n}. Each player has two actions: or b, i.e.,

S; = {r,b}. A player has cost for each incident edge on which

“Note that the dynamics can last for a long time, it's just thatcan
shortcut them in the argument.

Stabzility is 1). On the other hand, there are Nash equilimita cost
Q(n*).

The above describes unweighted consensus games; in weighte
consensus, the edges have non-negative weights and théocst
player is the total weight of edges on which it disagrees \igh
neighbors. In our model, we can show the following (for psyof
see the full version [5]):

THEOREM 4.9. For any unweighted consensus game (UCG), for
anye, we havePoUgr(e, UCG) > % Fore> 2 —1we
can showPoUgr(e, UCG) = Q(n?).

For a weighted consensus game we can show an exponential lowe
bound.

THEOREM 4.10. For any weighted consensus game (WCG), for
anye, we havePoUgr(e, WCG) > (1 +¢)".

4.4 Job Scheduling

In this section we considgob scheduling on unrelated machines
(JSUM) (see [17]) defined by N, M, c) as follows. The setV is
a set ofn jobs, andM is the set ofm machines. Each player is
associated with a job, so haveplayers. Every job can impose a
load on one of the machines, so for every play#s set of feasible
actions is to assign joppto some machiné € M. Each jobj € N
has associated a cast; for running on maching € M. Given an
assignment of jobs to machines, the load of machiisethe sum of
the costs of the jobs that are assigned to that machineLi€5) =
ZjeBi(S) ci,; where B;(S) is the set of jobs assigned to machine
i,i.e.,Bi(S) = {j : S; = i}. The cost of a playej is the load
on the machine that playgrselected, i.ecost;(s) = Ls, (S). For
the social cost we use theakespanwhich is the load on the most
loaded machine, i.ecost(S) = max; L;(S). The price of stability
in these games i$, since there is always a pure Nash equilibrium
which is also socially optimal [10].

The Price of Uncertainty in these games can be exponentially
large, even for two machines, wheis large compared td/n.

THEOREM 4.11. For job scheduling on unrelated machines, for
M = 2 machines and any > 2/n, we have that

PoUgr(e, JSUM) > (l—l—e)"/2 |: ]+_ — Q((1+6)"/2),

en

PROOF Assume we have/2 jobs of typel with loads(1, X;),
andn/2 jobs of type2 with loads(X;, 1), wherei € {1,...,n/2}.
LetLo =n/2andLy = (1+€)Ly—1—1 = (1+¢)* Lo—> 5 (1+
€. Let Xy = eLp_;.

The initial configurationSy is the optimal configuration, i.e., type
1 jobs are on machind/; and type2 on machinelM,. The cost of
the initial configuration is:/2, i.e.,cost(So) = n/2 = L.

We will consider an adversary that divides the timej@ phases.
At the end of phasg it will maintain that the load on both machines
is identical, and equal teost(Sx) = Li. During a phase: the
adversary does the following. First the adversary increalise cost
of each job on machin@/; by a factor of(1 + €), and divides the
costs on machind/, by (1 + ¢). The new load on machingf; is
(14€) Lr—1 while the load on machin&/z is L1 /(1+4¢). Now the
adversary lets one job of typemove from machine\/; to machine
Mo, since itis a best response for it. (Sirdet+ €)Ly—1 = Lx—1 +



Xi. Next, the adversary increases the cost of each job on n&chin
M- by a factor of(1 + €), and keeps the costs on machihg as
their original weights. The new load on machihg is (1 +¢)Lx_1
while the load on machiné/; is L1 — 1. Now the adversary lets
one job of type2 move from machiné/, to machinel, since itis
a best response for it. Atthe end of phagée load on each machine
iSLy=Lp_1—1+Xi = (1 —I—E)Lk,1 — 1.

After phasen/2 we have thatost (S, 2) = Ln/2 = (1 +€)™/?

(n/2) — % Recall that the price on uncertainty is at least
cost (S, 2)/cost(So). Sincel > 2 the theorem follows. O

For job scheduling on identical machines (JSIM) we have @&m
upper bound, even for large perturbations.

THEOREM 4.12. For job scheduling on identical machines,
POU]R(JSIM, E) < 2(1 + E)

5. RANDOM ORDER

We now consider the effect of perturbationsrandomorder best-
response dynamics (for improved-response dynamics, raraftd
adversarial order are equivalent since the adversary capli
choose not to cause a player to move). Our main result is trat f
the broad class off-nice games introduced by [3], which for con-
stantg includes congestion games with linear (or constant-degree
polynomial) latency functions, market-sharing games,rmady oth-
ers, these dynamics are resilient to fluctuations even fostemt
e > 0. On the other hand, we give lower bounds showing that job-
scheduling and consensus games can still behave poorly.

5.1 p-nice games
Let us consider an exact potential game. ISebe a profile of
the players and le$* denote the configuration produced by a best-

response move by playéraccording tocost;. For each playes
defineA;(S) = costi(S) — cost;(S*) andA(S) = 3. Ai(S).

DEFINITION 5.1. An exact potential game with a potential func-
tion @ is 8 — nice iff for any stateS we havecost(S) < SOPT +
2A(S).

As shown in [3] number of important games apenice, for 3
equal to the price of anarchy of the game.

Here we show that-nice games additionally have the property
that the expected price of uncertainty in the random ordedehis
only O(3 - GAP) even for constant > 0. We start by showing that
if the true (unperturbed) cost of the current configuratois greater
than2s - OPT, then no matter how the adversary adjusts the costs,
the expected drop in potential is at leastt (S)(1/4 — 4¢) /n. For
€ < 1/16, this isQ(cost(S)/n). That is, the adversary may make
the cost exceeBBcost (So) but only temporarily.

LEMMA 5.1. For e < 1/32, if cost(S:) > 280PT then
E[®(Si41) — ®(St)] < —cost(S;)/(8n).

PROOF. As above, letS” denote the configuration produced by a
best-response move by playeaccording tocost;, and letS® de-
note the configuration produced by a best-response movealygml
according to the perturbed cost functienst’. So,cost;(S%) <
cost;(S%) and cost!(S’) < costf(S). Recall thatA;(S) =
cost;(S) — cost;(S") andA(S) = 3=, Ay(S). We will also need
the following two quantities:

1. Ai(S) = cost!(S) — cost!(S") is the improvement in per-
turbed cost of playet due to a best-response by playén the
perturbed game, withh (S) = >, A;(S), and

5This implies that with high probability the cost will drop below
260PT within a polynomial number of steps.

2. Ai(S) = costi(S) — cost;(S?) is the improvement in un-
perturbed cost of playerdue to a best-response by playén
the perturbed game, with (S) = >~ A;(S).

Now, supposeost(S) > 260PT. Then by definition of3-nice
we haveA(S) > cost(S)/4. Now we want to use this to show
thatA(S) must be large as well. Specifically, for eaglsince the
improvement in perturbed cost of the best-response to tharped
game is at least the improvement in perturbed costs of therbes
sponse to the unperturbed game, we have:

Ai(S) costi(S) — costi(S")
(1 — €)cost;(S) — (14 €)costi(S*)
A;(S) — 2ecost;(9).

(AVARAVARIV]

(5.2)
Now, summing over all we have:

A(S) > A(S) — 2ecost(S) > cost(S)(1/4 — 2¢).

This means that when a random player moves to his “best per-
turbed response”, we have

Ei[Ai(S)] > cost(S)[1/4 — 2¢]/n.
Now, by a similar argument to that equation (5.2) we have:
Ai(S) cost;(S) — costi(S")
cost:(S) — ecosti(S) — cost(5") — ecost;(S?)
Ay(S) — 2ecost(S) + eAq(S).

Y

S0,A(S) > (Ai(S) — 2ecosti(S))/(1 — €). Putting this together
with the above and using the fact that[cost;(S)] = cost(S)/n
gives us

Ei[Ai(S)] > cost(S)[1/4 — 4€]/n

which is the expected drop in the potentilfor the unperturbed
game caused by a random best-response move in the pertained g
If ¢ < 1/32, we then get the desired resultl]

So, Lemma 5.1 shows if the true (unperturbed) cost of current
configurationsS is greater thar2 - OPT, then no matter how the
adversary adjusts the costs, the expected drop in poténtaleast
cost(S)(1/4 — 4¢)/n. A Chernoff bound argument can then be
used to say that with high probability the sum of drops in pti&d
will be close to their expectation. Note that we do not shouat th
once cost is low it will necessarily stay there forever — jhstt if the
adversary is ever able to make the cost go al#@PT then with
high probability it will have to drop back below it in a smallimber
of steps.

In the following we show a bound on the expectation that holds
for all time steps. To do so, we use the following additiorahina:

LEMMA 5.2. For any value ofcost(S:), E[®(St1+1) — D(St)]
< 2ecost(S)/(n(1 —¢)).

PROOF. This just follows from the statement thak;(S) >
(Ai(S) — 2ecosti(S))/(1 — €), and using the fact thah,(S) is
always non-negative. []

Assumee < 1/32. We can now use these lemmas to prove that for
(B-nice games the expected price of uncertainty in the randai®ro
model is onlyO(5 - GAP) even for constant > 0. Recall that we
defineGAP = c2/c1 wherec; < 1 < ¢y are values such that for
any stateS we have®(S) € [c1cost(S), cacost(S)].

THEOREM 5.1. For any¢ > 0, we have
E[®(S:)] < max[5¢2 BOPT, cacost(So)] < 5ezBcost(So).
Therefore E[cost(S;)] < 58cost(Sy) - GAP.



PRoOOF We will show that if E[cost(S:)] > 480PT then
E[®(Si41)] < E[®(S:)]. This will be sufficient because Lemma
5.2 implies that the expectation can never increase by tathmin
particular, even if£[cost(S:)] < 430PT, by Lemma 5.2 we still
have

E[®(Si11)] — E[®(S:)] < 4¢BOPT/(n(1 —¢))

< BOPT < ¢2OPT.
Specifically, suppos&[cost(S;)] > 480PT. Letp; be the
probability thatcost (S:) > 260PT. Therefore, we have:
Elcost(St)]
ptE[cost(S¢)|cost(Sy) > 260PT)]
+(1 — pt)E[cost(St)|cost(S:) < 260PT]
< piE[cost(S;)|cost(S:) > 260PT] + 260PT,

so we haveE[cost(S;)|cost(S:) > 280PT] > 280PT/p;.
Now, using Lemmas 5.1 and 5.2, we can write:

E[®(Si11) — ®(S1)]
< (_g—;) E[cost(S¢)|cost(S:) > 280PT| +

202 pfcoss(s)]cost (1) < 200PT

2€
280PT/(—8n) + 2BOPTn(17_ <0.

€) ~
Thus, as desired, E[cost(S:)] > 460PT thenE[®(S;41)] <
E[®(S:)], proving the claim. [

IA

As shown in [3], a number of common games Areice for con-
stant g, including congestion games with linear latency functjons
both unweighted @ = 2.5) and weighted § ~ 2.618), conges-
tion games with polynomial latency functions of constargrde d
(8 = d4C—°MW)y, and market-sharing games & 2).

Note:
the adversarial-order setting: for example, for marketrsty games,
which areg-nice for 3 = 2, we have price of uncertain(log n)
even fore = 0, as shown in Theorem 3.1.

5.2 Job Scheduling and Consensus games

For job scheduling we can show (see full version [5] for psjof

THEOREM 5.2. For M = 2 machines, for any > 2/n, we have
that PoUgr (e, JSUM) > en/8.

We can similarly adapt our lower bounds for consensus games t

the random order model. For a weighted consensus game we ca

show an exponential lower bound.

THEOREM 5.3. For any weighted consensus game (WCG), for
anye, we havePoUf (e, WCG) > (14 ¢)™/27 1,

6. BYZANTINE PLAYERS

We now consider the case that, rather than perturbing weight
the adversary instead controls a certain number of Byzargiay-
ers who can move arbitrarily between best-response moveaheby
ordinary (non-Byzantine) players. Our main results in timnisdel
are an upper bound fgB-nice games, showing that random-order
best-response dynamics is resilient to Byzantine players a lower
bound for set-covering games, showing that in these gamesl-an
versary can increase the cost of the normal players by arfato
Q(n) even with justoneByzantine player. We also give results for
job-scheduling and consensus games as well.

6.1 p-nice games

Earlier, we showed thag-nice games are resilient to cost pertur-
bations in the random order model. Here we show they are also
resilient to the addition of Byzantine players. For this, mwake two
additional reasonable assumptions about the game and thieenu
of Byzantine players:
Assumption 1 (monotonicity): We assume that adding new players
into the game can only increase the cost incurred by any gilarer
(e.g., asin linear congestion games).

Assumption 2 (low direct impact of Byzantine players): config-
uration S, the social cost of5 with Byzantine players removed is
at leastr/8 of the social cost of with Byzantine players included.
In other words, the Byzantine players cannot change theaf@sty
givenstate by more than a small constant factor.

We will consider random best-response dynamics. Recdllitha
this model, Byzantine players may move arbitrarily betwéen
moves of the normal (non-Byzantine) players. The key to traya
sis is that we will track the cost and potential of the configion mi-
nus the Byzantine players, viewing the Byzantine playemeely
perturbations to the perceived costs of the normal play&mssing
them to act in an unusual way. We then will follow the main step
the analysis ofi-nice games in Section 5.1. However, the analysis is
more delicate now because the Byzantine players can affeqetr-
ceived cost of angivennormal player substantially, even though by
Assumption 2 they cannot change the aggregate cost by tobh.muc

Specifically, let playerd, ..., n be the normal (hon-Byzantine)
players, and we will index the Byzantine playersiasli, ..., n+k.
Given a configuratior§' at timet, definecost(S) to be the social
cost of S with Byzantine players removed, and definest®(S) to
be the social cost aof with Byzantine players included. Similarly,
define cost;(S) and cost!(S) to be the cost incurred by player
1 with Byzantine players removed or included, respective§o,
cost(S) Sor_ cost;(9) and cost’(S) = Z?:lk cost!(9).
Also, by Assumptions 1 and 2 we havest’(S) > cost(S) >
Zcost!(S).

Define the potentiafb(S) to be the standard potential function

Interestingly, the guarantee in Lemma 5.1 breaks down in for configurationS but with Byzantine players removed, and &t

denote the state at time(counting each move of a non-Byzantine
player as one time step). We now prove the following lemma.

LEMMA 6.1.If  cost®(S:) >
E[®(Si41) — (S:)] < —cost’(S:)/(8n).

260PT then,

PROOF. Given configurationS, let S* denote the configuration
resulting from playeri performing best-response to the perceived
costs (i.e., with Byzantine players included). Lex
S [costi(S) — costi(S%)]. In other words,A/n is the ex-
pected drop in the potentid caused by a random non-Byzantine

rplayer performing best-response to the costs with Byzarglayers

included.

LetA = Z;:lk[costf(S) — costi(SY)] = cost’(S) — Z?:lk
costf(S%). This is a somewhat strange quantity since the Byzan-
tine players are not actually performing best response.eimtess,
by the definition of3-nice, if cost®(S) > 280PT then we have
A(S) > cost(S)/4. Note that this implies 7" cost!(S") <
%cistt(S), and therefore surely~"" | cost}(S") < 3cost’(S) as
well.

Putting this together, we now have:

A(S)
cost(S) — Z cost;(S’) > cost(S) — Z cost!(S")
i=1 =1

> cost(S) — zcostt(S) > gcostt(S’) — %costt(S’)

\Y]

cost’(S)/8,



where the first inequality follows by monotonicity and thesed to
last follows by Assumptior2. SinceA /n is the expected drop i,
this concludes the proof.[]

As pointed out in Section 3, Theorem 6.2 immediately imptheg
in the perturbation model we havoUgpr(v2—1, SCG) = Q(n).
Note that in Theorem 4.2 we extend this construction to theemo
delicate case of small values oés low as,/2/n.

To analyze the expected costs, we now need an analog of Lemma

5.2, showing that even dost*(.S;) is low, the expected value of the
potential will not increase too quickly.

LEMMA 6.2. For any value otost’(S:), we haveE[®(S41) —
®(S;)] < cost?(S:)/(8n).

PROOF LetS = S;. Using the notation from the proof of Lemma
6.1 we have

A(S)

cost(S) — ; cost;(S%) > gcostt(S) —

n+k

7 t troiy _ Aroy L ¢
8<:os‘c (S) ; cost; (S*) = A(S5) 8cost (S).

\Y

This is at least-g cost‘(5) as desired. [

Putting these together we can now show the following anafog o
Theorem 5.1, fof3-nice games satisfying Assumptions 1 and 2.

THEOREM 6.1. For any ¢ > 0, E[®(S;)] < max[650OPT,
cost(So)] < 68cost(So).

Finally, note that if there is a bounded val@@AP = maxg
[cost!(S)/®(S)] then the above result implies that for all> 0,
E[cost!(S;)] < max[630PT, cost’(So)] - GAP.

6.2 Set-covering games

We now consider set-cover games and give a constructionisgow
that just one Byzantine player can cause best-responseniyso
move from an equilibrium of cosO(OPT) to an equilibrium of
costQ(n - OPT). Note that this is the largest gap possible since the
Price of Anarchy for this game is.

THEOREM 6.2. For set-cover games, a single Byzantine player
can cause best-response dynamics to move from a Nash equilib
of costO(n) to a Nash equilibrium of cogd(n?).

PrROOF Considem players of type |, where each playinas two
sets to choose from: a common sétof costn, and a se; of cost
n — 1. There are additionally, — 2 players of type Il, such that
player k of type Il may either choose any of the satsor else its
own setf; of costn/k, for k € {2,...,n — 1}. In addition, we

6.3 Job scheduling and consensus games

We begin with a simple lower bound for job scheduling in the
presence of a single Byzantine job.

THEOREM 6.3. For two machines and one Byzantine job, the
cost can increase froidito Q(n), even in the random-order model.

PrROOF Consider two machines arxh + 1 good jobsy of type
| with cost (1/n,1) andn of type Il with cost(1,1/n), and one
Byzantine job with cost1, 1). Initially, jobs of type | are on machine
1 and jobs of typ& are on maching, this is the optimal assignment
for the good jobs. The Byzantine job goes to machinthen a job
of type | moves to maching, since this is its best response. Now,
the Byzantine job moves to machiggnote that the Byzantine job
increased its load). Then, a job of type Il moves fr@rto 1. This
way we increase the cost from 20+ 1.

As in Theorem 5.2, this construction extends immediateltheo
random order model, with just a constant factor loss in thie ray
analyzing the Markov chain produced as a result of the abdve a
versary strategy. Specifically, so long as the system hag ijpbs
with costl/n on their current machine than jobs with cost 1 on their
current machine, the system is more likely to transitionha for-
ward direction (increasing the number of high-cost jobsntin the
reverse direction. Thus, i@(n) steps, with high probability the sys-
tem reaches a state of cé3tn). [

On the other hand, for job scheduling on identical machines,
less the Byzantine players by themselves have substangigihty
they cannot cause the system to reach a high-cost state.

THEOREM 6.4. For job scheduling on identical machines, 1&%
be the sum of the weights of the Byzantine jobs, then the pakes
is at mosROPT + W,

PROOF Let W, be the weight of the Byzantine players aWd,
the weight of the good players. Each time a good playeroves
it has a best response whose cost is at nidg + W,),/m + w;,
wherew; is the good job cost. Note th&PT > max{W/m,w;}
and thus the result follows. [

We end with a simple observation that for unweighted consgns
a single Byzantine player can cause cost to increase bya fact).

have one Byzantine player who may choose any of the sets, for a_ HEOREM 6.5. For the unweighted consensus game, a single

total of 2n — 1 players total. The initial state is all players of type |
in sets™ and all players of type Il in set;, for a total cosO(n).

The Byzantine player and type-Il players will now slowlyeuall
type-I players into the sets;, increasing the cost of the system to
n(n — 1). First the Byzantine player moves to setcausing player
1 of type | to move froms™ (whose cost to the player is 1) tq
(whose cost to the player {& — 1) /n). The Byzantine player then
sequentially moves to each st 1, fn—2, - - ., f2, causing the play-
ers of type Il to move to their sef& in that order. Specifically, at the
time playerk of type Il moves, the set; has a costto itofn—1)/k,
whereas sef, has cost (with the Byzantine player)of (2k).

Now the Byzantine player moves to sgt causing the players
of type Il fork = 2,3,...,n — 2 to move one after the other to
s2 as well. Specifically, at the time playérmoves, set2 has cost
(n — 1)/k which is lower than the cost/k of f,. Atthe end of
this step we have the same configuration of type-Il playeis #s
initial state, except withs, rather thans;. The entire process then
repeats for player 2 of type |, and so on, until each playef type
| is on its own sets;. Finally, sinces™ is now empty, none of the
type-I players wish to move so we are at an equilibriurL]

Byzantine player can increase cost fraro Q(n).

PROOF The network is simply a line networks, ..., v,. The
Byzantine player is the player at one end of the line. Assume we
start with all players being and then the Byzantine player switches
to B. Playerv; is indifferent betweerR and B so it switches taB,
and then player, switches back ta?. Then, playews switches to
B, playervs switches toR and playerv; switches toB. In phase
k, we start withvy, . . . , vy, alternating betwee® and B, such that
v plays B. During phasek, first v;+; switches toB, and then
playersug, . . . v1 switch their action. At the end we have all players
alternating betwee® and B, at cost2(n). [

7. OPEN QUESTIONS

In terms of specific open questions, it would be interestingdse
some of the gaps that remain in the adversarial order modetf. F
example, can one extend the upper bound of Theorem 4.4 to non-
symmetric cost-sharing games or extend the lower bound ebTh
rem 4.2 to symmetric cost sharing games? In the Byzantineemod
can one get better upper-bounds for set-cover and fairstesting



games if we assume random order dynamics? More generatly, fo [22] A. Tversky and D. Kahneman. The framing of decisions and

all the classes of games studied, can one get better uppedddau
the random order model in the case where the perturbatienaatr
completely adversarial, but instead chosen from someilolisiton of

bounded magnitude?
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APPENDI X

A. SET COVERING GAMES
Theorem 4.2 In the set covering game we hal®»Ugr (¢, SCG)
= Q(ﬁ) fOI’ € Z \/ 2/TL

PROOFE The construction builds on that in the proof of Theorem
6.2. LetN = n/4. ConsiderV players of type |, where each playier
has three sets to choose from: a commors5eff costV, a common
setsq.ctive Of COStIN, and its own sek; of cost N. We also have
N —1 players of type Il, numbered = 2, 3, ..., N, such that player
k of type Il may either choos&,.+ive OF €lse its own sefi. The sets
/% have costs as follows: fdr € [2,1/€], setfx has cost%N/k:; for
k > 1/e, setf;, has costN/k. However, fork € [2,1/¢], we have
1/e — 1 “helper” players in seff;, whose alternative options will be
described in more detail below. Thus, with helper-playarduded,
cost of each sef;. to type-Il playerk is N/k. The initial state is all
players of type | in set™, all players of type Il in setqctive, and all
helper players in the sef&, for a total cosO(% log %). In addition,
the total number of players is upper-bounde®dy 4 1/¢* < n for
€>+/2/n.

As in the proof of Theorem 6.2, the type-Il players will nowsly
lure all type-I players into the sets, increasing the cost of the sys-
tem toN? = Q(n?), and yielding the desired bound. Specifically,
fori = 1,2,..., N, the process is the following. First, playeof
type | moves froms™* (whose cost to the player §/(N — i+ 1)) to
sactive (Whose cost to the player 19. Next, the players of type 11, in
order fromk = N down to 2, sequentially move to their s¢fis In
particular, at the time playér of type 1l moves, the set,c:iv. has a
cost to it of N/k, which is equal to the to the cost of st (so with
arbitrarily small perturbations, the adversary can easilyse these
players to move). Then, playeof type | moves froms,ctive 10 St
Si.

Finally, we need to bring the players of type Il back to the set
Sactive- We do this by having the helper-players temporarily raiee t
effective cost of each sef;, for k = 2,3,...,1/e up fromN/k to
2N/k, making type-Il playek prefersactive to fi (Or be indifferent
in the case: = 2, in which case the adversary can cause it to move
with arbitrarily small additional perturbation). Afterighprocess has
completed, playerg;, for k& > 1/e can be made to move without
need of helper players, since the ratio of the costQf;.. to the
cost of f isk/(k — 1) < 14 e. Thus, this brings the type-II players
back to their initial state, ready for the entire processetpeat with
type-I playeri + 1.

To finish the argument, we need to describe how the helpgema
raise the effective cost of,. This proceeds as follows. For each
set fi, the jth helper-player has a private set of C(ﬁ%. By
perturbing costs, adversary can cause these playejsot, 2, . . .,
1/(2¢) to move in order frony}, to their private sets. Specifically, at
the time thejth player is to move, the ratio of the cost of its private
set to the cost of is 77ty - AL = 0l <1 42¢ <
(1 + ¢)2. This then raises the cost g as desired. Once playér
of type Il has moved off of sef, the helper players return back
to fr in the orderj = 1/(2¢),...,2,1 (they are now indifferent
between the two sets, so the adversary can cause them to fiaove v
arbitrarily small perturbations) bringing, back to its initial state.
This completes the construction[]




