Variables as Resource in Hoare Logics

Matthew Parkinson and Richard Bornat
School of Computing
Middlesex University

LONDON, UK
mjp41 @cam.ac.uk, R.Bornat@mdx.ac.uk

Abstract

Hoare logic is bedevilled by complex but coarse side con-
ditions on the use of variables. We define a logic, free of
side conditions, which permits more precise statements of a
program’s use of variables. We show that it admits trans-
lations of proofs in Hoare logic, thereby showing that noth-
ing is lost, and also that it admits proofs of some programs
outside the scope of Hoare logic. We include a treatment
of reference parameters and global variables in procedure
call (though not of parameter aliasing). Our work draws on
ideas from separation logic: program variables are treated
as resource rather than as logical variables in disguise. For
clarity we exclude a treaiment of the heap.
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Mode\s

Following [3], a total permission T may be split into two
read permissions, which may themselves be split further,
and split permissions may be recombined (p ® p'). Any
permission at all gives read access.

There is a set of permissions Perms, equipped with a
partial function ® : Perms x Perms — Perms and a distin-
guished element T € Perms, such that (Perms, ®) forms a
partial cancellative! commutative semigroup with the prop-
erties divisibility, total permission, and no unit:

V¢ € Perms-3c’,¢” € Perms - (¢ ® ¢ = ¢)

Ve € Perms - (T @ c is undefined)
Ve,c € Perms: (c®c #¢)

Example models are: (1) Perms = {z | 0 < z < 1},
T = 1, ® is + (only defined if the result does not exceed
1); (2) Perms = {S | S C N, Sinfinite}, T =N, ® is .
¢ ranges over elements of Perms. Permission expressions
- 7 have the following syntax:

1T::=L|:p|?r®1r

Stacks s are finite partial maps from program variable
names to pairs of an integer and a permission. Interpreta-
tions ¢ are finite partial maps from logical variable names to
integers and permissions. We only consider interpretations
that define all the logical variables we use.

s:S % PVarNames —qp Int x Perms

i: R = LWVarNames —g, IntU Perms

We use [E], ;) for the (partial) evaluation of expressions,
and [E]; will do when E does not contain logical variables:
[[El + Ezﬂ(s,i) = [[EI]](SJ) 3 [[E2]](s,i)
[0] s,y 0
{(s(a:)} | z € dom(s)

undefined otherwise
Xy = iX)

1

E-T']] (s,1)

We define a (partial) evaluation operation on permissions
expressions:

[l ® 72] (4,5 [71l¢s,i) ® [72 (s,
[["!}(s,i) L
[plsy = i)



Table 1. Forcing Semantics (s,i) F ®

(s,2) F El = E2 < ]IEI]](_,.,;] = “EQ]I(SJ-) A KEI]]{M) and [[EE]I(S,Q are defined

(s,1)) F@ =&
(5,3) F @ % @
(5,i) F & 2

< ((s,1) F @) = ((5,7) F @)

> 351,52 - (s = s1 xs2 A((s1,i) F ®) A ((s2,i) F @'))

= Vsl - (s#ts1 A ((s1,1) E @) = ((s+s1,1) F @)

(3,4) F Owng(z) <= [7](s,0is defined A s = {(z, (-, [7l(s,))}

(s,1) F emps
(s,1) F false
(s,i) FVX - @

= s={}
<> false
=W ((5,1® (X,v)) F ®)

We encode true, A, V, Jand —: e.g. AV Bis (A = false) = B.

s#ts’ <= Vz,u,v, ., - (8(x) = (W) Ad(@) =@, )=v=0v A" (V" =1@))

(s(z) = (v,t) Az & dom(s"))

) @ @) | V(5'(z) = (v,0) Az ¢ dom(s))

V(s(z) = (v, ') As'(z) = (v, ") Av =1t ® )

undefined,

where s#s’;

otherwise.

A forcing semantics is given in table 1. s#s’ asserts
that two stacks are compatible, agreeing about values where
their domains intersect and not claiming too much permis-
sion; s « s’ expresses separation of stacks; (a, b) is an ele-
ment of a function; @ is function update; & is disjoint func-
tion extension.

Own,(z) asserts ownership of a stack containing a vari-
able called x and permission 7 to access it. Crucially it also
asserts that this is all that the stack contains. It says noth-
ing about the content of the variable; it is purely about the
Ivalue of = (contrast E — F in separation logic, which as-
serts a single-cell heap and describes its content). Own. (z)
asserts total permission, i.e. ownership, and Own_(z)
means Jp - (Owng(z)). emps asserts the empty stack,
and true holds of any stack at all. Following separation
logic, (x) combines stack assertions: Own_(z) x Own_(y)
is a two-variable stack; Owny(z) x Owny(z) is equiva-
lent to Own g () and therefore Own (z) * Own,(z) is
false; Own_(z) * true is a stack which contains at least the
variable .

Arithmetic equality and inequality imply a level of own-
ership but are loose about the stack in which they operate:
z = 1, for example, implicitly asserts Own_(z) * true. Our
logic does not admit as a tautology F # F <= —(E =
F). z +# 1, for example, is satisfied by any stack in which
there is a cell called = which does not contain 1; ~(z = 1),
on the other hand, is satisfied by the same stacks and by
those (for example emp,) in which z does not occur at all.

Definition 1.
2lpy,. .., o F PE
(Owngi(zl) *... x Owngn(zn)) A P




3.2. Rules

Our programming language is the language of Hoare
logic plus variable declarations ‘local-in-end’ and pro-
cedure declarations ‘let-=-in-end’. For simplicity we
consider procedures each of which have a single call-by-
reference parameter z and a single call-by-value parameter
y. It would be straightforward to extend this treatment to
deal with other cases.

Table 2. Axioms and Rules I'h, {®} C {®}

Tk, {z1,0F X =E}z:=E {z7,0Fz=X}

Tk, {3X - X=EA(Ownr(z)*((z=X AOwny(z)) «®))} :=E {®} (X freshfor®)

®=B=B Tk, {8AB} Ci {#'} Tk, {8A-B} C2 {¢'} ®=>B=B Tk, {#AB} C {®}
T'H, (®) if B then CI else C2 fi {2’} Tk, (®} while B do Cod {® A-B}
'k, {Ownr(z) » ®} Clz/2] {Ownr(z) » '} T
Ik, {®} localz in C end {®'}
$>® Tk, {¥)} C (¥} V=V [ hy {8} C (%) Ik, (8} C {#}
Th, {3} C {¥} Th, (3X @) C (3X - ¥} Th, (2x70) C {8/ ¥}

'k, {®} C1 {#'} Ik, {¥*Ownr()Ay= Y} C {¥ * Ownr(y)}[w, 2/, 2 T = (0} YD (D)
Tk, {®} let f(z;y) = Cin Cl end {®'}

L (01} £ V) (2D)le/2) bor £8) C (R} (oo wnn
N (V1 1Y) (92} e {2} C (®)

Tk, {(@+¥)AY = E} f(z; E) {®' ¥} (@} flz;Y){2'}eD)

The rules of our program logic are given in table
22 T is the function context, a set of specifications
{®@}f(z;Y){@'}, and O ranges over ownership assertions
21 41,...,T0yn. The first assignment axiom can be used in
forward reasoning. The second is a weakest pre-condition
version which can be derived from the first. The if and
while rules have an antecedent ¢ = B =B, which ensures
that variables mentioned in B are in the stack. In the let
rule we give the function body C total permission to access
the value parameter y. The first function-call rule deals with
reference arguments by straightforward a-conversion. The
second, an axiom, deals with value arguments, and is subtle.
You might have expected to see

T, {2} f(z:Y){®'} Ky {Q[E/Y]} f(z; E) {@'[E/Y]}

But suppose that @ is Y = 3 A emps: then @ claims no
stack, but ®[F/Y] is B = 3 A emps, which is false if £
mentions any program variables. Or you you might have
expected

[,{2} f(; V) {®'} hr {PAY = E} f(z;E) {@'}

Butif ® is ¥ = 3 A Own+(z), then the precondition Y =
3 AOwn,(z) AY = E is false if E mentions any program
variables other than . In the axiom of table 2 ¥ claims the
stack that F' claims but ® does not, and (2 x V) AY = E
allows the procedure call to read and/or write variables that
are mentioned both in E and & as well as to be provided
with a value to use in place of Y.
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Table 3. Operational semantics s -G—>: s and s 5}: unsafe

s(z) = (-

skip n
% s ——, s
[B[D)= true s @»: s’

=] » SO (z, ([[FBT)

[B]s = false s F'&}: s

if B then Cirue else Crugen i 1 i if B then Cirye ¢lse Crasen fi n

8’

p S P
5 if B then (C;while B do C od) else skip ﬁ,: i » [oF] : o ce : s
while B do C od n’;_\ C1;,C8 n o
§ — §——+ &
he ? 3
Clz/2] n c’' n '
2, (- T)) =, 88 (7, (-, T)) - 8 —p0(f,(y,2,C))
local z in C end noy (eshz) let f(y;z)=CinC'end n
gt 8 b, S
local z in z:=E; C[z/y] end n
p(f) = (y,2,C) +, 8 _— F\?
f(=E) n+1 (fresh 27
§ ——, 8
(z,(,T)) ¢s [E]s is undefined [B]s is undefined
= =
s ——»n unsafe s —> unsafe s g enihitlen Cgi%: unsafe
3.3. Soundness

N 2 2 . ¢ C
An operational semantics is given in table 3. In s = s’

e sand s’ are stacks;
e C is acommand;

e p maps procedure names to a triple (z,y,C’) of
reference-parameter name z, value-parameter name y
and command C’; and

e 7 is a recursion-depth counter.

A safe computation — the top part of the table and defini-
tion 2 — does not access stack locations that are undefined.
The lower part of the table deals with unsafe computations,
which access variables for which they have no permission.

C ﬂ/- £ Cn
Definition 2. s — safe iff Vn.—(s =, unsafe)
Lemma 3. Ifs £+: safe and s'#s then s * §' E+ safe

Proof. By induction on the evaluation rules. O

Lemma 4 (Locality). Ifs Er: safe and s'#s and s’ L,
sl then3s2 - s —gr:,’ s2 and s2 xs' = s1.

P
Proof. By induction on the evaluation rules. O
Choice of fresh variable does not affect the reduction,

and hence the semantics are deterministic with respect to
the stack.




Definition 5 (Variable interchange: «).
de de)
(eos)z € (@oys)z € sy

((z < y)s) 2 Y 5.

Lemma 6.
c
(z — 2)s [e/s] :,' (zez)s = s E:»: s
Clz/a
(z & z)s ﬂ»: unsafe s E}L‘ unsafe
(z fresh for C and p, x ¢ dom(s)).

?

Proof. By induction on the evaluation rules.
Lemma 7 (Determinacy).
Ifs E—»L‘ sl and s E»;,' 52 then s1 = s2.

Proof. By induction on the evaluation rules. The rules for
local require lemma 6. Other rules hold trivially. O

In the semantics of triples, the precondition implies a
safe computation, in contrast to the semantics of standard

Hoare logic.
Definition 8.
pEn {B}C{®)} s, ¢ ,i -
Cn f
(i) Ed@= [ S 2p 52N
(s =p 8= (8,8 FP)

Definition 9.
pERT Y forevery (8} f(z;Y) {'}inT, (f, (=, ,C))

is in p such that, for fresh z and w,

{2 * (yr Fy=X)}
pEn Clz/z’] [z, w/z,]
{®' x Own, (y)}

Definition 10 (Semantics of judgements).
Tk, {8}C{e} ¥
Vp - ( (P Fnl) = (pFnn {‘D}C{‘pf}} )
Theorem 11. IfT'k,. {®} C {®'} is derivable then
vn - (T F, {2}C{2'})

Proof. By induction on the derivation.



4. Substitution

In Hoare logic substitution is used to model assignment
and parameter passing, but simple properties of substitution
do not hold in our logic. In particular, substitution of for-
mulae can affect ownership. X = EA ® = ®[E/X], for
example, is not a tautology. (Here is a counter-example:

X=EA((X =X Aemp;)*x E = E)
# (E=EnNemps)*x E=E)

— the left side of the implication is satisfiable, while the right
is false if F contains program variables.) In the rest of this
section we consider a subset of the logic in which substitu-
tion is well-behaved. As a result, we derive the following
assignment axiom.

'y {z:, 0 ¢[E/z]NE=E} z:=E {z,01F ¢}

(2)

A stack-imprecise formula does not notice extension of

the stack and does not care about the quantity of permission

it has for any variable.

- : ’ . def

Definition 12. @ is stack imprecise =
Vs, s, i -

(((s))E®)ALs] C |&] = ((d,i) D))

where |s] = {(z,v) | (z, (v,p)) € s}

Lemma T§ s =s,ws, then L5l e L3l.

Definirien sy = id\x, (V,-‘.;_\o)>\<x, (v, p1> &5 %-

Lewmag [sgl = Lsd ad 3. &5y and 5= By ¥ Sy 2

T



Lemma 13. If ® and U are stack imprecise, then
F®@ x0T & & AT

SIS, ey S=S.e5, and s, i =
BH..T‘ L?J C L'J_l o o) L-s-a_] & L5J§ i SU( [.—/}"
s, ) = $' and (3, E)l__n.'“:

Jo thap k3'.- D) E/\iﬁ'

2

'5&\4\{)0*5(.\. (54 ':)l"-:' E ’\'{F

k They,
L'S' L)i== E q-"‘lcx s, ¢ t_"ﬁ
Bur LSy J = Lsd, so L

(s -
(('z.: t) = E aud (571; {) L___,i:

A‘-So ¢
) SI/L*'S’,/L RS, B that (5 ) e E*@
LQ.VHI'-u.e[ E - E/

'S Frack -, P reeisq |

Corollary 14. If ® is stack imprecise, then
F® xE=F & ® AN E=EF



We define implication in the same way as when intu-
itionistic implication is encoded into classical separation

logic [12].

Definition 15 (Stack-imprecise = and ).
&2 &Y irue -« (® =9 and %24 & 3 false

Note: E # E' <= S(E = E') is a tautology.
PY‘o -
[roo f

CAY (s.i) R E+E/\5¢
ISR LE ] i “nd EEJH, ¢ defived
SO [[Eﬂ AF e
Qs,m)}s—‘lg et 2
) &
e i) E=¢'f --—7{q{-:g_
DD e true— (B g fp)
e se

(RS Vs S s
' "'Lhcl(&l ') = tyue lhn.f“‘e)_

l‘\lﬁl \{sl' T ] (51-31:});:({%!:?.&'")
(1! E:‘E(
(R)
e T1.. (A)  (R) W.(p)

0 v [
s LB, und efine ¢ Sae T
s(s Vi
R S ‘SQ'Z L\\T{

E 1(: wot ||
E a E' V.
I[ CLQ,{-H:QC[ And KEI E‘E H IT"*['-"K &-Q-\:-( Sels
IE 3,7 She [[Ejr detiued qug [[EI‘ ~ [ E Seise q
Slf [ ]','l‘

‘TV‘Q TYHQ ‘h«-u.g_




N[-

O ops

L the \"“C/'E/Q—Ckh"g Pv-o--c Skifd\, we assumec| 'H«\JJ ;-F
EEI‘:‘] ov EEIII,;‘ 15 undefiued, thew There wWill be some

S, such that sas, and (5*31'4” E Ex s trae,
Seo Thar

Pt 3] ‘wmplics hot (Sws i) = E=ES (5)
.'5 xw(':-t_,

But ('5"‘5“1) = Y= 2+l 13 nevek True | s thet (B
;5- heveyw ¥14Q.¢_L,'-'Rhi 'Hf'\g VT"QQ{— ‘&Q\.‘S,

T fad, when % 15 wndefined, x% ¥+ [ i35 Falie
-~
buT 71 (x=&K%!) ¥s true. Thus

E+E "ST(E.-:.E’)

'IS' he t~ ﬂ."f‘Qu"‘alo?lj.
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Definition 16 (restricted formulae).
¢ =E=E|¢A¢|pVS|d>¢|o+p|m=m
b+ | VX.¢|3X.¢ | false | true | 2 ¢

Wwats mi33Tmg ¢ emp, Owng (8 classiced =y and 7.

Lemma 17. Restricted formulae are stack imprecise.

Proof. Structural induction on ¢. a
Lemma 18.

(s,))EX=EFE = [Elss=EE/X]i:9
Proof. By induction on structure of E’ O

Lemmal9. E X =F = (¢ ¢[E/X])

Proof. By structural induction on ¢. The (x) and (—) cases
require lemma 14, and the (=) case requires lemma 18. |

Definition 20. vars(0) ¥ {z | (z), € O}

Suppese O = v:',,_l)‘-.,x:‘rh - Wedetiv,
D> = '
< 02> = O“""w“ Yo oo Dwn Lf,\k)
So 'H.qq;{- ' n

OlI-P = <O>AP Olbtrue =< 0> .

Lemma 21. (OI IF ¢1) x (02 I+ ¢2) = (01,02 I+
61 L)
2

Eﬁl“’é\\‘?l I\PL) -'(14 A%L) = (v‘., ((;’]\q_J)A(‘FL*(?II\%‘JJ\

=) (Pv« ?-:) f\(?;‘k‘i-,_) A (P‘-"?") N (P'L*‘}'L)

2 (Peet) NP
They

(oL ll—¢1) = (02]-$2) = (01T A1) (0251 $2)

= (‘ibl?*ﬂozv) AN (qblﬁié&)“{:‘; Of,oz[i-——#!*ﬂil



/]

Lemma 22. Jf FV(¢$1) C vars(O1) and FV(¢2) C
vars(02) andF O I true <= O1 I true « 02 IF true
then = (O I+ ¢1 » 62) = (01 IF ¢1) » (02 I $2).

Pvos ¥ Sm\d?ose. s, L h{O?A(‘cfl*Pz_)_ They theve wpe
5-'|_-..j-‘|_ SWL"-QQJ-_‘ |

S = S, ¥ 5, and S, hf1 ws.,_,ila:?éz,
Moveovaw, s, =<0%, ang since <07 &= <0L>'i'v<0'c’_7J

theve evne - Sl s,:_ T welh thap

S = 5[""5-:. Seandl 'S;,i l‘_=<~°|7“"‘\5;%’:<01?'

Diuce 'sn‘g S 1!;1)\“1141\;1 Fv (41) € dom 5, and
VeV (61),L =D,

Jince S, = <O (%, we have
Navs (01) & dsw s/ .

Bivnce S=Se5, =s/as,

L-"L-I ko L?:J Qv beth vestirictious o LSJ_,
Qe Stwce

dowr (L3 LT FV(40) = dowm (3, TRV (§) ) = Ev ()

S vavs (D) & dem 5! = dowm LS/,

we have L3, 171 Fv (¢) ¢ L5/1,

Thew, since 5 TRV (§1),7 k ¢1 ang plis FPack-Tmprecne,
s/, i & SOI>API,

Similarly, 50 ¢ SOTIAF2Z. Then, Sthece, S s{-’FS{J

ST = (<o1> Nl )« (027N ¢2).



Table 6. Variables-as-resource rules for concurrency

Ak, {21} C1 {31'} Ak, {92} C2 {92}

Ab:Th, {®) C {®)

Ah, {01x 32} C1]|C2 {31 x 2}

A by {® * U} resource bin C end {® » ¥}

Ah, {(@*xU)AB} C {¥«¥} ®+¥U=B=2B8

Ab: ¥, {®} with b when B doC od {®'}
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