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Abstract

The devel opment and performance of network-aware ap-
plications depends on the availability of accurate predic-
tions of network resource properties. Obtaining this infor-
mation directly from the network is a scalable solution that
provides the accurate performance predictions and topol-
ogy information needed for planning and adapting appli-
cation behavior across a variety of networks. The perfor-
mance predictions obtained directly fromthe network are as
accurate as application-level benchmarks, but the networ k-
based technique provides the added advantages of scalabil-
ity and topology discovery.

We describe how to determine network properties di-
rectly from the network using SNMP. We provide an
overview of SNMP and describe the featuresit providesthat
make it possible to extract both available bandwidth and
network topology information from network devices. The
available bandwidth predictions based on network queries
using SNMP are compared with traditional predictions
based on application history to demonstrate that they are
equally useful. To demonstrate the feasibility of topology
discovery, we present results for alarge Ethernet at CMU.

1. Intr oduction

Significantwork hasbeendonepromotingthe develop-
ment of network-awvare programsas an effective way of
adaptingto fluctuatingnetwork conditions. Providing the
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informationof which applicationsshouldbe “aware’ how-
ever, hasprovento be a significantchallengeto developing
suchapplications[1]. Userlevel benchmarkghat record
the performanceof datatransfersacrossthe network pro-
vide someinformation,but suffer from poorscalingandthe
inability to determinetopologyinformation.

Scalingis obviously importantin distributedsystemde-
sign. A network performancepredictionsystemmusthave
the ability to give predictionsfor any combinationof ma-
chinesselectedfrom a large set of possiblemachinesat
mary sitesacrosshe network.

Topology information is extremely important for
performance-basegatocessoselection.For example,with-
out topology information, it is impossibleto determine
whenmultiple communicationpathsfrom the sameappli-
cationwill be sharinga singlenetwork link. Failureto take
into accountthis intra-applicationsharingcanresultin an
overestimatiorof the network performancean application
canachieve.

An alternatve to benchmarkingis obtaining perfor
manceinformation through direct queriesto the compo-
nents making up the network. We shav that this di-
rectqueryapproachs not only asaccurateasbenchmark-
ing, but also can lower the load imposedon the network
and provide previously unavailableinformation aboutnet-
work topology The Simple Network ManagemenProto-
col (SNMP)[4] providesaninterfaceto currentnetworking
hardwarethroughwhich queriescanbe madeto obtainin-
formationaboutthe hardware’s status.

Theremainderof this papemwill discussour resultswith
using SNMP to obtainnetwork information. Section2 de-
scribesseveral techniquedor performanceprediction,in-
cluding benchmark-and network-basedapproaches.Sec-
tion 3 providesan overview of the structureof SNMP and
how it canbe usedfor resourcestatusdiscovery. Section4
analyzegheaccurag of usingSNMPto obtainpredictions
of availablebandwidth.Section5 discusse$iow to extract
topologyinformationfrom the network components.Sec-
tion 6 discusseghangeseededn the network infrastruc-
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Figure 1. Conceptual diagram of options for
prediction. The dashed arrows illustrate the
actual application being run on the network
as a probe of its status. The solid arrows
illustrate the conceptual paths taken to pre-
dict an application’ s performance using data
obtained by running the application itself, by
obtaining information directly from the net-
work, and by using a benchmarking program
to determine the network’s performance .

ture, including SNMP, sothatit is easyfor distributedap-
plicationprogrammerso usedirectnetwork queriesto take
adwantageof theinformationalreadystoredin the network.

2. Bandwidth prediction techniques

Thegoalof predictingnetwork performancés to provide
accurateredictionsof applicationperformancdor usewith
processoselectiorandapplicationquality parametersThis
sectiondiscussethreedifferenttechniquedor performance
predictionandintroducesa modelthatdescribeshesetech-
nigues. The threetechniquesepresena continuumof op-
tions,from themoststraightforwardpredictionbasednthe
applicationitself, to the leaststraightforvard benchmark-
basedprediction. Thesetechniquesareillustratedin Fig-
ure 1. This sectionignoresall performancedactorsexcept
for network bandwidth.In casesvherenetwork bandwidth
is notthe overridingbottleneck ptherresourceanformation
mustbe considered.

All three bandwidth predictiontechniquesrely on the

samebasictime seriespredictionmodel, which usesa se-
ries of measurement® malke predictionsof future behar-

ior. The differencebetweenthe threetechniqueds what
measurementare taken and how they are corvertedto a

predictionof applicationperformance. ldeally, the series
of measurements taken by anindependentlaemonthat
collectsthe datafor later usewhena userwishesto runan

application.A mathematicainodelis fit to theseries When
auserrequestsa prediction,future performances extrapo-
latedfrom the modelthat hasbeenfit to the pastdata. Se-
lectionanduseof time seriesnodelshasbeendealtwith by

mary authors[2, 6, 18]. In our notation,time seriesmod-

elsareindicatedby at subscriptonthemeasuremernthatis

usedfor the series.

2.1 Application-based

The most straightforvard measureof an applications
performancés obtainedby actuallyrunningtheapplication
onthenetwork. Similarly, the moststraightforward predic-
tion of anapplications future performanceon thatnetwork
is to usethe applications performancehistory on that net-
work to predictits future performanceTheperformancef
anapplication4 runningonanetwork A" is denoted4 ().
The time seriesmodel A,(\') canbe usedto predictthe
applications performancen the network.

Unfortunately the mary combinations of applica-
tions, parametersand resourceselectionsmakes gather
ing enoughapplicationhistory informationto provide use-
ful predictionsinfeasible. For this reasonptherprediction
techniquesnustbe considered.

2.2 Benchmark-based

Benchmarkingolvesmary of theseproblemsby usinga
small setof representatie applicationscalledbenchmarks
or probesto predictthe performancef mary applications.
The performanceof the benchmarkingapplicationis de-
noted B(N). Again, a time seriesof benchmarksan be
usedto form a prediction,B; (N), of how thebenchmarlkB
will performonthenetwork A in thefuture.

The challengewith usingbenchmarkdor performance
predictionss the mappingfrom benchmarlperformancéo
applicationperformance. One methodis to make the as-
sumptionthat the relative performanceof the application
and benchmarksare the same,so the bestconnectionfor
the applicationis assumedo be the sameasthe bestcon-
nectionfor the benchmark. This approachis often useful
for parallelapplicationswherethe only concernis moving
thedataasquickly aspossible.

The lack of quantitatve information aboutthe applica-
tion’s performancehowever, preventsthis techniquefrom
beingusefulin mary situations It doesnotanswettheques-



tion of which connectionsaresuficientfor theapplications
needsnordoesit provide informationnecessaryor setting
applicationquality parametersQuantitate informationis
neededor thesedecisions.

Benchmarkinganbe usedto provide quantitatve infor-
mation, and for someapplications,a benchmarkwill per
form similar operationsothatthe resultscanbe usedwith
a simplerescaling. In other cases,suchasusinga TCP-
basedbenchmarko predictthe performancenf a multime-
dia applicationthat canhandleloss, it is necessaryo de-
velop a model of the network conditionsthat causedthe
benchmarks performanceand thento determinehow the
applicationwill performunderthosesameconditions. A
mappingfunction corvertingthe predictedperformanceof
the benchmarko a modelof the network canbewritten as
M (By(N)). A predictionof applicationperformancdased
on this network model can be written A,, (M (B;(N))),
wherethe subscriptn is usedto denotea performancere-
diction for the applicationA basedon a network resource
model.

Both the application-and benchmark-basetéchniques
are built on the userlevel approachof running an appli-
cationacrossthe network and measuringts performance.
Therefore they bothsuffer from the samedravbacks.Nei-
ther can be usedto determinenetwork topology which
is necessaryo determinewhich pairs of machinesshare
the samenetwork componentfor their connections. Fur-
thermore predictingperformanceetweenall pairsof ma-
chinesis an O(P?) operationon the numberof processors,
P. More complex benchmarkingsystemsusea variety of
benchmarksso that they can more accuratelypredict the
performancef differentapplicationsandby groupingma-
chinesby location,it is possibleto reducethe constanfac-
tor of the O(P?) complexity. But the combinationof mary
applicationsand O(P?) pairs of machinesmakes obtain-
ing andstoringthis datatoo costly for systemssuchasthe
Globusdirectoryservice[7].

However, even thesemore advancedtechniquescannot
acquireaccuratetopology information from the network,
which makes predictingthe effects of link sharingon the
applicationimpossible Manually providing thetopologyto
the benchmarkingool allows for application-leel sharing
to be predicted,but it is still difficult to determinewhich
links of thetopologyarecongested.

2.3. Network-based

Rather than obtaining the performancemeasurement
from an application, anotherapproachis to obtainit by
gueryingthe network itself. This allows an exact picture
of the statusof the entirenetwork to be obtained.Network
topologycanbe obtainedthis way, andthe costis linearin
thesizeof thenetwork. A snapshobf the network A/, con-

sisting of the statusof all partsof the network at the same
instant,is denotedN. Using a history-baseredictionof
thenetwork snapshotVy, anapplications performancean
bepredictedas A, (Ny).

Thethreetechniqueglescribecherefor obtaininga pre-
diction of an applications future performanceaunningon
N, denotedA(N), are describedby the following equa-
tions:

Application-based
Network-based
Benchmark-based

A (N)
An(Nt)
An(M(Bi(N)))

realnetwork
network statussnapshot
application
benchmark
performancef A runningon N
time seriegperformancepredictionof A
network modelperformancepredictionof A
functioninferring network statusfrom
benchmarlperformance

The network-basedtechniqueoffers several improve-

mentsover the useof benchmarkingr applicationhistory:
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e Direct measurementf the network statusallows the
performancef differentnetwork operationgo bepre-
dicted, without the needfor mary differenttypes of
benchmarks.

e Network topology is acquireddirectly from the net-
work, allowing application-leel sharingto be pre-
dicted.

e Directnetwork queriesequireO(JN]) operationsim-
posing significantly lower load on the network than
O(P?) benchmarkso obtainthe sameinformation.

The majorchallengdan usingnetwork-basedredictions
of applicationperformances the necessityof developing
theperformanceredictionfunction A,, (), whichmapsnet-
work statusto the applications performance.Our current
approachto this problemis to establisha predictionfunc-
tion by queryingthe network, thenrunningthe application.
Onceenoughmeasurementare taken, a predictorcan be
built thattakesthe bottlenecklink of the network asinput
andpredictsthe applications performanceverthatlink.

3. SNMP overview

SNMP was designedo allow network managergo re-
motely obsene andadjustnetwork componentslit defines
the structureof andoperationson a databasehatis stored
on eachnetwork componentThe databasés organizedhi-
erarchically with portionsresened for various standards



bodiesand vendors. Componentsare free to implement
only thoseportionsof the hierarchythataredesired.Each
portionof the hierarchyis specifiedby a documenteferred
to asaManagemeninformationBase(MIB). Althoughit is
morecorrectto referto only thedatabasgrotocolasSNMR,
in commonusageSNMP is usedto describethe collection
of MIBs aswell asthe protocol. We follow commonusage
unlesdistinctionsareneededor clarity. For moreinforma-
tion aboutSNMP andMIBs, mary bookshave beenwritten
for useby network manager$16].

3.1 MIB-II

RFC1213describeshestandardiB, calledMIB-I1I [9].
It is intendedto describe essentialinformation needed
for all network components—includinfosts,routers,and
bridges.It providesinformationaboutcomponentsbffered
serviceandnetworking hardware. It alsoprovidesstatistics
andinformationaboutmajor networking protocols,includ-
ing IP, TCR, UDP, andSNMP.

Two partsof this MIB areof interestto us. Thefirstis
theinterfacetable. Theentryfor eachinterfaceprovidesthe
maximumdatarate aswell asoctetcounterswhich indi-
catethenumberof bytestheinterfacehassentandreceved.
Thesetwo itemsallow the available bandwidthon the link
attachedo thatinterfaceto be determined.

Anotherusefulcomponenbf this MIB is the IP routing
table,which indicatesthe interfacea device will usewhen
sendingP pacletsto their destination Thisis thefirstitem
of importancen determininga network’s topology

3.2 BRIDGE-MIB

The second most important MIB is the BRIDGE-
MIB [5]. This MIB providesinformationaboutthe status
of an Ethernetbridge, which is usedto forward paclets
betweendifferentportionsof a LAN. The interestingpart
of this MIB is the forwarding databasewhich storesthe
portusedto reacheachof the Ethernetaddressethe bridge
hasseen. Becausebridgesoperatetransparentlymaking
gueriedrom this MIB on eachbridgeis theonly wayto ob-
tain the informationneededo constructhetopologyof an
EthernetLAN.

4. Experimental verification

While thereare clear advantage<o the network-based
technique,making predictionsabouthigherlevel, or end-
to-end,operationaisinglow-level informationis inherently
difficult [14]. We have verified the network-basedtech-
nigue againstan application-basedechnique. If the two
techniquesffer similar accurag, the betterscalingandef-
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Figure 2. Topology of the testbed used for the
prediction experiments. All links are 100Mb.
The hosts are 300Mhz DEC Alphas and the
router s are Cisco 7206 routers.

ficiengy advantageof network-basedmethodsmake them
thebetterchoicefor performanceprediction.

These experiments were performed on a dedicated
testbedwherethe conditionscould be controlledto repre-
senta wide variety of congestionlevels. Becauseof the
breadthof conditionsexperiencedon networks, it is im-
portantto testpredictiontechniquest all levels of conges-
tion [11].

4.1 Experimental setup

The network configurationusedin the experimentsis
shawvn in Figure 2. The “application” usedwas a simple
1MB datatransferfrom A to B using TCP. Every 15 sec-
onds,SNMP wasusedto measurdhe availablebandwidth
on all sggmentsof the pathbetweerA andB, followedim-
mediatelyby the applications datatransfer To measure
available bandwidthover different averagingperiods,the
SNMP pacletcountswereobtaineds, 3, 0.5,and0 seconds
prior to the TCP message.

A 1MB datatransferwould be a typical benchmark.
However, for this experiment,it is consideredan applica-
tion becausét is beingusedto predictits own, ratherthan
otherapplications’,performanceA real applicationwould
also involve computation,which is beingignoredfor the
purpose®f this paper

Synthetictraffic wasinsertedonto the network between
SlandD1, andS2andD2, resultingin two congestedinks
competingor bandwidthwith theapplication.Thecompet-
ing traffic wasgeneratedisingfractionalGaussiamoise,a
methoddescribedby Paxsonfor representingealisticag-
gregatetraffic encounterean networks[10]. The average



rateof competingtraffic on eachlink waschoserbetween
OMbpsand100Mbps(link capacity)andchangedan aver-
ageof every 10 minutes.

4.2 Experimental results

Over 65,0000bsenationsweretaken during the exper
iments. To determinethe accurag of the two prediction
techniques30 setsof 1500 consecutie obsenationswere
choserat randomfrom the experiment.Thefirst 1000were
usedto fit thetime seriesmodel. The predictiontechnique
wasthentestedover the next 500 obsenations. The model
was refit for eachadditional obsenation, so the time se-
riesmodelwasonly usedto predictoneobsenationinterval
ahead.Eachpredictionwascomparedvith the next actual
obsenation.

The implementationof the times seriespredictorsthat
wereusedis describedoy Dindaetal. [6]. Two prediction
techniquesvereused.Thefirstis autorgyressior(AR). The
seconds the sliding window average(SW). Wolski exam-
ined several predictionmodelsand found thesetwo to be
usefulfor network performancerediction[18].

The applicationpredictionwas performedon the series
of timesrecordedor the 1MB datatransfer Therelative er-
ror betweeneachstep-aheagredictionandthe next actual
obsenationwasrecorded.

The SNMP-basegredictionsveredoneby applyingthe
sametime seriesmodel to the seriesof SNMP available
bandwidth measurements.The step-aheadrediction of
available bandwidthwas mappedto the averageobsened
performanceat that available bandwidthlevel. The rela-
tive error wasthencalculatedbetweernthis predictednum-
berandthe next actualobsenation.

For theseaxperimentsthe mappingfrom availableband-
width to applicationperformancewvas calibratedusingthe
1000trainingobsenationsandupdatedvith eachof thefol-
lowing 500testobsenations. In areal system the calibra-
tion would generallyonly be done once, with occasional
updatesif the characteristicof the network hardware or
competingraffic change.

A comparisonbetweenthe relative errorsis shavn in
Figure 3. The importantobsenation is that thereis lit-
tle differencebetweenthe application-and network-based
techniques. This leadsus to concludethat the network-
basedpredictiontechniquecanbe usedto provide network
predictionswith accurag comparablégo application-based
techniques.

4.3. Saturated networks
Becausef the natureof network traffic, alink for which

SNMP reportslittle availablebandwidthmay actuallypro-
vide a higherratethanreportedto a new applicationif the
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Figure 3. Cumulative relative error distri-
butions for application- and netw ork-based
prediction. Both 32nd-or der autoregressive
(AR32) and 8 observation sliding window
mean (SW8) predictions are shown. The
SNMP availab le rate was averaged over 3 sec-
onds for each obser vation.

competingtraffic reducests ratein responséo thenew ap-
plication. This behaior shouldbe representeéh the func-
tion that mapsnetwork statusto applicationperformance
andis dependenbnthetypeof network andcompetingraf-
fic involved.

As alink grows morecongestedtheavailablebandwidth
reportedby SNMP approacheszero. In extreme cases,
additional information may be obtainedby the count of
droppedpaclets, which is also available through SNMP.
However, it is doubtful that sucha link would be usedfor
ary performance-sensité distributed applications,there-
fore we have not examinedthe usefulnes®f incorporating
this informationinto the model.

5. Topologydiscovery

Knowledge of network topology is essentiaffor appli-
cationmappingbecausehe links thatare sharedby differ-
ent componentf the sameapplication(internal sharing)
have a large effect on the performanceof that application.
Topologyknowledgealsosimplifiesschedulingalgorithms
becausét is possibleto scheduldn a hierarchicalfashion,
ratherthanhaving to look at all combinationf machines.
Finally, it is impossibleto usedirectnetwork querieswith-
out first learningthe topologyto determinewhich compo-
nentsareinvolvedin the pathaboutwhich queriesarebeing
made.

Topology discovery is difficult because user
transpareng has been a great driving force behind
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Figure 4. A view of networking at diff erent lev-
els of detail. (a) The view presented to the
user. (b) The view at the IP routing layer,
where each host and router explicitl y for-
wards packets to the next component in the
path. (c) The view including Ethernet bridg es,
where each bridg e learns where the hosts
and routers are and transparentl y forwards
the packets towards their destinations.

the successof networking. As a result, there are no
good protocolsfor determiningtopology However, the
necessarynformation can be extractedusing SNMP with
enoughperseerance.

5.1 Network structure

Figure 4(a) shows the network view that is presented
to the userandthatis presered by mostprogrammingli-
braries.In Figure4(b), thelP routersconnectinghesema-
chinesare exposed. Theseare the easiesttcomponentgo
detect. In fact, the traceroute programcanbe usedto
detectroutersbetweerhosts.

The secondlevel of transpareng is exposedin Fig-
ure 4(c). Here, the bridgesthat form the EthernetLANs
connectinghe machinesareexposed.This is the mostdif-
ficult level of topologyto penetratealthoughit is the most
commonLAN infrastructure Thedifficulty comesrom the
beautyof thetransparenbridging protocol. Thealgorithms
thatthe bridgesuseto determinehow to form the LAN and
how to forward pacletsrequireno global knowledge, nor
do the hoststalk directly to the bridges[12]. Thus, the
goal of transpareng is completelymet, at the expenseof
the easeof determiningthe topology from the bridges. It
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Figure 5. An example of a network config-
uration where missing bridg es can produce
misleading results. In this case, missing the
two bridg es between A and B misses the con-
gested network link between them and may
vastly overestimate the available band width.

should be noted that modernnetworks are typically built
with “switches; which are essentiallybridgeswith mary
ports.

Despitethe difficulties, it is necessaryo locateall com-
ponentsof thenetwork topologybeforeusingdirectqueries
on that network. Figure5 shavs an examplewhereavail-
able bandwidthpredictionswill be uselesecause con-
gestedink occursbetweerntwo undiscwveredbridges.

5.2 IP routing

IP routing topology is easyto determinebecausehe
routing table eachhost and router storesand reportsvia
SNMPexplicitly liststhenext hopontherouteusedo reach
eachdestination As aresult,determininglP routingtopol-
ogy is a simplematterof following the routershop-to-hop
from sourceto destination.

5.3 Bridged Ethernet

The Ethernetbridging algorithmis muchmorecomple
thanthe IP routing algorithm. A bridge learnshow to for-
ward pacletsby listeningto all traffic onthelinks to which
it is attachedWheneverit seesa paclet, it storesits source
addressandthe link it wasreceived on. This information
formstheforwardingdatabaseisedwhenforwardingpack-
etsto their destination Therearethreeoptionsfor forward-
ing a paclketthata bridgeseeson oneof its ports:

e If the destinationmachineis on the sameport asthe
pacletwasrecevedon, do nothing.



o If the destinationmachineis on a differentport than
the paclet wasreceved on, the paclet is resent,un-
changedopnthe portfor thedestinatiormachine.

e If no portis known for the destinationmachine then
the pacletis “flooded; meaningit is sentto all ports
of the bridge. Hopefully the destinationrmachinewill
reply to the paclet’s senderat which point the bridge
will learnits location.

This algorithmis known astransparenbridging, which is
currentlyusedalmostexclusively on Ethernef_ANs. More
informationcanbefoundin Perlmans book[12].

Becausehis algorithmis completelytransparento the
hosts,it is difficult to find bridgesautomatically Onesolu-
tion is to obtaina list of bridgesfrom an external source,
such as the local network manager Secondly because
bridgesonly learn a hosts location when they receve a
pacletfrom thathost,caremustbetakento ensurethatthe
forwardingentriesarepresenin the bridge's database.

This situationmotivatesa rathercomplex algorithmfor
determiningthe bridging topology Before beginning, the
routing topology must be determined,as in Figure 4(b).
Oncethathasbeenaccomplishedthe bridgingtopology as
foundwithin eachcloudin thatdiagram canbedetermined.

Thealgorithmbeginswith asetof endpoints E, consist-
ing of all of thehostsontheEthernefor whichthetopology
is desired aswell astheroutersusedto connecthis Ether
netto othernetworks. Also known is the set of bridges,
B, usedin this network. Bridging topologyis definedto
be a tree, with the membersof E forming the leavesand
the membersof B forming the internal vertices. The ba-
sic approacho determiningthis topologyis to go through
thememberof B, queryingfor the portsto which they for-
wardpacletsroutedto memberof EUB. Thisinformation
tellsustheedgefrom eachvertex thatis usedto reachevery
othervertex. This knowledgeis sufficient to constructthe
completetopologyof thetree.

The difficulty of this algorithmis not in deriving the
topology from the bridges’ forwarding databasesRather
it is in ensuringhattheneededentriesexist in theforward-
ing databaseA two phaseapproachs usedto obtainthis
informationwith reasonablefficiency.

Becausehereare O(|B|(|E| + |B|)) queriesto make,
andimplementatiordifficulties make eachquerytime con-
suming, it is importantto reducethe numberof queries
wherever possible. The goal of the first phaseis to deter
mine the setof nodes,B,, C B, thatareusedin the net-
work topologyconnectingF. Thisis doneby queryingeach
membeiof B for its forwardingportfor eachmemberof E.
If the bridgeusesthe sameportto reachall membersf E,
thenthe bridge cannotbe part of the topology If a bridge
forwardspacletsto E usingdifferentports, however, then
it is neededo form theinterconnectioriopology
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Figure 6. Topology determined from the CMU
Computer Science Department’s netw ork.
The process was begun with the hosts seen
here and the 44 bridg es used in our depart-
ment. Note that cobain and man-4 were found
to share a single Ethernet through a hub.
The actual department network is much more
comple x—the algorithm prunes the graph to
include only those bridg es used to connect
the set of hosts being used.

Becausébridgeslearnpassvely, eachbridgein B must
have seena paclket from eachmemberof E to have anen-
try in its forwardingdatabasdor thathost. To ensurethat
this tableis complete,all membersof E periodicallyping
all othermembersf E beforeand during the datacollec-
tion. This guaranteethatif abridgeis onthetopologybe-
tweenary two member®f E, it will have seerpacketsfrom
bothmembersandwill have their entriesin its forwarding
databaseNotethatit is generallynot possiblefor usersto
have routerssendpings,but routersdo respondo pings,so
if all hostsaresendingpingsto arouter, therouter’sreplies
to the pingswill ensurethatits entryis presentin the for-
wardingdatabasesf the bridges.

Once B, hasbeendeterminedthe secondohaseof this
algorithm begins by expandingthe list of machinesbeing
pingedby the hoststo £ U B,,. This forcesthe bridgesto
learn abouteachother location, information not needed
for transparenbridging. Finally, all membersof B, are
gueriedfor wherethey areforwardingpacletsto all other
membersf B,,.

Following the completionof this algorithm, the ports
used by eachbridge to forward pacletsto £ U B, are
known. Becausethe bridging topology is definedto use
atree,it is easyto extendthis informationto completethe

topology



Figure 6 shaws the bridging topology betweenseveral
machinesat CMU. This structurewasdeterminedisingthe
abovealgorithm,beginningwith alist of the44 bridgesused
in ourdepartmentdtthernet.Thistopologywasverifiedby
our network manageafterthe algorithmwasrun.

The O(|B|(|B| + |E|)) compleity of this algorithm
andthe high cost of eachaccesdo a bridge's forwarding
databasemale this algorithm impractical for routine use.
For example,the topologyin Figure6 took approximately
30 minutesto discover. Fortunatelytypical Ethernet_ANs
do notchangeopologyvery often,andit is easierto verify
that the topology s still accuratethanto discoverit. For
thesereasons the bridging topology should be storedin
a databasevhereapplicationsand predictionsystemscan
male useof it, with it beingrediscoveredonly whenneces-
sary

6. Practical considerations

Ourresearchasdemonstratethat SNMP, alreadysup-
portedby almostall of the currentnetworking infrastruc-
ture,is sufficientfor obtainingtheinformationneededo de-
termineandpredictperformancalirectly from the network.
Althoughit is not anidealinterfacefor this purpose;jt al-
lowsthenetwork-basedpproacho performancerediction
to be exploredand utilized on existing networks. Demon-
stratingthe value of this approachby usingit in real sys-
temsand applicationsshouldresultin the developmentof
moreappropriaténterfacesfor network componentsHow-
ever, bothadministratve andtechnicalconsiderationsnust
be addressedio provide a betterinterfacefor performance
predictionpurposes.

The administratve complicationis mostly accessibility
Typically, SNMP accessis only allowed from machines
on the local network, andit is usuallyimpossibleto make
SNMPqueriego network componentenanISP’s network.
Securityand privacy arethe two primary reasondor this.
Securityis actually a technicalconcern; becausethe de-
signersof SNMP were unableto agreeon a workablese-
curity protocol,thereis little securityin currentimplemen-
tations, thereforea minimal securitylevel is achieved by
restrictingaccesgo local hosts. ISP’s are generallycon-
cernedabout privagy, not wishing to divulge information
aboutthe congestionievels of their services.Furthermore,
because&sSNMP queriescanbe expensve, no one wantsto
opentheir network up to excessve load or even denial-of-
serviceattackswith SNMP. We arecurrentlypursuingcom-
bining network-baseddatawith benchmark-basedatato
provide predictionsin ernvironmentswheredirect network
gueriesareonly availablefor portionsof the network.

Althoughtherearestandardslocumentshatdescribehe
behaior of SNMPimplementationsthestandardandtheir
implementationdave not resultedin consistentinterfaces

betweerdifferentmanugcturersFor instancetheforward-
ing databasef Ethernetbridgesare particularly trouble-
some. Someallow queriesto be madefor the forwarding
port of a specificaddress.Otherimplementationsare de-
signedonly for traversal, requiring the samequeryto be
reformulatedasa queryfor the subsequenentry from the
numericallyprecedingaddressFurthermoresomebridges
removetheforwardingdatabasé queriesaremadeto it too
rapidly, apparentlyasa securitymeasure.

Finally, althoughSNMP providesmuchof the informa-
tion neededor distributedcomputingiit is difficult to getit
in theform required.For example therearetraffic counters
for eachport, but determininga traffic rate requiresmul-
tiple, carefully timed queries. It would be muchmore ap-
propriateto have theroutercalculateits own time-averaged
rate. A limited form of active networking would be ideal
for this type of information.

7.Relatedwork

A variety of systemsexist for providing network sta-
tus information. NWS [19] and Prophet[17] provide ap-
plicationswith benchmark-basepredictions.SFAND [15]
recordssimilar databy storingapplications’actualperfor
manceduring executionand making this dataavailableto
helpfutureapplications.

All predictionsystemadescribechereutilize time series
predictiontechniqueq?2]. Wolski hasstudiedseveral dif-
ferenttime seriesmodelsfor their usefulnessn predicting
network performancg18].

SNMP has much broaderusesthan thosethat are de-
scribedhere.lt is usedto controlandmonitora wide range
of network resourceproperties[16]. Busby hasexplored
usingSNMP to gatherinformationaboutbothnetwork and
CPU resourceasan additionto NWS [3]. Thetechniques
evaluatedin this paperfor SNMP-basecandwidthmea-
surementveredevelopedfor the Remossystem[8].

Recentnetwork researchhasfocusedon modelingthe
self-similarityin network traffic, andthesemodelsmaylead
to more realistic traffic than Poissonprocesses.We used
fractionalGaussiamoiseto generateself-similartraffic for
our experimentg10]. More realisticwaveletmodelshave
beeninvestigatednorerecently[13], but we have not yet
rerunour experimentswvith thenew models.

8. Conclusions

Tools for discovering network performanceand topol-
ogy are animportantpart of the supportinfrastructurefor
distributed computing. This paperdemonstrateshat the
network-basedpproachhassignificantadvantagesverthe
benchmark-basedpproachfor scaling and topology dis-
covery, without sacrificing accurag. Importantly these



gueriescanbe implementedoday usingthe SNMP struc-
ture alreadyincludedin networking hardware for the pur-
poseof network managementThe benefitsof the network-
basedapproachoutweighthe inherentlimitations of using
low-level informationto predictend-to-engerformance.
Major challengegemainfor the distributed computing
community to ensurethe availability of the information
neededfor network-basedpredictions. Network adminis-
tratorsandcompaniesnustbe encouragedb provide easier
accesdo the performancedataneededo properly sched-
ule applications. Furthermoreworking with the network-
ing communitymayleadtowardstheincorporationof more
beneficialand corvenient featuresfor performancemea-
suremeninto SNMP andnetwork devices.
Thetechniqueslescribecherearebeingimplementedn
theRemossysten{8]. Remoss availablefrom ourwebsite,
http://www.cs.cmu.edu/Groups/CMCL/rem ulac .
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