Model Checking ImplicitŋInvocation Systems

David Garlan and Serge Khersonsky Carnegie Mellon University School of Computer Science 5000 Forbes Avenue Pittsburgh, PA 15213 USA +1 412 268ŋ5056 garlan@cs.cmu.edu

ABSTRACT While implicit invocation (publishŋsubscribe) systems have good engineering properties, they are dif^cult to reason about and to test. Model checking such systems is an attractive alŋ ternative. However, it is not clear what kinds of state models are best suited for this. In this paper we propose a strucŋ tural approach, which factors the model checking problem into two parts: behavior speci^c to a particular implicit inŋ vocation system, and reusable runŋtime infrastructure that handles eventŋbased communication and delivery policies. The reusable portion is itself structured so that alternative runŋtime mechanisms may be experimented with.

Keywords Implicit invocation, publishŋsubscribe, model checking.

1 INTRODUCTION A common architectural style for componentŋbased systems is implicit invocation (II). In this architectural style compoŋ nents ŞannounceŤ (or ŞpublishŤ) events, which may be Şlisŋ tened toŤ (or Şsubscribed toŤ) by other components. Comŋ ponents may be objects, processes, servers, or other kinds of system modules. Events may be simple names or complex structures. The key feature of such systems is that compoŋ nents do not know the name, or even existence, of listeners that receive events that they announce.

II architectures offer engineering bene^ts of loose coupling between system components, while retaining the ability to implement semantically rich interactions between them. In particular, it is easy to add new events, register new listeners on existing events, or modify the set of announcers of a given event. Thus implicit invocation systems support the ability to compose and evolve large and complex software systems out of independent components [10].

However, there is a downside to II systems: they are hard to reason about and to test. In particular, given the inherent nonŋdeterminism in the order of event receipt, delays in event

In Proceedingsof the 10th International Workshopon Software Specŋ i^cation and Design (IWSSDŋ10), San Diego, CA, November, 2000.

delivery, and variability in the timing of event announceŋ ments, the number of possible system executions rapidly becomes combinatorially large. There have been several attempts to develop formal foundations for specifying and reasoning about II systems [1, 2, 7, 5, 6], and this area reŋ mains a fertile one for formal veri^cation. Unfortunately, existing notations and methods are dif^cult to use in practice by nonŋformalists, and require considerable proof machinery to carry out.

An attractive alternative to formal reasoning is the use of model checking. A model checker ^nds bugs in systems by exploring all possible states of an approximating ^nite state model to search for violations of some desired property (typically described as a temporal logic formula). Model checking has had great success in hardware veri^cation, and is starting to be used by researchers to ^nd errors in software systems [4].

While model checking is a powerful technique, one of the stumbling blocks to using it is the creation of appropriate ^nite state models for the systems being checked. Since most software systems are in^niteŋstate, one must ^rst ^nd suitable abstractions that reduce the system to a ^nite state model, without eliminating the class of errors that one wants to pinpoint.

A related problem is ^nding a suitable structure for the state model so that properties of interest can be easily expressed in terms of the state machine, and further, so that when errors are found, they can be easily related back to the original system. In general, this abstraction and structuring process is highly systemŋ and domainŋspeci^c: techniques for deriving models from one class of software system may be completely inappropriate for another. This means that the person creating a model often has to develop a new set of structures from scratch for each system.

One step towards improving this situation would be to proŋ vide generic structured models for certain classes of systems that can be easily tailored to the needs of a particular system within that class. In this paper we do just that for II sysŋ tems. Speci^cally, we provide a generic implicitŋinvocation modelŋchecking framework, that identi^es the main strucŋ tural elements of an II system suitable for model checking, and that permits one to specialize that generic model to match details of a particular II system. For example, event delivery policy becomes a pluggable element in the framework, with a variety of preŋpackaged policies that can be used Şoffŋtheŋ shelf.Ť

2 MODELING II SYSTEMS How should one go about modeling an II system as a checkŋ able ^nite state model? Answering this question is dif^cult in general because II systems vary considerably in the way they are designed. Although all share the basic principals of loose component coupling and communication via multiŋ cast events, speci^c details differ from system to system [8]. However, a typical system can generally be described as conŋ sisting of the following structural elements:

¿ Components: Components encapsulate data and funcŋ

tionality, and are accessible via wellŋde^ned interfaces. Interface ŞmethodsŤ are invoked by the II runŋtime sysŋ tem as a consequence of event announcements, and each method invocation may result in more events being anŋ nounced in the system.

¿ Event types: The types of events indicate what can be

announced in the system. Events may have substrucŋ ture including a name, parameters, and other attributes such as event priorities, timestamps, etc. In some sysŋ tems, event types are ^xed; in others they can be userŋ speci^ed.

¿ Shared variables: In addition to event announcement,

most event systems support some form of shared variŋ ables. For example, in an objectŋoriented implementaŋ tion, the methods of a class would have access to the local shared variables of that class.

¿ Event bindings: Bindings de^ne the correspondence

between events and components’ methods that are to be invoked in response to announcing these events.

¿ Event delivery policy: Delivery policy de^nes the rules

for event announcement and delivery. From an impleŋ mentation point of view, policies are typically encoded in an event dispatcher, a special runŋtime component that brokers events between other components in the system according to the event bindings. Event delivery policy dictates such factors as event delivery order (whether or not to deliver events in the order announced), whether events can be lost, the ability to deliver events to recipiŋ ents in parallel, use of priorities, etc.

¿ Concurrency model: The concurrency model deterŋ

mines which parts are assigned separate threads of conŋ trol (e.g., one for the whole system, one for each comŋ ponent, or one for each method).

Given this architectural structure, there are two main stumŋ bling blocks to creating a state model for an II system that is suitable for model checking. One is the construction of ^niteŋstate approximations for each of the component beŋ haviors (methods). In the case of our prototype system we

Figure 1: Structure of an II System Model

adopted the following restrictions: all data has a ^nite range; the event alphabet and the set of components and bindings are ^xed at runtime; there is a speci^ed limit on the size of the event queue and on the length of event announcement history maintained by the dispatcher; there is a limit on the size of invocation queues (pending method invocations as a result of event delivery).

A second problem is the construction of the runŋtime apparaŋ tus that glues the components together, mediating their interŋ action via event announcements. This involves developing state machines that maintain pending event queues, enforce dispatch regimes (correctly modeling nonŋdeterministic asŋ pects of the dispatch), and providing shared variable access. In principle, this part of the modeling process could be done afresh for each system using brute force. Unfortunatelymodŋ eling II systems involves a fair amount of state machinery, and is not trivial to get right. Moreover, once built, it is hard to experiment with alternative run time mechanisms. For example, one might want to investigate the consequences of using a dispatcher in which events could be lost, or one in which causal ordering for events is guaranteed.

In our research we have factored out this second effort, by providing reusable runŋtime model checkable infrastructure for the runŋtime mediation. To account for variability in the dispatch mechanisms we provide pluggable state modules that allow a modeler to choose from one of several possible runŋtime models.

Speci^cally, we factor the problem into parts, as indicated in Figure 1. The user provides a speci^cation of (a) the comŋ ponent methods (as state machines), (b) an optional set of shared variables, (c) the list of events, (d) the eventŋmethod bindings, and (e) a model of the environment (or a speci^caŋ tion of its behavior). In addition, the user picks the speci^c dispatch policy (from the options listed in Figure 2), and the concurrency model (from the options also listed in Figure 2).

Delivery Policies:

Asynchronous: immediate return from announcement Immediate: immediate invocation of destination Delayed: accumulate events before announcement Synchronous: no return until event completely processed

Synchronization Options:

Separate threads of control:

Single thread per component Multiple threads per component

Concurrent invocation of different methods Concurrent invocation of any method Single thread of control

Figure 2: Delivery Policies and Synchronization Options

These parts can then be translated into a set of interacting state machine descriptions using a tool that we built. The resulting system is then checked using a commercial model checker.^1

3 BUILDING THE RUNŋTIME STATE MODEL In our approach the runŋtime infrastructure supporting IIŋ style communication has two parts: (a) the mechanisms that interact with the components of the system to handle event anŋ nouncement, event buffering, and method invocation; and (b) the mechanisms that implement event dispatch and event deŋ livery policy. For a particular system the former remains the same, while the latter can be varied to match the II system’s particular event delivery scheme. Both parts are generated by the translation tool from the user’s speci^cation.

In more detail, the ^rst part must provide state machine strucŋ tures that faithfully model:

¿ Event announcements by the system components.
¿ Storage of event announcements by the runŋtime infrasŋ

tructure in preparation for dispatch.

¿ Event delivery to the system components, after the disŋ

patch mechanism has selected the event(s) for dispatch (described below).

¿ Invocation of the methods bound to the delivered events.
¿ Invocation acknowledgement, which indicates that a

method has completed its execution.

Our state model generation method implements this commuŋ nication in terms of the following shared state variables (see also Figure 3):

¿ Event announcement: each component announcing a

particular event indicates the announcement via a binary announcement indicator and a set of corresponding anŋ nouncement attributes such as arguments, priority, etc. For example, if EventA has one argument that can asŋ sume values 1 or 2, and ComponentB can announce

1 We use the Cadence SMV model checker [3].

Figure 3: Event Dispatch Structures this event, then ComponentB announces the event by writing to two shared variables: the ‘on/off’ ~ag

  EventA and a f1; 2gŋvalued variable EventA_Arg.
¿ Announcement acceptance: for each event type, there

is a binaryŋvalued announcement signal for each posŋ sible combination of the event’s attributes, such as arŋ gument values, source component, priority, etc. For example, a set of binary announcement signals for

EventA, as above, would be Announce_EvtA_1,

and Announce_EvtA_2 (assuming that the event’s argument is the only attribute of interest). An adapter mechanism (the announcement adapter in Figure 3) is used to assign values to these four ~ags based on corresponding announcement indicator and announceŋ ment attribute values written by ComponentB. The announcement signals for each event/attribute combinaŋ tion are then fed directly into the pending event accountŋ ing mechanism in the dispatcher (see below).

¿ Event delivery: implementation of event delivery sigŋ

nals is similar to event announcement. To continue the previous example, the set of delivery signal ~ags genŋ erated for EventA might be Delvr_EventA_1 and

  Delvr_EventA_2.
¿ Method invocation: method invocation is impleŋ

mented via binary invocation signals and (optionŋ ally) invocation arguments derived from event arguŋ ments. If EventA is bound to method MethodD in ComponentE, and MethodD takes one arguŋ ment, then the corresponding generated state variŋ ables will be a binary ~ag Invoke_D and a f1, 2gŋ valued argument variable Invoke_D_Arg. There is a translation mechanism (a delivery adapter) that sets up the correspondence between event delivery noti^cation and method invocation variables (i.e., makes sure that Invoke_D is ‘on’ whenever either

Delvr_EventA_1 or Delvr_EventA_2 is ‘on’,

and assigns the appropriate value to Invoke_D_Arg).

¿ Invocation acknowledgment: this is implemented simŋ

ply by shared binary state variables that are written by component methods and read by invocation queues deŋ scribed above.

The second aspect of the runŋtime infrastructure is the disŋ patcher/delivery policy pair that is positioned between event announcement acceptance and event delivery noti^cation (see Figure 3). This portion of the infrastructure is responsible for immediate announcement acceptance and does not keep track of whether the event delivery noti^cation has been properly processed (the invocation queues take care of that).

The dispatcher state machine performs the role of reading the announcement signals, immediately updating the data strucŋ ture that re~ects the set of pending events (the active events history), and assigning delivery signals as directed by the deŋ livery policy. The delivery policy executes by continuously reading the pending event information from the dispatcher and generating another data structure (the delivery directive) that marks events to be delivered during a particular cycle.

The data structures maintained and shared by dispatcher and delivery policy may vary in complexity, depending on how much information about the set of pending events is required by the delivery policy. The most general mechanism mainŋ tains all of the attributes of pending events and also keeps track of the temporal announcement information for each event. We have found that this mechanism is most easily modeled with the aid of distinct announcement signals as described above.

Once the runŋtime infrastructure has been built as described above, it easy to substitute different dispatchers and delivery policies and examine their effects on the system behavior without changing any other portions of the state model; in many cases interesting behavior can be explored by replacing just the policy module.

4 EXAMPLE We illustratethe technique with a simple example, introduced in [9] and elaborated in [5]. The example includes two comŋ ponents: a set and a counter. Elements may be added to or removed from the set. The counter may be incremented or decremented. Elements are added/removed from the set upon the receipt of insert(v) or delete(v) events from the environŋ ment; when the insertion or deletion is successful (insertion fails if element is in the set already; deletion fails if element is not in the set), the set announces update(ins) or update(del) events which are dispatched to invoke corresponding increŋ ment and decrement events in the counter. The goal is to determine if the system preserves the ŞinvariantŤ that the counter is equal to the size of the set.

Figure 4 shows the state model structure and the shared state variables used for communication. Note that in this case no announcement/delivery adapters are required for Delete and Insert events because they have no arguments and can simply be represented by single binary signals. An appendix to this paper contains additional details of the SMV model, and in particular shows two different delivery policies.

To check the model for properties of interest we use a model checker. In the case of Cadence SMV we can exploit a feature that allows us to assert certain properties of the model, and then use those assumptions in verifying other properties. For example, to avoid buffer over~ow in the ^nite event queues, we assert that the environment will be simply not generate an over~ow. We also assert that the environment will eventually stop, in order to verify that even though Counter may get out of sync with the Set contents, it will eventually catch up).^2

ConsiderateEnvironment :
  assert

2Properties are expressed in the logical notation of CTL, using ŞFŤ to represent Şeventually,Ť ŞGŤ to represent Şglobally,Ť and tilda to represent Şnot.Ť

Figure 4: Generated SetŋandŋCounter Model

     (G (Ÿdisp.evtBuffOverflow &
         ŸupdateInvQueue.error));

StoppingEnvironment :
  assert(G F (G ŸannounceUpdt));

assume
  ConsiderateEnvironment,
  StoppingEnvironment;

Then the ‘consideration’ of environment is used to verify that parts of the model depending on this are correct, for example:

eventBuffersOk :
  assert
    (G (updateInvQueue.buffFull ŋ>
        (updateInvQueue.buffHead =
         updateInvQueue.bufferTail)));

using ConsiderateEnvironment prove
  eventBuffersOk;

The fact that the environment does eventually stop is then used to show that the counter indeed eventually catches up with the set contents:

counterCatchesUp :
  assert(G F
    (set.setSize = counter.count));

using StoppingEnvironment prove
  counterCatchesUp;

Finally, other interesting properties of the model are illusŋ trated via counter examples:

updatesNeverFail :
  assert(G (Ÿset.updateFailed));

counterNeverNegative :
  assert(G (Ÿcounter.count = ŋ1));

The ^rst property (which is false) illustrates that updates do sometimes fail, while the second generates a counterexample showing that counter value may in fact become negative if (by the whim of the delivery policy) insert events headed for the counter are held up while delete events are allowed through for a number of cycles.

5 CONCLUSION DISCUSSION We have outlined an approach to model checking II systems that factors out and parameterizes the runŋtime mechanisms that support component integration. We then illustrated the idea for a simple example.

The more general idea behind the approach is to exploit regŋ ularities and known variabilities in architectural structure so that common checking infrastructure can be built once and then used by anyone designing systems in the correspondŋ ing architectural style. Not only does this approach reduce the cost of building the models to be checked, but it greatly simpli^es the technology since the modeler need only worry about the applicationŋspeci^c aspects of the problem (in this case, the behavior of the components). Naturally, a similar approach could be applied to other architectural styles, with similar gains in cost reduction and ease of use.

One of the drawbacks to such an approach is that because the models are generic and machineŋgenerated, they may be less ef^cient than handŋcrafted models. By Şef^cient,Ť we mean that they can be represented by a more compact state representation. In some cases, given today’s model checking technology, this may be the difference between a tractable and intractable model. Understanding when such ^neŋtuning and extra effort is required represents an important area of future work.

ACKNOWLEDGEMENTS This research grew out of work on formal reasoning about II systems, conducted jointly with Juergen Dingel, David Notkin, and Somesh Jha. This paper also has bene^ted from discussions with Bill Griswold, Kevin Sullivan, and Mary Shaw. Partial funding for this research was provided by NSF (CCRŋ9633532) and DARPA (F30602ŋ97ŋ2ŋ0031 and F30602ŋ96ŋ1ŋ0299).

REFERENCES

[1] G. Abowd, R. Allen, and D. Garlan. Using style to understand descriptions of software architecture. In Proceedings of SIGSOFT’93: Foundations of Software Engineering, Software Engineering Notes 18(5), pages 9Ű20. ACM Press, December 1993.

[2] D. J. Barrett, L. A. Clarke, P. L. Tarr, and A. E. Wise. A framework for eventŋbased software integration. ACM Transactions on Software Engineering and Methodolŋ ogy, 5(4):378Ű421, October 1996.

[3] http://www.cad.eecs.berkeley.edu/kenmcmil/smv/, 1999.

[4] E. Clarke and J. Wing. Formal methods: State of the art and future directions. ACM Computing Surveys, 24(4), Dec. 1996.

[5] J. Dingel, D. Garlan, S. Jha, and D. Notkin. Reasoning about Implicit Invocation. In Proceedings of the Sixth International Symposium on the Foundations of Softŋ ware Engineering (FSEŋ6), Lake Buena Vista, Florida, November 1998. ACM.

[6] J. Dingel, D. Garlan, S. Jha, and D. Notkin. Towards a formal treatment of implicit invocation. Formal Aspects of Computing, 10:193Ű213, 1998.

[7] D. Garlan and D. Notkin. Formalizing design spaces:

Implicit invocation mechanisms. In VDM’91: Formal Software Development Methods, pages 31Ű44, Noordŋ wijkerhout, The Netherlands, October 1991. Springerŋ Verlag, LNCS 551.

[8] D. Notkin, D. Garlan, W. G. Griswold, and K. Sulŋ livan. Adding implicit invocation to languages: Three approaches. In S. Nishio and A. Yonezawa, editors, Proŋ ceedings of the JSSST International Symposium on Obŋ ject Technologies for Advanced Software, pages 489Ű 510. SpringerŋVerlag LNCS, no. 742, November 1993.

[9] K. J. Sullivan and D. Notkin. Reconciling environment integration and software evolution. In Proceedings of SIGSOFT ‘90: Fourth Symposium on Software Develŋ opment Environments, Irvine, December 1990.

[10] K. J. Sullivan and D. Notkin. Reconciling environment integration and software evolution. ACM Transactions on Software Engineering and Methodology, 1(3):229Ű 268, July 1992.

APPENDIX: SETŋANDŋCOUNTER DETAILS In the SetŋandŋCounter model, information about pending events is kept in the SMV data structure shown in Figure 5. Note that the events announced in the system are (a) update with an ‘insert’ or ‘delete’ argument, (b) insert, and (c) delete.

The dispatcher module (not shown here) maintains the above event counts by correctly updating them during every execuŋ tion cycle. The dispatcher also receives directives from the delivery policy and generates delivery signals.

Figure 6 shows an example of a simple delivery policy that inŋ structs the dispatcher to deliver all events immediately. With this delivery policy, the Counter component always remains in sync with the Set. (In fact, the counterNeverNegative property described before is true.)

A more interesting delivery policy, while making use of the same communication infrastructure, may decide to randomly delay the events as long as the event buffers do not over~ow. This is shown in Figure 7. With this delivery policy, the counterNeverNegative property is false and model checker generates a counterexample illustratinghow the Counter may get out of sync with the Set.

/****************************************/
/* ActiveEventsHistory holds information*/
/* about pending events. For each event */
/* count number of steps ago that it was*/
/* announced, and if events of this kind*/
/* are still pending. */
/****************************************/
typedef ActiveEventsHistory struct {
 Update_Ins_Pending: boolean;
 Update_Ins_Recent: array 1..EVENT_Q_SIZE+1
                    of boolean;
 Update_Ins_Oldest: 0..EVENT_Q_SIZE+1;
 Update_Del_Pending: boolean;
 Update_Del_Recent: array 1..EVENT_Q_SIZE+1
                    of boolean;
 Update_Del_Oldest: 0..EVENT_Q_SIZE+1;
 Insert_Pending: boolean;
 Insert_Recent: array 1..EVENT_Q_SIZE+1
                of boolean;
 Insert_Oldest: 0..EVENT_Q_SIZE+1;
 Delete_Pending: 0..boolean;
 Delete_Recent: array 1..EVENT_Q_SIZE+1
                of boolean;
 Delete_Oldest: 0..EVENT_Q_SIZE + 1;
}

Figure 5: Pending Events module EventDeliveryPolicy(activeEvents, delivery)
{
    input activeEvents : ActiveEventsHistory;
    output delivery : EventsDeliveryDirective;

    /* Simple policy: just deliver events as they arrive */
    delivery.Deliver_Update_Ins := activeEvents.Update_Ins_Pending;
    delivery.Deliver_Update_Del := activeEvents.Update_Pending;
    delivery.Deliver_Insert := activeEvents.Insert_Pending;
    delivery.Deliver_Delete := activeEvents.Delete_Pending;
}

Figure 6: Event Delivery Policy 1

module EventDeliveryPolicy(activeEvents, delivery)
{
    input activeEvents : ActiveEventsHistory;
    output delivery : EventsDeliveryDirective;
    /* Deliver events with random delays, as long as events are not
       delayed forever */
    /* If no pending events, or pending events are old ==>> ŋ1
       (i.e., deliver oldest pending event if any)
       Else randomly decide to deliver oldest pending event (if any)
       or stall delivery */
    delivery.Deliver_Update_Ins :=
        (activeEvents.Update_Ins_Oldest = 0 |
         activeEvents.Update_Ins_Oldest = EVENT_Q_SIZE + 1
             ? ŋ1 : { 0, ŋ1 });
    delivery.Deliver_Update_Del :=
        (activeEvents.Update_Del_Oldest = 0 |
         activeEvents.Update_Del_Oldest = EVENT_Q_SIZE + 1
             ? ŋ1 : { 0, ŋ1 });
    delivery.Deliver_Insert :=
        (activeEvents.Insert_Oldest = 0 |
         activeEvents.Insert_Oldest = EVENT_Q_SIZE + 1
             ? ŋ1 : { 0, ŋ1 });
    delivery.Deliver_Delete :=
        (activeEvents.Delete_Oldest = 0 |
         activeEvents.Delete_Oldest = EVENT_Q_SIZE + 1
             ? ŋ1 : { 0, ŋ1 });
}

Figure 7: Event Delivery Policy 2