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Debugging

Bomb Basics

· Should have requested a bomb by now.

· A bomb phase is defused when the correct string is entered for that phase (this is the only way to get credit).

· If an incorrect string is entered, the bomb explodes and you lose ¼ point.

· Bring up bomb and demonstrate explosion.

Basic Debugging (brk pts, step(i)/next(i), run/kill, view reg/mem)

· DDD gui to gdb.. point out gdb pane

· Run in execution window (Program->Run in Execution Window)

· Program->Run – (Program->Kill first),  Program->Run Again shortcut

· Set a breakpoint – right-click – on phase_1

· Most commands work on source code – which you don't have so..

· View assembly (View->Machine Code Window)

·  stepi/nexti (don't use step/next!)

· stack frame has to be setup for nexti to work!

· Status->Registers

· What is eax? - address of input.. 

· Look at that address in memory (Data->Memory...)

· Can view as different formats.. (what is a string?)

· Finally.. step into phase_1, nexti over str_ne, point out explode_bomb

· Manually set breakpoint on explode_bomb (b explode_bomb)

· Continue..

· Saving sessions (File->Save Session As),  saves breakpoints, etc.

Advanced Debugging (cond brk pts, watchpts, changing values)

· Use example.c and secret.c.. just look at assembly if time, otherwise to C code

· Bug happens in middle of loop.. use conditional breakpoint to stop on that iteration

· Right click->properties.. input a condition (i == 229)

· Set the pc to backtrack (set $pc = <addr>)

· Any register can be set this way.

Keypoints

-Put breakpoint on explode_bomb

-With ddd you can see where you are in the assembly and observe effects of insts

-You can view anything in memory (if something looks like a address, check it out)

-You don't have to figure out what the assembly does – the debugger tells you.

The debugger isn't a substitute for good thinking.  But, in some cases, thinking isn't a substitute for a good debugger either.  The most effective combination is good thinking and a good debugger.  -Steve McConnell, Code Complete

