Machine-Level Programming IV:Miscellaneous TopicsSept. 24, 2002Machine-Level Programming IV:Miscellaneous TopicsSept. 24, 2002TopicsTopicsnLinux Memory LayoutnUnderstanding PointersnBuffer OverflownFloating Point Codeclass09.ppt15-213�The course that gives CMU its Zip!�

— 2 —15-213, F�02Linux Memory LayoutLinux Memory LayoutStackStacknRuntime stack (8MB limit)HeapHeapnDynamically allocated storagenWhen call malloc, calloc, newDLLsDLLsnDynamically Linked LibrariesnLibrary routines (e.g., printf, malloc)nLinked into object code when first executedDataDatanStatically allocated datanE.g., arrays & strings declared in codeTextTextnExecutable machine instructionsnRead-onlyUpper2 hexdigits ofaddressRed Hatv. 6.2~1920MBmemorylimitFFBF7F3FC0804000StackDLLsTextDataHeapHeap08

— 3 —15-213, F�02Linux Memory AllocationLinux Memory AllocationLinkedBF7F3F804000StackDLLsTextData

08SomeHeapBF7F3F804000StackDLLsTextDataHeap

08MoreHeapBF7F3F804000StackDLLsTextDataHeapHeap

08InitiallyBF7F3F804000StackTextData08

— 4 —15-213, F�02Text & Stack ExampleText & Stack Example(gdb) break main(gdb) run Breakpoint 1, 0x804856f in main ()(gdb) print $esp $3 = (void *) 0xbffffc78MainMainnAddress 0x804856f should be read0x0804856fStackStacknAddress 0xbffffc78InitiallyBF7F3F804000StackTextData08

— 5 —15-213, F�02Dynamic Linking ExampleDynamic Linking Example(gdb) print malloc $1 = {<text variable, no debug info>} 0x8048454 <malloc>(gdb) run Program exited normally.(gdb) print malloc $2 = {void *(unsigned int)} 0x40006240 <malloc>InitiallyInitiallynCode in text segment that invokes dynamiclinkernAddress 0x8048454 should be read0x08048454FinalFinalnCode in DLL regionLinkedBF7F3F804000StackDLLsTextData 08

— 6 —15-213, F�02Memory Allocation ExampleMemory Allocation Examplechar big_array[1<<24]; /* 16 MB */char huge_array[1<<28]; /* 256 MB */int beyond;char *p1, *p2, *p3, *p4;int useless() { return 0; }int main(){ p1 = malloc(1 <<28); /* 256 MB */ p2 = malloc(1 << 8); /* 256 B */ p3 = malloc(1 <<28); /* 256 MB */ p4 = malloc(1 << 8); /* 256 B */ /* Some print statements ... */}

— 7 —15-213, F�02Example AddressesExample Addresses$esp0xbffffc78p3 0x500b5008p1 0x400b4008Final malloc0x40006240p40x1904a640p20x1904a538beyond 0x1904a524big_array 0x1804a520huge_array 0x0804a510main()0x0804856fuseless() 0x08048560Initial malloc0x08048454

BF7F3F804000StackDLLsTextDataHeapHeap 08

— 8 —15-213, F�02C operatorsC operatorsOperatorsAssociativity() [] -> .left to right! ~ ++ -- + - * & (type) sizeofright to left* / %left to right+ -left to right<< >>left to right< <= > >=left to right== !=left to right&left to right^left to right|left to right&&left to right||left to right?:right to left= += -= *= /= %= &= ^= != <<= >>=right to left,left to rightNote: Unary +, -, and * have higher precedence than binary forms

— 9 —15-213, F�02C pointer declarationsC pointer declarationsint *pp is a pointer to intint *p[13]p is an array[13] of pointer to intint *(p[13])p is an array[13] of pointer to intint **pp is a pointer to a pointer to an intint (*p)[13]p is a pointer to an array[13] of intint *f()f is a function returning a pointer to intint (*f)()f is a pointer to a function returning intint (*(*f())[13])()f is a function returning ptr to an array[13] of pointers to functions returning intint (*(*x[3])())[5]x is an array[3] of pointers to functions returning pointers to array[5] of ints

— 10 —15-213, F�02Internet Worm and IM WarInternet Worm and IM WarNovember, 1988November, 1988nInternet Worm attacks thousands of Internet hosts.nHow did it happen?July, 1999July, 1999nMicrosoft launches MSN Messenger (instant messagingsystem).nMessenger clients can access popular AOL InstantMessaging Service (AIM) servers

AIMserver

AIMclient

MSNclient

MSNserver

— 11 —15-213, F�02Internet Worm and IM War (cont.)Internet Worm and IM War (cont.)August 1999August 1999nMysteriously, Messenger clients can no longer access AIMservers.nMicrosoft and AOL begin the IM war:lAOL changes server to disallow Messenger clientslMicrosoft makes changes to clients to defeat AOL changes.lAt least 13 such skirmishes.nHow did it happen?The Internet Worm and AOL/Microsoft War were bothThe Internet Worm and AOL/Microsoft War were bothbased on based on stack buffer overflowstack buffer overflow exploits! exploits!lmany Unix functions do not check argument sizes.lallows target buffers to overflow.

— 12 —15-213, F�02String Library CodeString Library CodenImplementation of Unix function getslNo way to specify limit on number of characters to readnSimilar problems with other Unix functionslstrcpy: Copies string of arbitrary lengthlscanf, fscanf, sscanf, when given %s conversion specification/* Get string from stdin */char *gets(char *dest){ int c = getc(); char *p = dest; while (c != EOF && c != ’\n’) { *p++ = c; c = getc(); } *p = ’\0’; return dest;}

— 13 —15-213, F�02Vulnerable Buffer CodeVulnerable Buffer Codeint main(){ printf("Type a string:"); echo(); return 0;}/* Echo Line */void echo(){ char buf[4]; /* Way too small! */ gets(buf); puts(buf);}

— 14 —15-213, F�02Buffer Overflow ExecutionsBuffer Overflow Executionsunix>./bufdemoType a string:123123unix>./bufdemoType a string:12345Segmentation Faultunix>./bufdemoType a string:12345678Segmentation Fault

— 15 —15-213, F�02Buffer Overflow StackBuffer Overflow Stackecho:pushl %ebp# Save %ebp on stackmovl %esp,%ebpsubl $20,%esp# Allocate space on stackpushl %ebx# Save %ebxaddl $-12,%esp# Allocate space on stack leal -4(% ebp),%ebx# Compute buf as %ebp-4pushl %ebx# Push buf on stackcall gets# Call gets. . ./* Echo Line */void echo(){ char buf[4]; /* Way too small! */ gets(buf); puts(buf);}Return AddressSaved %ebp[3][2][1][0]buf

%ebpStackFramefor mainStackFramefor echo

— 16 —15-213, F�02BufferOverflow StackExampleBufferOverflow StackExampleBefore call to getsunix> gdb bufdemo(gdb) break echoBreakpoint 1 at 0x8048583(gdb) runBreakpoint 1, 0x8048583 in echo ()(gdb) print /x *(unsigned *)$ebp$1 = 0xbffff8f8(gdb) print /x *((unsigned *)$ebp + 1)$3 = 0x804864d 8048648:call 804857c <echo> 804864d:mov 0xffffffe8(%ebp),%ebx # Return PointReturn AddressSaved %ebp[3][2][1][0]buf

%ebpStackFramefor mainStackFramefor echo0xbffff8d8

Return AddressSaved %ebp[3][2][1][0]bufStackFramefor mainStackFramefor echobffff8f80804864dxxxxxxxx

— 17 —15-213, F�02Buffer Overflow Example #1Buffer Overflow Example #1Before Call to getsInput = �123�No Problem0xbffff8d8

Return AddressSaved %ebp[3][2][1][0]bufStackFramefor mainStackFramefor echobffff8f80804864d00333231Return AddressSaved %ebp[3][2][1][0]buf

%ebpStackFramefor mainStackFramefor echo

— 18 —15-213, F�02Buffer Overflow Stack Example #2Buffer Overflow Stack Example #2Input = �12345� 8048592:push %ebx 8048593:call 80483e4 <_init+0x50> # gets 8048598:mov 0xffffffe8(%ebp),%ebx 804859b:mov %ebp,%esp 804859d:pop %ebp# %ebp gets set to invalid value 804859e:retecho code:0xbffff8d8

Return AddressSaved %ebp[3][2][1][0]bufStackFramefor mainStackFramefor echobfff00350804864d34333231Return AddressSaved %ebp[3][2][1][0]buf

%ebpStackFramefor mainStackFramefor echoSaved value of %ebp setto 0xbfff0035Bad news when laterattempt to restore %ebp

— 19 —15-213, F�02Buffer Overflow Stack Example #3Buffer Overflow Stack Example #3Input = �12345678�Return AddressSaved %ebp[3][2][1][0]buf

%ebpStackFramefor mainStackFramefor echo 8048648:call 804857c <echo> 804864d:mov 0xffffffe8(%ebp),%ebx # Return Point0xbffff8d8

Return AddressSaved %ebp[3][2][1][0]bufStackFramefor mainStackFramefor echo383736350804860034333231

Invalid addressNo longer pointing todesired return point%ebp and returnaddress corrupted

— 20 —15-213, F�02Malicious Use of Buffer OverflowMalicious Use of Buffer OverflownInput string contains byte representation of executable codenOverwrite return address with address of buffernWhen bar() executes ret, will jump to exploit codevoid bar() { char buf[64]; gets(buf); ...}void foo(){ bar(); ...}Stack after call to gets()B

returnaddressA foo stack framebar stack frameB exploitcodepad data writtenbygets()

— 21 —15-213, F�02Exploits Based on Buffer OverflowsExploits Based on Buffer OverflowsBuffer overflow bugs allow remote machines to executeBuffer overflow bugs allow remote machines to executearbitrary code on victim machines.arbitrary code on victim machines.Internet wormInternet wormnEarly versions of the finger server (fingerd) used gets() toread the argument sent by the client:lfinger droh@cs.cmu.edunWorm attacked fingerd server by sending phony argument:lfinger �exploit-code padding new-return-address�lexploit code: executed a root shell on the victim machine with adirect TCP connection to the attacker.

— 22 —15-213, F�02Exploits Based on Buffer OverflowsExploits Based on Buffer OverflowsBuffer overflow bugs allow remote machines to executeBuffer overflow bugs allow remote machines to executearbitrary code on victim machines.arbitrary code on victim machines.IM WarIM WarnAOL exploited existing buffer overflow bug in AIM clientsnexploit code: returned 4-byte signature (the bytes at somelocation in the AIM client) to server.nWhen Microsoft changed code to match signature, AOLchanged signature location.

— 23 —15-213, F�02Date: Wed, 11 Aug 1999 11:30:57 -0700 (PDT)Date: Wed, 11 Aug 1999 11:30:57 -0700 (PDT)From: Phil Bucking <From: Phil Bucking <philbuckingphilbucking@yahoo.com>@yahoo.com>Subject: AOL exploiting buffer overrun bug in their own software!Subject: AOL exploiting buffer overrun bug in their own software!To: To: rmsrms@@pharlappharlap.com.comMr. Smith,Mr. Smith,I am writing you because I have discovered something that I think youI am writing you because I have discovered something that I think youmight find interesting because you are an Internet security expert withmight find interesting because you are an Internet security expert withexperience in this area. I have also tried to contact AOL but receivedexperience in this area. I have also tried to contact AOL but receivedno response.no response.I am a developer who has been working on a revolutionary new instantI am a developer who has been working on a revolutionary new instantmessaging client that should be released later this year.messaging client that should be released later this year.......It appears that the AIM client has a buffer overrun bug. By itselfIt appears that the AIM client has a buffer overrun bug. By itselfthis might not be the end of the world, as MS surely has had its share.this might not be the end of the world, as MS surely has had its share.But AOL is now *exploiting their own buffer overrun bug* to help inBut AOL is now *exploiting their own buffer overrun bug* to help inits efforts to block MS Instant Messenger.its efforts to block MS Instant Messenger.........Since you have significant credibility with the press I hope that youSince you have significant credibility with the press I hope that youcan use this information to help inform people that behind AOL’scan use this information to help inform people that behind AOL’sfriendly exterior they are nefariously compromising peoples’ security.friendly exterior they are nefariously compromising peoples’ security.Sincerely,Sincerely,Phil BuckingPhil BuckingFounder, Bucking ConsultingFounder, Bucking Consultingphilbuckingphilbucking@yahoo.com@yahoo.comIt was later determined that this emailoriginated from within Microsoft!

— 24 —15-213, F�02Code Red WormCode Red WormHistoryHistorynJune 18, 2001. Microsoft announces buffer overflowvulnerability in IIS Internet servernJuly 19, 2001. over 250,000 machines infected by new virusin 9 hoursnWhite house must change its IP address. Pentagon shutdown public WWW servers for dayWhen We Set Up CS:APP Web SiteWhen We Set Up CS:APP Web SitenReceived strings of formGET/default.ida?NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN....NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%u9090%u8190%u00c3%u0003%u8b00%u531b%u53ff%u0078%u0000%u00=aHTTP/1.0" 400 325 "-" "-"

— 25 —15-213, F�02Code Red Exploit CodeCode Red Exploit CodenStarts 100 threads runningnSpread selflGenerate random IP addresses & send attack stringlBetween 1st & 19th of monthnAttack www.whitehouse.govlSend 98,304 packets; sleep for 4-1/2 hours; repeat¨Denial of service attacklBetween 21st & 27th of monthnDeface server�s home pagelAfter waiting 2 hours

— 26 —15-213, F�02Code Red EffectsCode Red EffectsLater Version Even More MaliciousLater Version Even More MaliciousnCode Red IInAs of April, 2002, over 18,000 machines infectednStill spreadingPaved Way for NIMDAPaved Way for NIMDAnVariety of propagation methodsnOne was to exploit vulnerabilities left behind by Code Red II

— 27 —15-213, F�02Avoiding Overflow VulnerabilityAvoiding Overflow VulnerabilityUse Library Routines that Limit String LengthsUse Library Routines that Limit String Lengthsnfgets instead of getsnstrncpy instead of strcpynDon�t use scanf with %s conversion specificationlUse fgets to read the string/* Echo Line */void echo(){ char buf[4]; /* Way too small! */ fgets(buf, 4, stdin); puts(buf);}

— 28 —15-213, F�02IA32 Floating PointIA32 Floating PointHistoryHistoryn8086: first computer to implement IEEE FPlseparate 8087 FPU (floating point unit)n486: merged FPU and Integer Unit onto onechipSummarySummarynHardware to add, multiply, and dividenFloating point data registersnVarious control & status registersFloating Point FormatsFloating Point Formatsnsingle precision (C float): 32 bitsndouble precision (C double): 64 bitsnextended precision (C long double): 80 bitsInstructiondecoder andsequencerFPUIntegerUnit

Memory

— 29 —15-213, F�02FPU Data Register StackFPU Data Register StackFPU register format (extended precision)FPU register format (extended precision)sexpfrac063647879FPU registersFPU registersn8 registersnLogically forms shallowstacknTop called %st(0)nWhen push too many,bottom values disappearstack grows down�Top�

%st(0)%st(1)%st(2)%st(3)

— 30 —15-213, F�02FPU instructionsFPU instructionsLarge number of floating point instructions and formatsLarge number of floating point instructions and formatsn~50 basic instruction typesnload, store, add, multiplynsin, cos, tan, arctan, and log!Sample instructions:Sample instructions:InstructionEffectDescriptionfldzpush 0.0Load zeroflds Addrpush M[Addr] Load single precision realfmuls Addr%st(0) <- %st(0)*M[Addr]Multiplyfaddp%st(1) <- %st(0)+%st(1); popAdd and pop

— 31 —15-213, F�02Floating Point Code ExampleFloating Point Code ExampleCompute Inner ProductCompute Inner Productof Two Vectorsof Two VectorsnSingle precisionarithmeticnCommon computationfloat ipf (float x[], float y[], int n){ int i; float result = 0.0; for (i = 0; i < n; i++) { result += x[i] * y[i]; } return result;} pushl %ebp # setup movl %esp,%ebp pushl %ebx movl 8(%ebp),%ebx # %ebx=&x movl 12(%ebp),%ecx # %ecx=&y movl 16(%ebp),%edx # %edx=n fldz # push +0.0 xorl %eax,%eax # i=0 cmpl %edx,%eax # if i>=n done jge .L3 .L5: flds (%ebx,%eax,4) # push x[i] fmuls (%ecx,%eax,4) # st(0)*=y[i] faddp # st(1)+=st(0); pop incl %eax # i++ cmpl %edx,%eax # if i<n repeat jl .L5 .L3: movl -4(%ebp),%ebx # finish movl %ebp, %esp popl %ebp ret # st(0) = result

— 32 —15-213, F�02Inner Product Stack TraceInner Product Stack Trace1. fldz0.0

%st(0)2. flds (%ebx,%eax,4)0.0

%st(1)x[0]%st(0)3. fmuls (%ecx,%eax,4)0.0

%st(1)x[0]*y[0]%st(0)4. faddp0.0+x[0]*y[0]

%st(0)5. flds (%ebx,%eax,4)x[0]*y[0]

%st(1)x[1]%st(0)6. fmuls (%ecx,%eax,4)x[0]*y[0]

%st(1)x[1]*y[1]%st(0)7. faddp

%st(0)x[0]*y[0]+x[1]*y[1]InitializationIteration 0Iteration 1

— 33 —15-213, F�02Final ObservationsFinal ObservationsMemory LayoutMemory LayoutnOS/machine dependent (including kernel version)nBasic partitioning: stack/data/text/heap/DLL found in mostmachinesType Declarations in CType Declarations in CnNotation obscure, but very systematicWorking with Strange CodeWorking with Strange CodenImportant to analyze nonstandard caseslE.g., what happens when stack corrupted due to buffer overflownHelps to step through with GDBIA32 Floating PointIA32 Floating PointnStrange �shallow stack� architecture