CS213,Fall 2001
Lab Assignment.3: TheBuffer Bomb
Assigned:Feb 14,Due: Friday, Feh 22,11:59PM

I ntroduction

This assignmenhelpsyou develop a detailedunderstandingf the calling stackorganizationon an 1A32
processorlt involvesapplyinga seriesof buffer overflowattadks on anexecutabldile buf bonb in thelab
directory

Note: In this lab, you will gainfirsthandexperiencewith one of the methodscommonlyusedto exploit
securityweaknessem operatingsystemsandnetwork seners. Our purposes to helpyou learnaboutthe
runtimeoperationof programsandto understandhe natureof this form of securityweaknesso thatyou
canavoid it whenyou write systemcode.We do not condonethe useof theseor ary otherform of attackto
gainunauthorizedccesdo ary systenresourcesTherearecriminal statuteggoverningsuchactvities.

L ogistics
You may work in a group of up to two peoplein solving the problemsfor this assignment. The only

“hand-in” will be anautomatedogging of your successfubttacks.Any clarificationsandrevisionsto the
assignmenwvill be postedon the courseéWebpage.

Hand Out Instructions

In thedirectory

/ af s/ cs. cnu. edu/ acadeni c/ cl ass/ 15213-s02/ | abs/ L3
youwill seethefilesfor threeprograms:

MAKECOOKIE: Generates“cookie” basednyourteamname.
BUFBOMB: Thecodeyouwill attack.

SENDSTRING: A utility to helpcornvert betweerstringformats.



All of theseprogramsarecompiledto run onthe Fishmachines.

In the following, we will assumehatyou have definedthelab directoryto be on your executionpath. You
cando this by executingthe following command:

uni x> setenv PATH /afs/cs. crmu. edu/ academ ¢/ cl ass/ 15213-s02/ 1 abs/ L3: $PATH

Team Name and Cookie

You shouldcreateateamnamefor the oneor two peoplein your groupof the following form:

e “ID” wherelID isyour Andrew ID, if youareworking alone,or

e “ID{+ID>" wherelID, isthe Andrew ID of thefirstteammemberandID, is the Andren ID of the
secondeammember

Youshouldchooseaconsistenbrderingof thelDs in thesecondorm of teamname. Teams'ac00+bovi k”
and“bovi k+ac00” areconsideredistinct. You must follow this scheme for generating your team
name. Our grading program will only give credit to those people whose Andrew |1 Ds can be extracted
from the team names.

A cookieis a string of eight hexadecimaldigits thatis (with high probability) uniqueto your team. You

cangenerateyour cookie with the makecooki e programgiving your teamnameasthe agument. For
example:

uni x> nmakecooki e ac00+bovi k
0x78327b66

In threeof your four buffer attacks your objective will beto make your cookieshav upin placeswhereit
ordinarily would not.

The BUFBOMB Program

TheBUFBOMB programreadsa stringfrom standardnputwith afunctionget buf having thefollowing C
code:

1 int getbuf()

2 {

3 char buf[12];
4 Get s(buf);

5 return 1,

6}

Thefunction Get s is similar to the standardibrary functionget s—it readsa string from standardnput
(terminatedby ‘\ n’ or end-of-file)andstoresit (alongwith a null terminator)at the specifieddestination.
In this code,thedestinations anarraybuf having suficient spacdor 12 characters.
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NeitherGet s norget s have ary wayto determinevhetherthereis enouglspaceatthedestinatiorto store
the entirestring. Insteadthey simply copy the entirestring, possiblyoverrunningthe boundsof the storage
allocatedatthe destination.

If the stringtypedby theuserto get buf is no morethan1l1 charactersong, it is clearthatget buf will
returnl, asshavn by thefollowing executionexample:

uni x> buf bonb
Type string: howdy doody
Dud: getbuf returned Ox1

If wetypealongerstring,typically anerroroccurs:

uni x> buf borb
Type string: This string is too |ong
Quch!: You caused a segnentation fault!

As the error messagéndicates,overrunningthe buffer typically causeghe programstateto be corrupted,
leadingto amemoryacces®rror Yourtaskis to bemoreclever with the stringsyoufeedsuFBOMB sothat
it doesmoreinterestingthings. Thesearecalledexploit strings.

BurBowmB takesseveraldifferentcommandine arguments:

-t TEAM Operatehe bombfor theindicatedteam. You shouldalwaysprovide this algumentfor several
reasons:
e It isrequiredto log your successfuattacks.

e BurFBOMB determineghe cookieyou will be usingbasedon yourteamname,just asdoesthe
programMmAKECOOK IE.

¢ We have huilt featuresnto BUFBOMB sothatsomeof the key stackaddressegou will needto
usedepencdbn yourteams cookie.
- h: Printlist of possiblecommandine aguments

- n: Operatan “Nitro” mode,asis usedin Level 3 below.

Yourexploit stringswill typically containbytevaluesthatdo notcorrespondo the ASCII valuesfor printing
characters.The programSENDSTRING canhelp you generatgheseraw strings. It takesasinput a hex-
formattedstring. In this format, eachbyte valueis representedby two hex digits. For example,the string
“012345" couldbeenteredn hex formatas“30 31 32 33 34 35, sincethe ASCII codefor decimal
digit z is 0x3z. Non-hex digit charactergareignored,includingthe blanksin the exampleshavn.

If you generatea hex-formattedexploit stringin thefile expl oi t . t xt , you canapply theraw string to
BUFBOMB in seseraldifferentways:

1. Youcansetup aseriesof pipesto passhe stringthroughSENDSTRING.



uni x> cat exploit.txt | sendstring | bufbonb -t bovik
2. You canstoretheraw stringin afile andusel/O redirectionto supplyit to BUFBOMB:

uni x> sendstring < exploit.txt > exploit-rawtxt
uni x> bufbonb -t bovik < exploit-rawtxt

This approaclttanalsobe usedwhenrunninggurFeoMB from within GDB:

uni x> gdb /afs/cs. cnu. edu/ acadeni c/ cl ass/ 15213- s02/ 1 abs/ L3/ buf bonb
(gdb) run -t bovik < exploit-rawtxt

Oneimportantpoint: your exploit string mustnot containbyte value 0x0A at ary intermediateposition,
sincethis is the ASCII codefor newline (‘\ n’). When Get s encounterghis byte, it will assumeyou
intendedo terminatethe string. SENDSTRING will warnyouif it encountershis bytevalue.

Whenyou correctlysolve oneof thelevels,BurBomMB will automaticallysendanemailnotificationto our
gradingsener. The sener will testyour exploit stringto make sureit really works, andit will updatethe
lab web pageindicatingthatyour team(listed by cookie)hascompletedhis level.

Unlike thebomblab, thereis no penaltyfor makingmistalesin this lab. Feelfreeto fire away atBUFBOMB
with ary stringyoulike.

Level 0. Sparkler (15 pts)

Thefunctionget buf is calledwithin BUFBOMB by afunctiont est having thefollowing C code:

1 void test()

2 {

3 int val;

4 val = getbuf();

5 if (val == cookie) {

6 printf("Boonl: getbuf returned Ox¥%\n", val);
7 val i date(2);

8 }

9 el se {

10 printf("Dud: getbuf returned Ox%\n", val);
11 }

12 }

Whenget buf executests returnstatemen(line 5 of get buf ), theprogramordinarily resumegxecution
within functiont est (atline 5 of thisfunction).

Within thefile buf bonb, thereis afunctionf i zz having thefollowing C code:

void fizz()

{



printf("Fizz!: You called fizz()\n");
val i dat e(0);
exit(0);

}

Your taskis to getBUFBOMB to executethe codefor fi zz whenget buf executesits returnstatement,
ratherthanreturningto t est . You cando this by supplyingan exploit string that overwritesthe stored
returnpointerin the stackframefor get buf with the addressf thefirst instructionin fi zz. Notethat

your exploit string may alsocorruptotherpartsof the stackstate,but this will not causea problem,since

fi zz causegheprogramto exit directly.

Some Advice:

e All theinformationyou needto devise your exploit stringfor this level canbe determinedy exam-
ining adiassembledersionof BUFBOMB.

e Becarefulaboutbyte ordering.

¢ Youmightwantto useGDB to steptheprogramthroughthelastfew instructionsof get buf to make
sureit is doingtheright thing.

Level 1. Firecracker (25 pts)

Within thefile buf bonb thereis alsoa functionbang having thefollowing C code:

voi d bang(int val)

{
if (val == cookie) {
printf("Bang!: You called bang(0x%)\n", val);
val i date(1);
} else
printf("Msfire: You called bang(0x%)\n", val);
exit(0);
}

Similar to Level 0, your taskis to getBUFBOMB to executethe codefor bang ratherthanreturningto
t est . In this case however, you mustmale it appearto bang asif you have passedyour cookieasits
argument.You cando this by encodingyour cookiein the appropropriatg@lacewithin your exploit string.

Some Advice: Note thatthe programwon't really call bang—it will simply executeits code. This has
importantimplicationsfor whereon the stackyou wantto placeyour cookie.

Level 2: Dynamite (60 pts)

A muchmoresophisticatedorm of buffer attackinvolvessupplyingastringthatencodesctualmachinean-
structions.Theexploit stringthenoverwritesthereturnpointerwith theaddres®f thesanstructions.When
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the calling function (in this caseget buf ) executesits r et instruction,the programwill startexecuting
theinstructionson the stackratherthanreturning. With this form of attack,you cangetthe programto do
almostarything. The codeyou placeon the stackis calledthe exploit code. This style of attackis tricky,

though,sinceyou must: 1) getmachinecodeontothestack,2) setthereturnpointerto the startof this code,
and3) avoid corruptingotherpartsof the stackstate.

Your job for this level is to supplyan exploit stringthatwill causeget buf to returnyour cookie,rather
thanthevaluel. You canseein the codefor t est thatthiswill causethe programto go“Boom .” Your
exploit codeshouldsetyour cookieasthereturnvalue,restoreary corruptedstate pushthe correctreturn
locationonthestack,andexecutear et instructionto reallyreturntot est .

Some Advice:

¢ In orderto overwritethereturnpointer you mustalsooverwritethe savedvalueof ¥%ebp. However, it
is importantthatthis valueis correctlyrestoredoeforeyoureturntot est . You cando this by either
1) making surethat your exploit string containsthe correctvalue of the saved %ebp in the correct
position,sothatit never getscorruptedor 2) restorethe correctvalueaspartof your exploit code.

e You canuseGDB to gettheinformationyou needto constructyour exploit string. Seta breakpoint
within get buf andrun to this breakpoint. Determineparametersuchasthe saved returnaddress
andthe savedvalueof %ebp.

e Determiningthe byte encodingof instructionsequenceby handis tediousandproneto errors. You
canlet toolsdo all of thework by writing anassemblycodefile containingthe instructionsanddata
you wantto put on the stack. Assemblethis file with ccc anddisassemblé& with oBibumP. You
shouldbe ableto getthe exact byte sequencehatyou will type atthe prompt. (A brief exampleof
how to dothisis includedat the endof this writeup.)

¢ Keepin mind thatyour exploit stringdepend®n your machine your compiler andevenyourteams
cookie. Do all of yourwork on a Fishmachine andmake sureyou includethe properteamnameon
thecommandine to BUFBOMB.

Onceyou completethis level, pauseto reflecton what you have accomplished.You causeda programto
executemachinecodeof your own design.You have donesoin asuficiently stealthyway thatthe program
did notrealizethatanything wasamiss.

Level 3: Nitroglycerin (10 pts)

If you have completedhefirst threelevels, you have earnedL00 points. You have masteredhe principles
of theruntimestackoperationandyou have gainedfirsthandexperiencewith buffer overflow attacks.We
considetrthis a satishctorymasteryof the material. You arewelcometo stopright now.

The next level is for thosewho wantto pushthemselesbeyond our baselineexpectationdor the course,
andwhowantto faceachallengean designingouffer overflow attackshatarisesn reallife. This partof the
assignmenonly countsl10 points,eventhoughit requiresafair amountof work to do,sodon't doit justfor

the points.



Fromonerunto another especiallyby differentusersthe exactstackpositionsusedby a given procedure
will vary. Onereasorfor this variationis thatthe valuesof all ervironmentvariablesare placednearthe

baseof the stackwhena programstartsexecuting. Environmentvariablesare storedas strings,requiring

differentamountsof storagedependingon their values. Thus, the stackspaceallocatedfor a given user
dependon the settingsof his or her ervironmentvariables. Stack positionsalso differ whenrunninga

programunderGDB, sinceGDB usesstackspaceor someof its own state.

In thecodethatcallsget buf , we have incorporatedeatureghatstabilizethe stack,sothatthe positionof
get buf 's stackframewill be consistenbetweenruns. This madeit possiblefor you to write an exploit
string knowing the exact startingaddresof buf andthe exact saved value of %bp. If you tried to use
suchan exploit on a normalprogram,you would find thatit works sometimes,but it causeseagmentation
faultsat othertimes. Hencethe name“dynamite”—anexplosive developedby Alfred Nobelthat contains
stabilizingelementdo malke it lessproneto unexpectedexplosions.

For this level, we have gonethe oppositedirection, makingthe stackpositionseven lessstablethanthey
normallyare.Hencethe name"nitroglycerin”—anexplosive thatis notoriouslyunstable.

Whenyou run BurBoMB with thecommandine flag“- n,” it will runin “Nitro” mode.Ratherthancalling
thefunctionget buf , the programcallsaslightly differentfunctionget buf n:

i nt getbufn()

{
char buf[512];
Get s(buf);
return 1,

}

This functionis similarto get buf , exceptthatit hasa buffer of 512 charactersYou will needthis addi-
tional spaceto createa reliableexploit. The codethatcallsget buf n first allocatesa randomamountof
storageon the stack(usinglibrary functional | oca) thatrangesbetween0 and127 bytes. Thus,if you
wereto samplethe value of %ebp during two successie executionsof get buf n, you would find they
differ by asmuchas+127.

In addition,whenrun in Nitro mode,BUFBOMB requiresyou to supply your string 5 times, andit will
executeget buf n 5 times,eachwith a differentstackoffset. Your exploit stringmustmake it returnyour
cookieeachof thesetimes.

Some Advice:

¢ You canusethe programsENDSTRING to sendmultiple copiesof your exploit string. If you have a
singlecopy in thefile expl oi t . t xt , thenyou canusethefollowing command:

uni x> cat exploit.txt | sendstring -n 5 | bufbonb -n -t bovik

You mustusethe samestringfor all 5 executionsof get buf n. Otherwiseit will fail thetestingcode
usedby our gradingsener.

e Thetrick is to make useof the nop instruction. It is encodedwith a singlebyte (code0x90). You
canplacealong sequencef theseat the beginning of your exploit codesothatyour codewill work
correctlyif theinitial jump landsanywherewithin the sequence.
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¢ You will needto restorethe saved value of %ebp in away thatis insensitve to variationsin stack
positions.

L ogistical Notes

Handin occursautomaticallywheneeryou correctlysolve alevel. Theprogramsendsmailto ourgrading
sener containingyour teamname(be sureto setthe“-t " commandine flag properly),andyour exploit
stringto thegradingsener. Youwill beinformedof thisby BuFBOMB. Uponreceving theemail,thesener
will validateyour stringandupdatethelab web page.You shouldcheckthis pagea few minutesafteryour
submissiorto make sureyour string hasbeenvalidated.[If you really solvedthelevel, your string should
bevalid.]

Notethateachlevel is gradedindividually. You do not needto do themin the specifiedorder but you will
getcreditonly for thelevelsfor which the sener recevesa valid message.

Have fun!

Generating Byte Codes

UsingGcc asanassembleandoBJDUMP asadisassemblemalesit corvenientto generatehe byte codes
for instructionsequences.For example, supposewe write a file exanpl e. s containingthe following
assemblycode:

# Exanpl e of hand-generated assenbly code

pushl $0x89ABCDEF # Push val ue onto stack

addl $17, %eax # Add 17 to %ax

.align 4 # Following will be aligned on nultiple of 4
.1ong Ox FEDCBA98 # A 4-byte constant

.1ong 0x00000000 # Paddi ng

The code can containa mixture of instructionsand data. Anything to the right of a ‘#' characteris a
commentWe have addedanextraword of all 0sto work arounda shortcomingn oBJbumMP to bedescribed
shortly

We cannow assembl@nddisassembléhisfile:

uni x> gcc -c exanple.s
uni x> obj dunp -d exanple.o > exanple.d

Thegeneratedile exanpl e. d containghefollowing lines

0: 68 ef cd ab 89 push  $0x89abcdef

5: 83 c0 11 add $0x11, Yeax

8: 98 cwt | Obj dunp tries to interpret
9: ba dc fe 00 00 nov $0xf edc, ¥@dx these as instructions



Eachline shawvs a singleinstruction. Thenumberon theleft indicatesthe startingaddresgstartingwith 0),
while the hex digits afterthe‘: ' characteindicatethe byte codesfor theinstruction.Thus,we canseethat
theinstructionpushl  $0x89ABCDEF hashex-formattedbytecode68 ef cd ab 89.

Startingat address$, the disassemblegetsconfused.lt triesto interpretthe bytesin thefile exanpl e. o
asinstructions but thesebytesactually correspondo data. Note, however, thatif we readoff the 4 bytes
startingat address88 we get: 98 ba dc fe. Thisis a byte-reversedversionof the dataword OXFED-
CBA98. This byte reversalrepresentshe properway to supplythe bytesasa string, sincea little endian
machindists theleastsignificantbytefirst. Notealsothatit only generatedwo of the four bytesattheend
with value00. Hadwe notaddedhis padding,0BJDUMP getsevenmoreconfusecanddoesnot emitall of
the byteswe want.

Finally, we canreadoff the byte sequencéor our code(omitting thefinal 0’s) as:

68 ef cd ab 89 83 cO 11 98 ba dc fe



