
CS213,Spring2002
LabAssignmentL2: DefusingaBinaryBomb

Assigned:Jan.31,Due:Tues.,Feb. 12,11:59PM

Pleaseseeoneof us or emailstaff-213@cs.cmu.edu with any questionsor concerns.As always,
we’re hereto help.

1 Intr oduction

ThenefariousDr. Evil hasplanteda slew of “binary bombs”onourmachines.A binarybombis a program
thatconsistsof a sequenceof phases.Eachphaseexpectsyou to type a particularstringon stdin. If you
typethecorrectstring, thenthephaseis defused andthebombproceedsto thenext phase.Otherwise,the
bombexplodes by printing"BOOM!!!" andthenterminating.Thebombis defusedwhenevery phasehas
beendefused.

Therearetoomany bombsfor usto dealwith, sowearegiving eachgroupabombto defuse.Yourmission,
which you have no choicebut to accept,is to defuseyour bomb beforethe due date. Good luck, and
welcometo thebombsquad!

Step1: Get Your Bomb

Eachgroupof studentswill attemptto defusetheir own personalizedbomb. Eachbombis a Linux binary
executablefile thathasbeencompiledfrom aC program.To obtainyourgroup’sbomb,one(andonly one)
of thegroupmembersshouldsendmail to

bomb@bluegill.cmcl.cs.cmu.edu

with thefollowingSubject line

bomb request spring02 user1@host1 [user2@host2]

whereuser1@host1 anduser2@host2 aretheemailaddressesof your groupmembers.(Thesecond
emailaddressis optional;don’t actuallytypethebrackets.)Thebombdaemonwill mail thesamebombto
eachemailaddressontheSubject line andassignit to thosegroupmembers.For example,if yourgroup
consistsof foo@andrew andbar@andrew, thenyourSubject line shouldbe:
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bomb request spring02 foo@andrew bar@andrew

If you changegroups,simply requestanotherbombandwe’ll sort out the duplicateassignmentslateron
whenwegradethelab.

Step2: DefuseYour Bomb

Onceyou have received your bombfrom the bombdaemon,save it in a securedirectory. Your job is to
defusethebomb.

Youcanusemany toolsto helpyouwith this; pleaselook at theHints sectionfor sometipsandideas.The
bestwayis to useyour favoritedebuggerto stepthroughthedisassembledbinary.

Eachtime your bombexplodesit notifiesthestaff, andyou lose1/4 point (up to a maxof 10points)in the
final scorefor thelab. Sothereareconsequencesto explodingthebomb. Youmustbecareful!

Eachphaseis worth10points,for a totalof 60points.

Thephasesgetprogressively harderto defuse,but theexpertiseyou gainasyou move from phaseto phase
shouldoffsetthis difficulty. However, the lastphasewill challengeeventhebeststudents,sopleasedon’t
wait until thelastminuteto start.

Thebombignoresblankinputlines.If yourunthebombwith acommandlineargumentsuchaspsol.txt,
it will readtheinput linesfrom psol.txt until it reachesEOF, andthenswitchover to stdin. In a mo-
mentof weakness,Dr. Evil addedthis featuresoyoudon’t haveto keepretypingthesolutionsto phasesyou
have alreadydefused.

To avoid accidentlydetonatingthebomb,you will needto learnhow to single-stepthroughthe assembly
codeand how to setbreakpoints.You will alsoneedto learn how to inspectboth the registersand the
memorystates. One of the nice side-effectsof doing the lab is that you will get very good at using a
debugger. This is a crucialskill thatwill paybig dividendstherestof yourcareer.

Logistics

As usual,youmaywork in agroupof up to 2 people.

Any clarificationsandrevisionsto theassignmentwill bepostedon theclassWebpage.

Youshoulddothisassignmentonthefishmachines.In fact,thereis a rumorthatDr. Evil really is evil, and
thebombwill alwaysblow up if run elsewhere.Thereareseveralothertamper-proofingdevicesbuilt into
thebombaswell, or sothey say.

Hand-In

Thereis noexplicit hand-in.Thebombwill notify your instructorautomaticallyafteryouhavesuccessfully
defusedit. Youcankeeptrackof how you(andtheothergroups)aredoingby lookingat thebombstatistics
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pagein thelab2 areaof thecourseWebspace.Thiswebpageis updatedcontinuouslyto show theprogress
of eachgroup.

Hints (Please read this!)

Therearemany waysof defusingyour bomb. You canexamineit in greatdetailwithout ever runningthe
program,andfigureout exactly what it does.This is a usefultechnique,but it not alwayseasyto do. You
canalsorunit undera debugger, watchwhatit doesstepby step,andusethis informationto defuseit. This
is probablythefastestwayof defusingit.

We do makeonerequest,please do not use brute force! You could write a programthat will try every
possiblekey to find theright one.But this is nogoodfor severalreasons:

� Youlose1/4point(upto amaxof 10points)everytimeyouguessincorrectlyandthebombexplodes.

� Every time you guesswrong, a messageis sentto the staff. You could very quickly saturatethe
networkwith thesemessages,andcausethesystemadministratorsto revokeyourcomputeraccess.

� Wehaven’t told youhow longthestringsare,norhavewetold youwhatcharactersarein them.Even
if you madethe(wrong)assumptionsthat they all arelessthan80 characterslong andonly contain
letters,thenyou will have

�������
guessesfor eachphase.This will takea very long time to run, and

youwill not gettheanswerbeforetheassignmentis due.

Therearemany toolswhicharedesignedto helpyoufigureoutbothhow programswork,andwhatis wrong
whenthey don’t work. Hereis a list of someof thetoolsyou mayfind usefulin analyzingyourbomb,and
hintsonhow to usethem.

� gdb

TheGNU debugger, this is a commandline debuggertool availableonvirtually every platform. You
cantracethroughaprogramline by line,examinememoryandregisters,look atboththesourcecode
andassemblycode(we arenot giving you thesourcecodefor mostof your bomb),setbreakpoints,
setmemorywatchpoints,andwrite scripts.Herearesometips for usinggdb.

– To keepthebombfrom blowing up every time you typein a wronginput, you’ll wantto learn
how to setbreakpoints.

– A veryhandysinglepagesummaryis availablein the tt lab2 area of thecourseWebsite.

– For otherdocumentation,type“help” at thegdbcommandprompt,or type“man gdb”, or “info
gdb” at aUnix prompt.Somepeoplealsolike to rungdb undergdb-mode in emacs.

� objdump -t

Thiswill print out thebomb’ssymboltable.Thesymboltableincludesthenamesof all functionsand
globalvariablesin thebomb,thenamesof all thefunctionsthebombcalls,andtheir addresses.You
maylearnsomethingby lookingat thefunctionnames!
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� objdump -d

Usethis to disassembleall of the codein the bomb. You canalsojust look at individual functions.
Readingtheassemblercodecantell youhow thebombworks.

� strings

Thisutility will displaytheprintablestringsin yourbomb.

Lookingfor aparticulartool?How aboutdocumentation?Don’t forget,thecommandsapropos andman
areyour friends. In particular, man ascii might comein useful. Also, the webmayalsobea treasure
troveof information.If you getstumped,feel freeto askyourTA for help.
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