15-213 Recitation 4: 09/30/02

Qutline Annie Luo
e The Stgck! | e-mail-
e Essential skill for Lab 3
— Out-of-bound array access luluo@cs.cmu.edu
— Put your code on the stack Office Hours:

Thursday 6:00 — 7:00

Reminder Wean 8402
e Examl:Tue 10/8, 6-7:30pm,
Doherty 2315 Out of town next week —

e |3 due: Mon 10/7, 11:59pm Rajesh is taking over




{

Local Variables

voi d | ocal vars() push
nov
volatile int n; %ebp—24 sub
char buf[8]; mov|
volatile int x; nov|
add
n = 2; push
x = Oxdeadbeef ; | ea
push
strcpy(buf, "Carnegiem"); cal |
/] 'm = 0x6d, ':' = 0x3b add
/1 n = 15213 (0x3b6d) nmovb
nov
buf [ 8] = 0x6c; | ea
/[l n = 15212 novb
nov
buf[-4] = 0xa8; pop

[l x = Oxdeadbea8

r et

%ebp

Yesp, Yebp

$0x18, %esp

$0x2, Oxfffffffc(%bp)
$0xdeadbeef , OxfffffffO(%bp)
SOxfffffff8, %esp
$0x80484a8
Oxfffffff4(%bp), Yeax
Yeax

0x8048308 <strcpy>
$0x10, %esp

$0x6¢C, OXfffffffc(Yebp)
$oxfffffffc, Yeax
Oxfffffff4(%bp), Yedx
$0xa8, (%eax, %edx, 1)
%ebp, Yesp

Y%ebp



Local Variables

voi d | ocal vars() push  %bp
{ nmov Yesp, Yebp
volatile int n; sub $0x18, %esp

nov| $0x2, Oxfffffffc(%ebp)
nov| $0xdeadbeef , OxfffffffO(%bp)
add $Oxfffffff8, Yesp

char buf[ 8];
volatile int Xx;

n=2: push $0x80484a8

X = Oxdeadbeef : | ea Oxfffffff4(%bp), Yeax
push Yeax

strcpy(buf, "Carnegiem"); cal | 0x8048308 <strcpy>

/1 'm = 0x6d, ';' = 0x3b add $0x10, %esp

// n = 15213 (0x3b6d) movb  $0x6¢, Oxfffffffc(%ebp)
nov $Oxfffffffc, Yeax

buf [ 8] = Ox6c: | ea Oxfffffff4(%bp), Y%edx

/] n = 15212 movb $0xa8, (Y%eax, ¥edx, 1)
nmov Y%ebp, Yesp

buf [ -4] = 0xa8; pop Yebp

/1 x = Oxdeadbea8 ret



Local Variables

voi d | ocal vars() push  %bp

{ mov Yesp, Yebp
volatile int n; sub $0x18, %esp
char buf[8]; mov| $0x2, Oxfffffffc(%ebp)
volatile int x: mov | $0xdeadbeef , OxfffffffO(%bp)

add $Oxfffffff8, Yesp

n = 2: B push  $0x80484a8

X = Oxdeadbeef : veebp - 16 | ea Oxfffffff4(%bp), Yeax
push Yeax

strcpy(buf, "Carnegiem"); cal | 0x8048308 <strcpy>

/1 'm = 0x6d, ';' = 0x3b add $0x10, %esp

// n = 15213 (0x3b6d) movb  $0x6¢, Oxfffffffc(%ebp)
nov $Oxfffffffc, Yeax

buf [ 8] = Ox6c: | ea Oxfffffff4(%bp), Y%edx

/] n = 15212 movb $0xa8, (Y%eax, ¥edx, 1)
nmov Y%ebp, Yesp

buf [ -4] = 0xa8; pop Yebp

/1 x = Oxdeadbea8 ret



Local Variables

voi d | ocal vars()

{

volatile int n;
char buf[8];
volatile int Xx;
%ebp — 32
2.

n ’
Oxdeadbeef :

X

strcpy(buf, "Carnegien");
[l '"m = 0x6d, ';' = 0x3b
/[l n = 15213 (0x3b6d)

buf[ 8] = 0x6¢c;
/[l n = 15212

buf[-4] = 0xa8;
[l x = Oxdeadbea8

push
nov
sub
nov |
nov|
add
push
| ea
push
cal |
add
novb
nov
| ea
novb
nov
pop
ret

%ebp

Yesp, Yebp

$0x18, %esp

$0x2, Oxfffffffc(%bp)
$0xdeadbeef , OxfffffffO(%bp)
SOxfffffff8, %esp
$0x8048488
Oxfffffff4(%bp), Yeax
Yeax

0x8048308 <strcpy>
$0x10, %esp

$0x6¢C, OXfffffffc(Yebp)
$oxfffffffc, Yeax
Oxfffffff4(%bp), Yedx
$0xa8, (%eax, %edx, 1)
%ebp, Yesp

Y%ebp



Local Variables

voi d | ocal vars() push  %bp
{ nov Yesp, Yebp
volatile int n: sub $0x18, %esp
char buf[8]; %ebp - 12, novl $0x2, Oxfffffffc(%ebp)

allocated for buf novl  $0xdeadbeef, OxfffffffO(%ebp)
add $Oxfffffff8, Yesp

volatile int Xx;

n=2: push $0x8048488

X = Oxdeadbeef : | ea Oxfffffff4(%bp), Yeax
push Yeax

strcpy(buf, "Carnegiem"); cal | 0x8048308 <strcpy>

/1 'm = 0x6d, ';' = 0x3b add $0x10, %esp

// n = 15213 (0x3b6d) movb  $0x6¢, Oxfffffffc(%ebp)
nov $Oxfffffffc, Yeax

buf [ 8] = Ox6c: | ea Oxfffffff4(%bp), Y%edx

/] n = 15212 movb $0xa8, (Y%eax, ¥edx, 1)
nmov Y%ebp, Yesp

buf [ -4] = 0xa8; pop Yebp

/1 x = Oxdeadbea8 ret



Local Variables

voi d | ocal vars()

{

volatile int n;
char buf[8];
volatile int Xx;

Return addr

Yebp—

Saved %ebp

2 .

n ’
Oxdeadbeef :

X

strcpy(buf, "Carnegien");
[l '"m = 0x6d, ';' = 0x3b
/[l n = 15213 (0x3b6d)

buf[ 8] = 0x6¢c;
/[l n = 15212

Yesp

buf[-4] = 0xa8;
[l x = Oxdeadbea8

So what's happening after strcpy?

00{00|00]02

buf

delad|be |ef

Oxffc

Oxff4
OxffoO

Oxf d8



voi d | ocal vars()

{

volatile int n;
char buf[8];
vol atile int Xx;

Local Variables

Return addr

%ebp—> Saved Y%ebp

n = 2; 00|00|3b|6d
X = Oxdeadbeef; 65169167165

(buf ) 6el|72]161143
strcpy(buf, "Carnegiem");
[/ 'm = 0x6d, : = 0x3 delad|be |ef
// n = 15213 (0x3b6d)
buf [ 8] = 0x6c;
[/ n = 15212 Yesp —
buf[-4] = 0xa8;
/'l x = Oxdeadbea8

Oxffc

Oxff4
OxffoO

Oxf d8



voi d | ocal vars()

{

volatile int n;
char buf[8];
vol atile int Xx;

Local Variables

Return addr

Yebp—

Saved Yebp

n = 2; 00]|00|3b|6¢C

X = Oxdeadbeef; 65169167165
(buf ) 6e|72|61|43

strcpy(buf, "Carnegiem");

[/ 'm = 0x6d, : = 0x3b delad|be |ef

/[l n = 15213 (0x3b6d)

buf[ 8] = 0x6¢c;

/[l n = 15212 Yesp —

buf[-4] = Oxas;

/'l x = Oxdeadbea8

Oxffc

Oxff4
OxffoO

Oxf d8



Local Variables

voi d | ocal vars()

{

volatile int n;
char buf[8];
volatile int Xx;

2 .

n H
Oxdeadbeef :

X

strcpy(buf, "Carnegien");

[/ 'm = 0x6d, ':;' = 0x3b
// n = 15213 (0x3b6d)

buf[ 8] = 0x6c;
[l n = 15212

buf[-4] = 0xa8;
[l x = Oxdeadbea8

Return addr

Yebp—

Saved %ebp

00(00|3b|6C

6569|6765

6e|72161]43

delad|be |ef

Yesp

Oxffc

Oxff4
OxffoO

Oxf d8



Local Variables

voi d | ocal vars()

{

volatile int n;

char buf[8];

Return addr

vol atile int Xx;

%ebp—> Saved Y%ebp

n = 2; 00|00|3b|6C
X = Oxdeadbeef; 65169167165

(buf ) 6el72]611|43
strcpy(buf, "Carnegiem");
// 'm = 0x6d, ':' = 0x3b delad|be|a8
// n = 15213 (0x3b6d)
buf[ 8] = 0x6¢c;
[l n = 15212 Yesp —

buf[-4] = 0xa8;
/]l x = Oxdeadbea8

Oxffc

Oxff4
OxffoO

Oxf d8



Code You Want To Buffer Overflow

I nt bufoverfl ow push
char* string, int n) nmov
{ sub
char buf[ 8]; noV
strcpy(buf, string); add
return n; push
} | ea
push
cal |
nov
nov

%ebp

Y%esp, ¥ebp

$0x18, %esp

Ox8( %&bp) , Yeax
SOxFffffff8, %esp
Yeax
OxfffffffO(%bp), Yeax
Yeax

0x804833c <strcpy>
Oxc( %ebp) , Yeax
Y%ebp, ¥esp

%ebp



Your Exploit Code

int abs shift(int n) {

>= ? L= << , ;
return (n>=0 ? n : -n) 2; > exploit.c

novl 8(%bp), Yeax A

test| %ax, ¥eax

jge .L1

negl %ax > exploit.s
. L1:

sall $2, Y%eax

.1 ong 0x00000000




Put Exploit Code into Bits n’ Bytes

uni X> gcc —c exploit.s
uni x> obj dunp —d exploit.o
00000000 <.text>:

0: 8b 45 08 nov Ox8( %&bp) , Yeax
3. 85 cO0 t est Yeax, Yeax

5: 7d 02 j ge 0x9

7. f7 d8 neg Yeax

9: cl e0 02 shli $0x2, Yeax

C: 00 00 add %al , (Yeax)

uni x> cat exploit.txt

8b 45 08 85 ¢c0 7d 02 f7 d8 cl1l e0 02

uni x> ./sendstring < exploit.txt > exploit.raw
uni x> od -t x1 exploit.raw

0000000 8b 45 08 85 c0O0 7d 02 f7 d8 cl1 e0 02 Oa



Put Exploit Code onto the Stack

uni x> gdb bufoverfl ow

(gdb) break bufoverfl ow

(gdb) run < exploit.raw

(gdb) x/ 4w $ebp- 16

(gdb) nexti 6

(gdb) x/4w $ebp- 16

(gdb) disas Oxbffff7e8 Oxbffff7f5



