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Local Variables

void localvars()
{

volatile int n;
char buf[8];
volatile int x;

n = 2;
x = 0xdeadbeef;

strcpy(buf, "Carnegiem;");
// 'm' = 0x6d, ';' = 0x3b
// n = 15213 (0x3b6d)

buf[8] = 0x6c;
// n = 15212

buf[-4] = 0xa8;
// x = 0xdeadbea8

}

push   %ebp
mov    %esp,%ebp
sub    $0x18,%esp
movl   $0x2,0xfffffffc(%ebp)
movl   $0xdeadbeef,0xfffffff0(%ebp)
add    $0xfffffff8,%esp
push   $0x80484a8
lea    0xfffffff4(%ebp),%eax
push   %eax
call   0x8048308 <strcpy>
add    $0x10,%esp
movb   $0x6c,0xfffffffc(%ebp)
mov    $0xfffffffc,%eax
lea    0xfffffff4(%ebp),%edx
movb   $0xa8,(%eax,%edx,1)
mov    %ebp,%esp
pop    %ebp
ret

%ebp – 24



Local Variables

void localvars()
{

volatile int n;
char buf[8];
volatile int x;

n = 2;
x = 0xdeadbeef;

strcpy(buf, "Carnegiem;");
// 'm' = 0x6d, ';' = 0x3b
// n = 15213 (0x3b6d)

buf[8] = 0x6c;
// n = 15212

buf[-4] = 0xa8;
// x = 0xdeadbea8

}

push   %ebp
mov    %esp,%ebp
sub    $0x18,%esp
movl   $0x2,0xfffffffc(%ebp)
movl   $0xdeadbeef,0xfffffff0(%ebp)
add    $0xfffffff8,%esp
push   $0x80484a8
lea    0xfffffff4(%ebp),%eax
push   %eax
call   0x8048308 <strcpy>
add    $0x10,%esp
movb   $0x6c,0xfffffffc(%ebp)
mov    $0xfffffffc,%eax
lea    0xfffffff4(%ebp),%edx
movb   $0xa8,(%eax,%edx,1)
mov    %ebp,%esp
pop    %ebp
ret

%ebp – 4



Local Variables

void localvars()
{

volatile int n;
char buf[8];
volatile int x;

n = 2;
x = 0xdeadbeef;

strcpy(buf, "Carnegiem;");
// 'm' = 0x6d, ';' = 0x3b
// n = 15213 (0x3b6d)

buf[8] = 0x6c;
// n = 15212

buf[-4] = 0xa8;
// x = 0xdeadbea8

}

push   %ebp
mov    %esp,%ebp
sub    $0x18,%esp
movl   $0x2,0xfffffffc(%ebp)
movl   $0xdeadbeef,0xfffffff0(%ebp)
add    $0xfffffff8,%esp
push   $0x80484a8
lea    0xfffffff4(%ebp),%eax
push   %eax
call   0x8048308 <strcpy>
add    $0x10,%esp
movb   $0x6c,0xfffffffc(%ebp)
mov    $0xfffffffc,%eax
lea    0xfffffff4(%ebp),%edx
movb   $0xa8,(%eax,%edx,1)
mov    %ebp,%esp
pop    %ebp
ret

%ebp – 16



Local Variables

void localvars()
{

volatile int n;
char buf[8];
volatile int x;

n = 2;
x = 0xdeadbeef;

strcpy(buf, "Carnegiem;");
// 'm' = 0x6d, ';' = 0x3b
// n = 15213 (0x3b6d)

buf[8] = 0x6c;
// n = 15212

buf[-4] = 0xa8;
// x = 0xdeadbea8

}

push   %ebp
mov    %esp,%ebp
sub    $0x18,%esp
movl   $0x2,0xfffffffc(%ebp)
movl   $0xdeadbeef,0xfffffff0(%ebp)
add    $0xfffffff8,%esp
push   $0x8048488
lea    0xfffffff4(%ebp),%eax
push   %eax
call   0x8048308 <strcpy>
add    $0x10,%esp
movb   $0x6c,0xfffffffc(%ebp)
mov    $0xfffffffc,%eax
lea    0xfffffff4(%ebp),%edx
movb   $0xa8,(%eax,%edx,1)
mov    %ebp,%esp
pop    %ebp
ret

%ebp – 32



Local Variables

void localvars()
{

volatile int n;
char buf[8];
volatile int x;

n = 2;
x = 0xdeadbeef;

strcpy(buf, "Carnegiem;");
// 'm' = 0x6d, ';' = 0x3b
// n = 15213 (0x3b6d)

buf[8] = 0x6c;
// n = 15212

buf[-4] = 0xa8;
// x = 0xdeadbea8

}

push   %ebp
mov    %esp,%ebp
sub    $0x18,%esp
movl   $0x2,0xfffffffc(%ebp)
movl   $0xdeadbeef,0xfffffff0(%ebp)
add    $0xfffffff8,%esp
push   $0x8048488
lea    0xfffffff4(%ebp),%eax
push   %eax
call   0x8048308 <strcpy>
add    $0x10,%esp
movb   $0x6c,0xfffffffc(%ebp)
mov    $0xfffffffc,%eax
lea    0xfffffff4(%ebp),%edx
movb   $0xa8,(%eax,%edx,1)
mov    %ebp,%esp
pop    %ebp
ret

%ebp – 12, 
allocated for buf



Local Variables

Saved %ebp%ebp
Return addr

…

%esp

0xffc

0xff4
0xff0

So what’s happening after strcpy? 

void localvars()
{

volatile int n;
char buf[8];
volatile int x;

n = 2;
x = 0xdeadbeef;

strcpy(buf, "Carnegiem;");
// 'm' = 0x6d, ';' = 0x3b
// n = 15213 (0x3b6d)

buf[8] = 0x6c;
// n = 15212

buf[-4] = 0xa8;
// x = 0xdeadbea8

}

buf

.

.

. 

0xfd8

00 0200 00

be efde ad



Local Variables

Saved %ebp%ebp
Return addr

…

%esp

0xffc

0xff4
0xff0

void localvars()
{

volatile int n;
char buf[8];
volatile int x;

n = 2;
x = 0xdeadbeef;

strcpy(buf, "Carnegiem;");
// 'm' = 0x6d, ';' = 0x3b
// n = 15213 (0x3b6d)

buf[8] = 0x6c;
// n = 15212

buf[-4] = 0xa8;
// x = 0xdeadbea8

}

.

.
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0xfd8

3b 6d00 00

61 436e 72
67 6565 69

be efde ad



Local Variables

Saved %ebp%ebp
Return addr

…

%esp

0xffc

0xff4
0xff0

void localvars()
{

volatile int n;
char buf[8];
volatile int x;

n = 2;
x = 0xdeadbeef;

strcpy(buf, "Carnegiem;");
// 'm' = 0x6d, ';' = 0x3b
// n = 15213 (0x3b6d)

buf[8] = 0x6c;
// n = 15212

buf[-4] = 0xa8;
// x = 0xdeadbea8
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Local Variables

Saved %ebp%ebp
Return addr

…
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0xffc

0xff4
0xff0

void localvars()
{

volatile int n;
char buf[8];
volatile int x;

n = 2;
x = 0xdeadbeef;

strcpy(buf, "Carnegiem;");
// 'm' = 0x6d, ';' = 0x3b
// n = 15213 (0x3b6d)

buf[8] = 0x6c;
// n = 15212

buf[-4] = 0xa8;
// x = 0xdeadbea8

}
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Local Variables

Saved %ebp%ebp
Return addr

…

%esp

0xffc

0xff4
0xff0

void localvars()
{

volatile int n;
char buf[8];
volatile int x;

n = 2;
x = 0xdeadbeef;

strcpy(buf, "Carnegiem;");
// 'm' = 0x6d, ';' = 0x3b
// n = 15213 (0x3b6d)

buf[8] = 0x6c;
// n = 15212

buf[-4] = 0xa8;
// x = 0xdeadbea8

}

.

.

. 

0xfd8

3b 6c00 00

61 436e 72
67 6565 69

be a8de ad



Code You Want To Buffer Overflow

int bufoverflow(
char* string, int n)

{
char buf[8];
strcpy(buf, string);
return n;

}

push   %ebp
mov    %esp,%ebp
sub    $0x18,%esp
mov    0x8(%ebp),%eax
add    $0xfffffff8,%esp
push   %eax
lea    0xfffffff0(%ebp),%eax
push   %eax
call   0x804833c <strcpy>
mov    0xc(%ebp),%eax
mov    %ebp,%esp
pop    %ebp
ret



Your Exploit Code

int abs_shift(int n) {
return (n>=0 ? n : -n) << 2;

}

movl 8(%ebp),%eax
testl %eax,%eax
jge .L1
negl %eax

.L1:
sall $2,%eax
.long 0x00000000

exploit.c

exploit.s



Put Exploit Code into Bits n’ Bytes

unix> gcc –c exploit.s
unix> objdump –d exploit.o
00000000 <.text>:

0:   8b 45 08            mov    0x8(%ebp),%eax
3:   85 c0               test   %eax,%eax
5:   7d 02               jge    0x9
7:   f7 d8               neg    %eax
9:   c1 e0 02            shl    $0x2,%eax
c:   00 00               add    %al,(%eax)

unix> cat exploit.txt
8b 45 08 85 c0 7d 02 f7 d8 c1 e0 02
unix> ./sendstring < exploit.txt > exploit.raw
unix> od -t x1 exploit.raw
0000000 8b 45 08 85 c0 7d 02 f7 d8 c1 e0 02 0a



Put Exploit Code onto the Stack

unix> gdb bufoverflow
(gdb) break bufoverflow
(gdb) run < exploit.raw
(gdb) x/4w $ebp-16
(gdb) nexti 6
(gdb) x/4w $ebp-16
(gdb) disas 0xbffff7e8 0xbffff7f5


