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Theft of confidential data is prevalent. In most applications, confidential data 
is stored at servers. Thus, existing systems naturally try to prevent adver-
saries from compromising these servers. However, experience has shown 
that adversaries still find a way to break in and steal the data.  
 
In this talk, I will describe a new approach to protecting data confidentiality 
even when attackers get access to all server data: building practical systems 
that compute on encrypted data without access to the decryption key. In this 
setting, I designed and built a database system (CryptDB), a web application 
platform (Mylar), and two mobile systems, as well as developed new crypto-
graphic schemes for them. I showed that these systems support a wide 
range of applications and incur low performance overhead. The talk will focus primarily on CryptDB and 
Mylar.  
 
My work has already had impact: Google uses CryptDB's design for their new Encrypted BigQuery ser-
vice, and a medical application of Boston's Newton-Wellesley hospital is secured with Mylar. Looking 
forward, this approach promises to solve confidentiality problems in other settings, such as big data 
systems, genomics processing, and machine learning over sensitive data. 
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