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Formal Program Verification Using Symbolic
Execution

ROGER B. DANNENBERG anp GEORGE W, ERNST

Abstract—Symbolic execution provides a mechanism for formally
proving programs correct. A nofation is introduced which allows a con-
cise presentation of rules of inference based on symbolic execution,
Using this notation, rules of inference are developed to handle a num-
ber of language features, including loops and procedures with muitiple
exits. An attribute grammar is used to formally describe symbolic ex-
pression evaluation, and the treatment of function calls with side ef-
fects is shown to be straightforward. Because symbolic execution is
related to program interpretation, it is an casy-to-comprehend, yet
powerful technique. The rules of inference are useful in expressing
the semantics of a language and form the basis of a mechanical veri-
fication condition generator,

Index Terms—Controt constructs, program proving, program verifica-
tion, rules of inference, side effects, symbolic execution, verification
conditions.

[. INTRODUCTION

A N accepted way of proving things about programs is to
use rules of inference like those introduced by Hoare
[3]. Such rules are usually formulated so that they can be ap-
plied (o the last statement of a program, vielding one or more
shorler programs and possibly some formulas in logic to be
verified. By iteratively applying rules of inference, the task of
proving program correctness is reduced to that of proving state-
ments in predicate calculus.

Another proof technique is based on the notion of symbolic
execution [2];statements are processed in the same order that
an interpreter would execute them, as opposed to the “back-
ward” order of the first method. It appears as though both
techniques are equally powerful and logically equivalent.
However, the close analogy between symbolic execution and
interprelive execution seems to make the symbolic execution
method easier to comprehend. In particular, symbolic execu-
tion is a natural paradigm for expressions which can contain
function calls with side cffects. One of our goals is to develop
rules of inference which formalize symbolic execution. To our
knowledge, such a formalism has not appeared in the literature
to date.

Our second goal is Lo present rules of inference for some ad-
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vanced control constructs, Rules of inference for a loop state-
ment based on Zahn’s construction [10] are presented, as are
rules for procedures with multiple labeled exits.

Finally, we will introduce an extended notation which al-
lows the formal treatment of expressions with side effects.
Side effects are strictly disallowed in verification-oriented lan-
guages such as Pascal [9] and Euclid [5], but it will be shown
that this restriction can be relaxed with little difficulty.

The ideas in this paper grew out of a project to design and
implement a mechanical verification condition generator [1].
Early in the project it became clear that we needed a concise
formal notation for stating verification rules for the constructs
found in contemporary programming languages. We found the
notation presented in this paper to be a good solution to this
problem,

Atter an introduction to symbolic execution, notation and
rules for a simple language are described. The rules are then
extended to handle multiple-exit loops, and procedures with
multiple labeled exits. Finally, a formal treatment of expres-
sions with side effects is presented.

II. Concrrrs oF SYMEOLIC EXEcuTION

In symbotic execution the values of program variables are
represented by symbolic constants or expressions. For exam-
ple, the value of variable v might be represented by “B +3,”
where B is a symbolic constant (not a program variable). The
collection of all variables and their values is called a stare. As
a program path is “executed,” assuniptions about the state are
recorded in the path condirion.

For example, suppose we wish to verify the lollowing pro-
gram which sets x to its absolute value:

pre x=y;
if x <0 then x := -x endi;
post x >=0 & (y=x or y=-X)

The first and last lines contain input and output specifications
culled pre- and postconditions. The keyword endi is the clos-
ing bracket for if. 1n the initial state, variables x and y have
arbitrary constants X and Y as their values. For now, we will
write the state as follows:

State ={xis X, yis Y}].

Next we cvaluate the precondition by replacing each variable
by its value in the current state, obtaining X=Y. Note that X
and Y are values while x and y are variables. We assuine the
precondition is true when the program begins by setting the
path condition to X=Y:
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State ={xis X,y is Y}, PathCond = (X=Y).

The path taken through the program depends on the value of
the expression x<{0. We symbolically evaluate x<{} to obtain
X<0, and first assume that it is true by “anding” it to the
path condition, obiaining

State ={xis X, y is Y}, PathCond = (X=Y & X<0).

The statement “x :=-x" is executed by changing the state so
that the value of x is - X:

State = {xis - X,y is Y}, PathCond = ( X=Y & X<0).

Now we want to show the postcondition is true. Substituting
values from the current state into the postcondition yields

~X>=0& (Y=-Xor Y=--X).

Since this is implied by the path condition, this path is verified,
Following the other path (X<C0 is false) gives rise to the
path condition

PathCond = (X=Y & ~ (X<0))

where “~" is the logical negation operator. The postcondition
becomes

X>=0&(Y=XorY=-X).

Again, this follows from the path condition, so this path is
verified. The program is correct because afl paths have been
verified,

I1I. NoratioNn AND TERMINOLOGY

To formalize this approach, some notation is introduced. A
substitution S is denoted by

S=[tl/x1,e2/x2,..., tn/xn].

where the term ti is to be substituted for variable xi, and the
x’s are all distinct. An instance of an expression is obtained
when a substitution is applied to the expression. This opera-
tion is indicated by |7, e.g., B| [e/x] indicates the instance of
B in which ecach occurrence of x is replaced by e.

Substitutions can be composed to form a new substitution,
The compaosition of R = [ul/yl,u2/y2,...] and 8 = [tl/x1,
12/x2,. .| is RS=ull|S/y1, u2|S/y2,. .. t1/xI,2/x2,.. ],
where uilS/yi is omitted if uilS = yi, and ti/xi is omitted il
some yj = xi, For example, the composition of [ X/I,X+1/X|
and [C/X, 25/Z] is [C/], C+1/X, 25/Z].

For any expression b, and substitutions R and §, the in-
stance b[(RS) obtained by applying the composition of R and
5 to b is identical to the instance {b|R)|S obtained by lefi-to-
right application of R and S,

The identity substitutionis [ ],ie.,b|f ] =b.

The application operator has higher precedence than logical
connectives, e.g., in the formula P&Q|S, S is only applied to
Q. If Q stands for a statement with many components, S is
applied to each of them,

Substitutions are used to formalize the state concept in sym-
bolic execution. The value of program variable x in state S
(which is a substitution) is x| 5.

To formalize symbolic execution, we will use formulas of
the form S, PC\A to indicate the correctness of statement list

A, given an initial path condition PC and state S. A is a state-
ment sequence, the last of which is a statement of the form
confirm Q. This specifies that Q must be true of the final
state. Hencc, the formula [ ], P\A: confirm Q corresponds
to P{A}Q in the more conventional notation found in the
literature.

Rules of inference have the following form:

A
B

C
This means that, given A and B, we can infer C. In practice,
the rules are used “‘backwards—the rule is used to reduce the
problem of proving € to that of proving both A and B.

To be more precise about the concept of correctness, we say
that a procedure is partially correct if its postcondition is true
whenever the procedure terminates (exits), given that the pre-
condition was initially satisfied. A procedure is rotally correct
if' it is partially correct and it always terminates. This discus-
sion will not consider termination proofs, and the term “cor-
rect” is taken to mean “partially correct.”

IV, SIMPLE RULLS OF INFERENCE

In this section, ruies of inference are presented for five state-
ment types—assignment, conditional, iteration, confirm, and
procedure catl. It is assumed that expressions do not contain
function calls, but procedures can alter global variables and
variable parameters.

A. Assigiment Statement

[exp/x]S, PC\ A
S, PCA\x =exp; A

This rule states that the statement x:=exp changes the value
of x to the value of the expression exp. For example, this rule
reduces the verification of

[3/x],PCA\x :=x+1; A
to the verification of
[x+1/x][3/x], PC\ A.
Composing substitutions in the latter yields
[3+1/x],PC\A.
This corresponds to our intuitive understanding of assignments.
B. Conditional Starement

S,PC&B|S\A2; Al
S,PC& ~BIS\ A3; Al
S, PC\if B then A2 else A3 endi: Al

The keyword endi is the closing bracket for if. The condi-
tional expression B is evaluated by applying it to the state S,
There are two possibilities: B|S or ~B[S. The proof is by
cases. In the first case, B|S is assumed and the statement se-
quence A2 is executed before Al. In the second case, ~B(S is
asstmed and A3 is executed before Al. These cases result in



























