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Abstract

The design of correct computer systems is extremely difficult. However, it is also a very
important task. Such systems are frequently used in applications where failures can have cata-
strophic consequences, or cause significant financial losses. Simulation and testing are the most
widely used verification techniques, but they can only show the presence of errors and cannot
demonstrate correctness. Until lately formal methods were too expensive to be used in industrial
problems, but recent research has made it possible to apply formal techniques to the verification
of complex real-world systems. Symbolic model checking is an example of such a technique that
has been successful in verifying large finite-state systems. It has also been extended to produce
timing and performance information. These properties are extremely important in the design of
high-performance systems and time-critical applications. A more detailed analysis of a model is
possible using these extensions than by simply determining whether a property is satisfied or
not. We present algorithms that determine the exact bounds on the delay between two specified
events and the number of occurrences of another event in all such intervals. To demonstrate
how our method works, we present two complex examples: the verification of the Futurebus+
cache coherence protocol and the timing analysis of the PCI local bus. These results show the
usefulness of symbolic model checking in analyzing modern industrial designs. © 1997 Elsevier
Science B.V.
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1. Introduction

The task of verifying if a computer system satisfies its specifications is extremely
important. For systems used in safety-critical applications, a failure to satisfy a property

* Corresponding author. E-mail: campos@cs.cmu.edu.

! This research was sponsored in part by the National Science Foundation under grant no. CCR-8722633,
by the Semiconductor Research Corporation under contract 92-DJ-294, and by the Wright Laboratory,
Acronautical Systems Center, Air Force Materiel Command, USAF, and the Advanced Research Projects
Agency (ARPA) under grant F33615-93-1-1330.

0167-6423/97/817.00 © 1997 Elsevier Science B.V. All rights reserved.
PII S0167-6423(96)00030-5



80 S. Campos et al. | Science of Computer Programming 29 (1997) 79-98

can have serious or sometimes even fatal consequences. Even in the case of non-critical
systems, errors can cause significant financial losses and can be very difficult to correct.

Moreover, the inherent complexity of modern designs makes their analysis and veri-
fication a very difficult task. The most widely used methods for analyzing systems are
simulation and testing. However, both methods can only show the presence of errors,
and cannot establish correctness. Formal methods, on the other hand, can demonstrate
that a system is correct, but they are more expensive to use, both in terms of time
and effort spent for verification. Until recently, such methods could not be applied to
industrial problems, due to the complexity of these systems.

Advances in the research of formal methods as well as in the computing resources
available for verification have changed this situation. Techniques such as symbolic
model checking [3, 11] can now be used to solve problems of industrial complexity.
Symbolic model checking is a technique for verifying finite-state hardware systems
that can handle extremely large state spaces efficiently. It determines automatically if
a system satisfies its specifications. Models with up to 10°° states can often be verified
in minutes. The method has been used successfully to verify a number of real-world
applications.

To demonstrate how symbolic model checking can be applied we describe the ver-
ification of the Futurebus+ cache coherence protocol, adopted as a standard by both
IEEE and the US Navy [6]. A precise model of the protocol has been constructed and
a formal specification of cache coherence has been verified. This analysis uncovered a
number of errors and ambiguities in the protocol that were not previously known. We
believe that this is the first time that formal methods have been used to find nontrivial
errors in a proposed IEEE standard.

This work also presents extensions to symbolic model checking that allow perfor-
mance evaluation and quantitative analysis of time-critical applications. Timing
information is extremely important when designing high-performance systems, or when
trying to improve or maximize resource utilization. In addition, verifying performance
guarantees becomes necessary when real-time applications are being analyzed. In this
case, it is imperative that the performance claims be substantiated with a formal anal-
ysis that covers all possible executions.

Traditional formal verification algorithms assume that timing constraints are given
explicitly in some notation like temporal logic. Typically, the designer provides a con-
straint on response time for some operation, and the verifier automatically determines
if it is satisfied or not. These techniques do not provide any information about how
much a system deviates from its expected performance, although this information can
be extremely useful in fine-tuning the behavior of the system.

In this paper we give algorithms to compute quantitative timing information, such as
exact upper and lower bounds on the time between a request and the corresponding re-
sponse. We also describe algorithms that compute the minimum and maximum number
of times a certain condition is satisfied on all paths between two given events. For ex-
ample, we can use these algorithms to bound the time between asserting a bus request
and receiving the corresponding bus grant. In addition, we may need to compute the







