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Over 30,000 people believed that this student sent the mail. Within an hour angry peo-
ple were outside the innocent student’s residence. The situation was critical.

Without proper resources the incident could have turned into a hefty political prob-
lem. However, Stanford was able to act quickly because the Computer Security Office
was already in place to handle this sort of problem. Within 14 hours of the hate mail,
the Security Office was able to identify suspects and distribute a response from the
university president. The quick response turned a potentially disastrous situation into
a positive racial-awareness campaign.

While not everyone will have a similar hate-mail incident, every organization will at
some time need leadership during a computer security crisis. It may be an Internet
worm or a DoS attack. Having a group for computer security ensures a quick response.

As a Public Service
In February 1999, a computer intruder who went by the nickname “ShadowKnight”
compromised several Stanford computers. Some of the computers compromised were
responsible for one of NASA’s largest and longest-running research projects, with a
multi-million-dollar budget.

On November 6, 2000, Jason Diekman, aka “ShadowKnight,” appeared before a United
States district judge and pleaded guilty to recklessly causing damage to a protected sys-
tem, unauthorized access of a non-public computer, and unauthorized use of an access
device.

Our office coordinated the investigation with several Stanford network administrators.
The network administrators were capable of assisting because of a commitment at all
levels to providing a safe and secure Internet. The results of that investigation were
turned over to the FBI, who then arrested and prosecuted Mr. Diekman.

Protecting People 
A CAT scan uses radiation to map out the human body. A CAT scanner is a computer,
normally running SGI’s IRIX operating system.

IRIX machines by default have a “guest” username with no password. These same IRIX
boxes with the “guest” account are used in CAT scan machines. Imagine a hacker sim-
ply logging into your local medical facilities computer and viewing or changing the
results of this diagnostic procedure.

Critical infrastructure, such as the CAT scan machine, should be identified. After iden-
tification, regular audits protect the organization from liability. More, audits alert peo-
ple to potential problems before they affect the people who use the equipment daily.

Summary 
Creating a security infrastructure is just like planning, implementing, and deploying
any other service. While you may receive more recognition for your deployment of a
Web mail service, the long-term safety of the community is considerable compensa-
tion. Though many may be angry when they must change the way they compute, you
are giving the community good habits that will follow them into careers outside the
university. Finally, implementing a coherent computer security strategy may protect
you, your organization, and your coworkers from harm done by computer intruders.

USEFUL URLS.
SULinux – http://sulinux.stanford.edu

Stanford Security Office – 
http://security.stanford.edu

Stanford Kerberos Infrastructure – 
http://lelandsystems.stanford.edu/services/kerberos/

David's Site – http://www.theorygroup.com
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