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LEARNING GOALS 

Understand how and why platform and framework 

mechanisms were used in Android 

Apply isolation as a strategy to avoid/manage feature 

interactions 

Understand how runtime/compile-time variability is used in 

Android apps 

Understand the granularity and flexibility implications of 

Android's design decisions 





VARIATION 





techcrunch.com 

http://techcrunch.com/2013/07/30/opensignal-android-data/


opensignal.com 

http://www.google.com/url?sa=i&source=imgres&cd=&cad=rja&uact=8&ved=0CAgQjB0wAGoVChMIge25hc2ryAIVCHU-Ch2xGQq5&url=https%3A%2F%2Fopensignal.com%2Freports%2Ffragmentation.php&psig=AFQjCNFTJRburQbWEaTkOno42f2beTLmnw&ust=1444143805498472


McDonnell et al. An Empirical Study of API Stability and Adoption 

in the Android Ecosystem. ICSM’13 
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class ProxyService { 

    static boolean NATIVE_PROXY_SUPPORTED  

                      = Build.VERSION.SDK_INT >= 12; 

    public void onSharedPreferenceChanged() { 

        if (!NATIVE_PROXY_SUPPORTED) { 

            if (Context.getSystemService("bluetooth")) { 

                … 

            } 

        } 

    } 



[Lillack, ASE 2014] 



[Lillack, ASE 2014] 

Option Apps using 

option 

SDK 38 % 

NETWORK 16 % 

STORAGE 12 % 

BLUETOOTH 7 % 

AUDIO 6 % 

Constraints Frequency 

SDK 34 % 

NETWORK 29 % 

STORAGE & 

SDK 

11 % 

WIFI 5 % 

LOCALE 5 % 

Option-specific code 



ISOLATION/ 

INTERACTION 







Intent downloadIntent = new Intent(this, DownloadService.class); 

downloadIntent.setData(Uri.parse(fileUrl)); 

startService(downloadIntent);  

http://developer.android.com/reference/android/net/Uri.html


// Create the text message with a string 

Intent sendIntent = new Intent(); 

sendIntent.setAction(Intent.ACTION_SEND); 

sendIntent.putExtra(Intent.EXTRA_TEXT, textMessage); 

sendIntent.setType("text/plain"); 

 

// Verify that the intent will resolve to an activity 

if (sendIntent.resolveActivity(getPackageManager()) != null) { 

    startActivity(sendIntent); 

} 



Intent 

Activity 1 

Activity 2 

Activity 3 

Activity 4 

Security Concerns 



blog.csdn.net 


