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Abstract

In this pap er, w e apply data mining analysis to study the top ology of the In ternet, th us

creating a new pro cessing framew ork. T o the b est of our kno wledge, this is one of the �rst

studies that fo cus on the In ternet top ology at the router lev el, i.e., eac h no de is a router. The

size (280K no des) and the nature of the graph are suc h that new analysis metho ds ha v e to

b e emplo y ed. First, w e suggest computationally-exp ensiv e metrics to c haracterize top ological

prop erties. Then, w e presen t an e�cien t appro ximation algorithm that mak es the calculation

of these metrics p ossible. Finally , w e demonstrate the initial results of our framew ork. F or

example, w e sho w that w e can iden tify \cen tral" routers, and p o orly connected or ev en isolated

no des. W e also �nd that the In ternet is surprisingly resilien t to random link and router failures,

ha ving only small c hanges in the connectivit y for few er than 10,000 failures. Our framew ork

seems a promising step to w ards understanding and c haracterizing the In ternet top ology and

p ossible other real comm unication graphs suc h as w eb-graphs.

1 In tro duction

In this pap er, w e study the top ology of the In ternet at the router lev el. W e kno w v ery little ab out

the In ternet, despite the signi�cance and impact of the net w ork in ev eryda y life. This is esp ecially

true for the top ology of the net w ork, whic h is a crucial part of mo deling and sim ulating the net w ork.

First, w e study the structure of the net w ork. Using top ological prop erties, w e manage to iden tify

\di�eren t" parts of the net w ork suc h as cen tral bac kb one routers and areas with p o or connectivit y .

Second, w e study the robustness of the top ology to edge and no de failures. In our study , w e use a

no v el data mining to ol to pro cess the large top ological data.

Wh y can't w e mo del the In ternet top ology? There are sev eral reasons for that. First, the

necessary data has only recen tly b ecome a v ailable. Second, the data is so large (285K no des) that

standard pro cessing and visualization tec hniques are inadequate. Despite these c hallenges, it is

v ery imp ortan t to c haracterize the top ology . The absence of this kno wledge is one of the reasons

\Wh y w e don't kno w ho w to sim ulate the In ternet" according to P axson and Flo yd [12 ]. It is v ery
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di�cult to analyze and optimize net w ork p erformance without understanding its top ology . It is

analogous to attempting to resolv e tra�c problems in a cit y without a map.

The no v elt y of our w ork lies in the use of data mining to ols in the study of the net w ork top ology .

In more detail, w e use a new to ol to appro ximate the size of the neigh b ourho o d of a no de. This

is a computationally exp ensiv e pro cedure and it is made feasible b y our to ol that reduces its run-

time b y more than a factor of 400. Giv en this to ol, w e are able to pro vide results in t w o main

directions. First, w e pro vide new insigh t in the structure of the graph, and w e classify no des

according to their neigh b ourho o d related prop erties. F or example, w e sho w that using our analysis

w e can distinguish no des whic h ma y corresp ond to cen trally-lo cated or bac kb one routers. Second,

w e study the robustness of the net w ork to edge and no de failures. W e �nd that the net w ork is

robust to edge failures, and uniformly distributed no de failures. Ho w ev er, w e observ e that failures

in the cen tral or bac kb one no des can v ery quic kly h urt the connectivit y of the net w ork. In our

w ork, w e use some of the no v el graph metrics prop osed b y F aloutsos et al [4] and w e sho w that

these metrics can actually pro vide insigh t in to the graph structure.

In section 2 w e presen t the bac kground, summarize previous w ork and de�ne our no v el In ternet

metrics. In section 3, w e highligh t the appro ximation algorithm that w e use. In section 4, w e

presen t our results. Finally in section 5, w e presen t our conclusions.

2 Bac kground and No v el Graph Metrics

W e b egin this section b y de�ning the terminology that w e will use in the remainder of the pap er.

W e also describ e the In ternet router data that w e will b e using.

W e study the net w ork at the r outer level , that is, eac h In ternet router is represen ted b y a

no de in the graph while eac h link is mapp ed b y an edge. In con trast, a lot of previous w ork has

concen trated on the in terdomain lev el of the top ology where eac h graph no de represen ts a domain

or Autonomous System. The router lev el is a m uc h larger and more detailed graph. W e b eliev e

that the size of this graph has made its pro cessing prohibitiv ely exp ensiv e.

W e list a n um b er of graph metrics that ha v e b een prop osed in the literature only recen tly .

T ypical metrics are a v erage no de degree and diameter. W e b eliev e that the hop exp onent , e�e ctive

diameter and e�e ctive e c c entricity are m uc h more e�ectiv e in c haracterizing the complexit y of the

In ternet graph.

De�nitions. Let G = ( V ; E ) b e either a directed or undirected graph. Let d ( u; v ) b e the shortest

path distance from no de u to no de v . W e de�ne the follo wing :

Reac hable set: No des that are within distance h of u : S ( u; h ) = f v : d ( u; v ) � h g .

Individual neigh b ourho o d function: Reac hable sets sizes: N ( u; h ) = j S ( u; h ) j .

Neigh b ourho o d function: Num b er of pairs of no des within dist. h : N ( h ) =

P

u 2 V

N ( u; h ).

Reac hable pairs: Num b er of pairs of no des that ha v e a path connecting them: N ( 1 ).

E�ectiv e Diameter: Least distance, h , suc h that at least 90% of the reac hable pairs are
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within distance h : min

h

N ( h ) � : 9 � N ( 1 )

E�ectiv e Eccen tricit y: Eccen tricit y is to a no de as the diameter is to a graph. Least distance,

h , suc h that 90% of u 's reac hable set are within distance h : min

h

N ( u; h ) � : 9 � N ( u; 1 ).

Hop-Plot Exp onen t: A prop osed p o w er-la w in [4], that the total n um b er of pairs of no des

within h hops is prop ortional to the n um b er of hops raised to a constan t, H ( hop-plot exp onent ).

W e use the hop-plot exp onen t to c haracterize the gro wth of the neigh b ourho o d function. T o

compute it, w e apply log transforms to the neigh b ourho o d function and compute the least-square

�tting line for the p oin ts up to the e�ectiv e diameter.

Our r e al Internet gr aph. W e use the graph that is the result of the union of the SCAN [15 ] and

Lucen t In ternet mapping pro ject results [14 ]. The SCAN pro ject dev elop a top ology disco v ery to ol

called Mercator that uses hop-limited prob es { the same primitiv e used in traceroute { to infer the

map of the In ternet [15]. The Lucen t In ternet mapping pro ject uses a single prob e lo cation but has

p erformed long term monitoring [8 ]. This merged data set represen ts the b est map of the In ternet

(at a router lev el) whic h w as curren t as of late 1999. The resulting graph has appro ximately 285K

no des, 430K edges, a maxim um degree of 1,978 and an a v erage degree of 3.15. It is this graph that

w e will use to study the router-lev el In ternet top ology .

Pr evious Work. There ha v e b een sev eral measuremen ts of the In ternet top ology [6, 11, 7 ]. These

studies fo cus on the collection of data while the analysis app ears secondary . There has not b een y et

a comprehensiv e study of the In ternet top ology at the router lev el. In con trast, the in terdomain lev el

has b een studied lately [16]. In a parallel tangen t, sev eral p eople ha v e studied top ological prop erties

indirectly , through the study of scaling of m ulticast trees in In ternet [2 , 13 , 17]. Recen tly , Alb ert et

al. [1 ] and T auro and F aloutsos [16 ] studied the fault tolerance of the In ternet at the in terdomain

lev el. Recall that our w ork here fo cuses at the router lev el of the In ternet.

Assumptions and Limitations. Our w ork relies on measured data whic h is alw a ys sub ject to

measuring errors. The main problems with In ternet measuremen ts are a) incompleteness, b) router

iden ti�cation. W e can not claim or guaran tee that it is most of it, but w e ha v e reasons to b eliev e

that this data con tains a substan tial and represen tativ e part of the In ternet. F or a discussion on

this issue see [15 , 7, 8 ].

3 Appro ximate Neigh b ourho o d F unction (ANF)

W e ha v e dev elop ed and ev aluated an appro ximate neigh b ourho o d function (ANF) in [10 ]. W e

presen t the k ey ideas and a simple v ersion of the algorithm. The algorithm is presen ted in su�cien t

detail to repro duce the results in this pap er. The underlying approac h is to iterativ ely compute

S ( u; h ), the set of no des within at most h hops of u , using the edge set and S ( u; h � 1). That is:

FOR each node u DO S(u,0) = { u }

FOR each iteration, h starting at 1

FOR each node u DO S(u,h) = S(u,h-1)

FOR each edge (u,v) DO S(v,h) = S(v,h) U S(u,h-1)
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FOR each node, u DO

M(u,0) = concatenation of k bitmasks, each with 1 bit set

(according to an exponential distribution)

FOR each distance, it, starting with 1 DO

FOR each node, u DO M(u,it) = M(u,it-1)

FOR each edge (u,v) DO M(u,it) = (M(u,it) OR M(v,it-1))

The estimate is: SUM(all u) (2^b)/(.7731*bia s)

where b is the average of the least zero bits in the k bitmasks

bias, a small bias factor, is (1+.31/k)

Figure 1: In-Core Appro ximate Neigh b ourho o d F unction (ANF)

and then the neigh b ourho o d function is N ( h ) =

P

u

j S ( u; h ) j . This algorithm will b e horribly

ine�cien t to use in practice b ecause the set op erations are exp ensiv e. Instead, w e use a to ol called

appro ximate coun ting. An appr oximate c ounting algorithm tak es as input a m ulti-set and then

estimates the n um b er of distinct elemen ts in the m ulti-set. In [5 ], eac h p ossible elemen t (for us,

that is eac h no de) is assigned a random bit using an exp onen tial distribution (half the no des get

bit 0, a quarter get bit 1, etc). T o estimate the n um b er of elemen ts in a m ulti-set, y ou simply

OR together the bits that w e assigned to eac h elemen t. The estimate is then close to 2

b

, where

b is the least zero bit in the bitmask. W e can use the appro ximate coun ting idea to replace the

set op erations in our simple algorithm. W e use M ( u; h ) to denote the bitmask appro ximation to

j S ( u; h ) j and to impro v e accuracy p erform the appro ximation k times in parallel (w e �x k = 64 for

the remainder of the pap er). This algorithm app ears in Figure 1 and op erates only in-core. An

external v ersion of the algorithm is also presen ted in [10 ] whic h allo ws the pro cessing of graphs that

are m uc h larger than a v ailable memory .

The ANF algorithm has sev eral prop erties that mak e it p ossible to p erform studies on large

graphs. Here w e will just list its prop erties, while app endix A pro vides a sense of its e�ciency

highligh ting some of the actual executions of the algorithm [10 ].

� F ast: Appro ximate the neigh b ourho o d function of the router lev el graph (285K no des and

430K edges) in a matter of min utes, rather than nearly a da y (436x faster).

� Accurate: The appro ximates ha v e pro v able b ounds, generally within 5-10% of the true

function for our exp erimen ts.

� Individual neigh b ourho o d functions: As a b y-pro duct of computing the neigh b ourho o d

functions, w e compute the neigh b ourho o d function for eac h individual no de.

4 Data-Mining on the In ternet Graph

In this section, w e sho w ho w the new appro ximation algorithm enables us to �nd in teresting prop er-

ties of the In ternet top ology . First, w e study the structure of the net w ork b y iden tifying prop erties

of the no des. Second, w e study the robustness of the top ology to comp onen t failures.
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Figure 2: Hop exp onen t and e�ectiv e eccen tricities of the individual neigh b ourho o d functions for

In ternet routers

4.1 Disco v ering structure through no de classi�cation

The �rst application of the neigh b ourho o d function is to examine the individual routers in the

In ternet graph. W e wish to understand the connectivit y ric hness of di�eren t routers. Note that

this corresp onds lo osely to alternate paths that the no de could p oten tially use. That is, w e kno w

that the e�ectiv e diameter of the In ternet is appro ximately 10 hops, but ho w do es that translate

to the path lengths for individual no des.

Quan tifying the relationship of hopplot and eccen tricit y . W e conducted an exp erimen t

with results in Figure 2 a). First w e compute the individual neigh b ourho o d functions for all no des

in the graph. F rom this, w e measure the e�ectiv e eccen tricit y of eac h no de and compute the hop

exp onen t for eac h individual neigh b ourho o d function. The scatter plot of these v alues indicates a

strong correlation b et w een the eccen tricit y and the hop exp onen t (not surprising).

Classifying no des using eccen tricit y . In Figure 2 b), w e sho w the histogram of the n um b er

of no des with eac h e�ectiv e eccen tricit y . The n um b er of no des is plotted in log scale. W e observ e

that ab out 10,000 routers ha v e an e�ectiv e eccen tricit y of at most 6 and another 10,000 routers ha v e

an e�ectiv e eccen tricit y of 12 or larger. The ma jorit y of the no des ha v e an e�ectiv e eccen tricit y

that is close to the e�ectiv e diameter of the In ternet.

Iden tifying pathologies of the measured data. Our analysis can help iden tify pathological

or incomplete cases in the measured data. W e observ e that there are some no des with eccen tricit y

1 and 2. This w ould mean that a no de has a degree of appro ximately 0 : 9 � 284K = 250K links. This

is clearly not the case, since the max degree of the graph is no more than 2000. The explanation is

that the graph has some disconnected comp onen ts. Recall that w e de�ne the eccen tricit y relativ e

to the no des that the c an b e reac hed. F or example, an isolated pair of no des has eccen tricit y 1.

W e c hec k ed the data in the graph and found that this w as actually the case for the no des rep orted

here.

4.2 T op ological F ault-tolerance

When lo oking at the failure b eha viour of a net w ork, there are t w o con tributing factors. First,

net w ork outages ma y disconnect pairs of no des. Second, proto col failures ma y cause pairs of no des
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Figure 3: E�ect of edge deletions (connection failures) on the router graph

to app ear disconnected ev en though a ph ysical path exists b et w een them. In this section, w e

explore the �rst form of failure. Net w ork outages tak e the form of either connections b eing lost

(for example, as a result of a bac k-ho e breaking a net w ork cable) or a computer failing.

4.2.1 Link F ailures

W e w an t to examine the robustness of the In ternet with resp ect to link failures. Th us, w e conduct

the follo wing exp erimen t. W e select x edges at random and delete them. Then, w e compute the

neigh b ourho o d function and measure the e�ectiv e diameter, the n um b er of reac hable pairs, and

the hop exp onen t.

The In ternet is robust to link failures. The n um b er of reac hable pairs, and the hop

exp onen t sho wn as a function of the n um b er of edge deletions in Figure 3. Eac h p oin t is the

a v erage of o v er 3 randomly c hosen sets of edges. W e ha v e not sho wn the a v erage diameter as it

only v aries from 10 to appro ximately 12 o v er the full set of edge deletions. This sho ws that while

w e delete edges, pairs of no des either b ecome disconnected or they ha v e an alternativ e path that

is not signi�can tly longer. W e see that the In ternet is quite resilien t under connection failures,

with only a small decrease in the n um b er of reac hable pairs and the hop exp onen t for few er than

50,000 failures. Moreo v er, deleting edges do es not app ear to c hange the hop exp onen t un til closer

to 200,000 deletions, suggesting that while w e partition the In ternet, the structure is preserv ed.

4.2.2 No de F ailures

Router failures represen t a more catastrophic ev en t, since a router a�ects all its adjacen t edges.

Therefore, w e exp ect that this will cause problems at least in the vicinit y of the no de. T o mo del a

router failure, w e select a no de (in one of three di�eren t w a ys) and delete all its adjacen t edges.

W e in tro duce failures in three di�eren t w a ys. First, w e randomly select routers (uniform distri-

bution). This corresp onds to an un biased router-sp eci�c failure. Second, w e tak e the opp osite of

the previous approac h. W e remo v e the no des in order of highest degree. This is the most aggressiv e

approac h that w e can tak e to decomp ose the In ternet. The �nal metho d that w e use remo v es no des

in order of highest individual hop exp onen t. W e theorized in section 4.1 that the no des with lo w
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Figure 4: E�ect of no de deletions (router failures) on the router graph

e�ectiv e diameter and high hop exp onen t ma y b e imp ortan t no des, p ossibly in the bac kb one. These

results are sho wn in Figure 4.

The In ternet is robust to random no de failures. Here w e see that few er than ab out

10,000 router failures do es not signi�can tly a�ect the In ternet. That is, the n um b er of reac hable

pairs is not drastically reduced. Moreo v er, the hop exp onen t is not decreasing v ery quic kly with the

n um b er of deleted no des. This suggests that it migh t b e p ossible to use sampled In ternet graphs

to conduct reliable sim ulation exp erimen ts.

The In ternet is sensitiv e to fo cused failures. The other t w o approac hes for router selection

ha v e m uc h more dev astating results. By selecting routers according to their degree, w e can quic kly

disconnects the In ternet. Only 10,000 no des are needed to e�ectiv ely disconnect most no de pairs.

Ev en 100 of these no des is su�cien t to remo v e the connectivit y in more than 5 billion pairs.

The e�ectiv e eccen tricit y as a no de classi�er. The ab o v e observ ation con�rms that the

e�ectiv e eccen tricit y is a useful graph metric. No des with high eccen tricit y are \imp ortan t" for

the net w ork; their failures create problems to the connectivit y of the net w ork. A t the same time,

w e see that eccen tricit y has a di�eren t e�ect than the degree regarding the connectivit y . This

observ ation suggests that eccen tricit y quan ti�es another asp ect of the \imp ortance" of the no de

and it is distinct from the no de degree.

5 Conclusions

In this pap er w e prop osed a set of new and existing metrics that can capture in teresting top ological

prop erties of the In ternet. While these metrics are exp ensiv e to compute exactly , w e ha v e sho wn

that a new data mining to ol can b e v ery e�ectiv e in appro ximating these metrics. This has allo w ed

us to obtain new insigh ts in to the prop erties of routers and their \imp ortance" for the net w ork.

F urther use of these ideas allo w ed us to examine the in trinsic resilience of the In ternet.

Our w ork highligh ts the un tapp ed p oten tial that exists for the use of data-mining to ols in net-

w ork data; the size of the net w ork mak es classic tec hniques prohibitiv ely exp ensiv e in computation

time. In more detail our results can b e summarized in the follo wing p oin ts:

� W e prop ose a new set of new and existing metrics capturing in teresting top ological prop erties.

7



� W e sho w that a new data mining to ol can b e v ery e�ectiv e in calculating the otherwise

computationally exp ensiv e metrics.

� E�ectiv e eccen tricit y is a go o d no de metric, for of the \top ological signi�cance" of a no de

and it actually captures a di�eren t asp ect than that of the no de degree.

� The In ternet top ology is resilien t to random link and no de failures.

� The In ternet is sensitiv e to fo cussed no de failures; it is sensitiv e to failures of no des of high

\signi�cance" expressed either b y its degree or e�ectiv e eccen tricit y .

Our metrics and to ol mak e a promising step to w ards understanding and c haracterizing the

In ternet top ology and p ossible other real comm unication graphs suc h as w eb-graphs. W e are in the

pro cess of dev eloping more metho ds to decipher the structure of the In ternet top ology . Our initial

results are a promising step.
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T able 1: Example graphs and their salien t parameters

Running Time (min)

Graph # No des # Edges E�. Diameter Directed? Appro ximation Exact Sp eed-up

Cora 127,083 330,198 28 Y es 1.5 6 4x

80-20 166,946 449,832 8 No 1.5 680 453x

Router 284,805 430,342 10 No 2.75 1,200 436x
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a) Cora (citation graph) b) 80-20 (random net w ork generator) c) In ternet (router lev el)

Figure 5: Actual neigh b ourho o d function and our excellen t appro ximations. Also sho wn are the

least-squares line used for generating the hop exp onen t.

A The e�ciency of our appro ximation algorithm

W e highligh t the accuracy and sp eed of the appro ximation algorithm. Note that a thorough analysis

is b ey ond the scop e of this pap er. F or suc h an analysis see [10 ]. W e sho w three examples to

anecdotally illustrate the qualit y of appro ximation that w e are exp ecting. W e tak e three data sets

that ha v e di�eren t sizes and prop erties (see T able 1). First, the Cora data set is a directed graph

extracted from a large collection of computer science pap ers (eac h no de is a pap er and eac h directed

edge is a citation) [3 ]. Second, the 80-20 generator creates In ternet-lik e top ologies [9 ]. Finally , the

Router data set w as explained earlier. F or eac h data set, w e compute the exact neigh b ourho o d

function using rep eated breadth-�rst searc hes (whic h is state of the art), compute our appro ximation

and compute the least squares �tting line based on our appro ximation. These are plotted in log � log

scale in Figure 5. W e see that all appro ximations are excellen t and that the line pro vides an excellen t

c haracterization of the gro wth of the neigh b ourho o d function. This approac h app ears reasonable

for b oth directed and undirected graphs and for v ery di�eren t diameters. Finally , w e see that ANF

runs more than 400 times faster than the full computation for our In ternet t yp e graphs.
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